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ABSTRACT. Ground fault detection in inverter-based microgrid systems is challenging, particularly
in a real-time setting, as the fault current deviates slightly from the nominal value. This difficulty
is reinforced when natural disturbances exhibit similar output patterns as a faulty setting does.
The conventional solution of installing more relays to obtain additional measurements is costly and
also increases the complexity of the system. In this paper, we propose diagnosis schemes based on
optimization-based fault detection filters with the output current as the only measurement. Mod-
eling the microgrid dynamics and the diagnosis filter, we formulate the filter design as a linear
programming (LP) problem that accounts for decoupling a class of disturbances and ensuring fault
sensitivity simultaneously. Next, we robustify the filter to disturbances that cannot be fully decou-
pled. To this end, we leverage tools from the existing literature and extend the optimization program
to a quadratic programming (QP) problem in which the filter is trained for this class of disturbances.
To ease the computational effort, we also provide an approximate but analytical solution to this QP.
Additionally, we use classical statistical results to provide a thresholding mechanism that enjoys
probabilistic false-alarm guarantees. Finally, we verify the effectiveness of the proposed methods
through several numerical simulations.

1. INTRODUCTION

In the past decade, inverter-based microgrid systems have gained popularity as power systems
become increasingly complex and rely more on renewable energy sources [1]. These microgrid
systems help integrate renewable energy sources into power systems and regulate the amount of
power supplied to customers to provide high-quality power and reduce energy costs. They can also
operate independently and allow for local control of distributed generation, for example, when the
main grid is unavailable due to blackouts or storms [2]. This greatly increases the reliability of power
systems.

Although inverter-based microgrid systems offer many benefits, they are susceptible to faults that
can pose safety risks and damage equipment. Therefore, it is crucial to promptly and accurately
detect faults to ensure the safe operation of inverter-based microgrid systems. However, the conven-
tional protection strategy for power systems, such as overcurrent detection, is inefficient in detecting
faults in inverter-based microgrid systems [3]. This is because the fault current only slightly deviates
from the nominal value due to a current limiter embedded in the inverter controller [4]. According
to IEEE Std. 1547.2 [5], the inverter current when the microgrid systems work in the islanded mode
is restricted to 1-2 times the rated current during short-circuit faults. The fault detection problem
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is more difficult when considering disturbances that have similar effects on the output current as
faults. Therefore, developing an effective fault detection scheme for inverter-based microgrid sys-
tems in the presence of disturbances remains a challenge, particularly when the output current is
the only measurement. In this paper, we focus on the detection of ground faults as they are the
most common and problematic type of faults in inverter-based microgrid systems [6].

To address the fault detection problem for microgrid systems, researchers have developed several
differential methods that rely on communication infrastructures between relays. These methods
measure the difference in the current symmetrical components [7], the energy content of current [8],
the instantaneous current with comparative voltage [9], and the traveling wave polarities [10,11] to
detect faults. Though these methods have shown effectiveness, relying on communication devices can
reduce the reliability of systems as they are vulnerable to faults and cyber attacks. Moreover, most
differential methods require the installation of new equipment, such as relays and communication
infrastructure, which can be expensive and time-consuming to implement and maintain.

In addition to differential methods, active fault detection methods have emerged as another
popular solution to fault detection for microgrid systems in recent years. By introducing carefully
designed input signals into the system, active fault detection methods can enhance the detectability
of faults. In [12], the authors inject a small negative-sequence current (< 3%) into the microgrid
system and detect faults by using a signal processing technique to quantify the resulting negative-
sequence voltage. Most recently, the authors in [13] provide an optimal input design method ensuring
that the output sets of normal and faulty modes of an inverter-based microgrid system are separated
with a probabilistic guarantee. Then, it compares the output of the real-time process with the
output sets to generate diagnosis results. However, the injected input signals can degrade the
system performance to some extent. Additionally, to obtain optimal input sequences as described
in [13], an optimization problem must be solved each time, which can be computationally intensive
and is unsuitable for online monitoring.

In contrast to differential methods, fault detection methods based on residual generation can
be less dependent on the communication infrastructure and additional sensors, as these methods
make full use of modeling information of systems. Moreover, residual generation-based methods are
more suitable for online monitoring than active fault detection methods since they do not require
continuous updates and have no impact on system performance. Let us briefly review several
approaches to designing a residual generator. In the field of fault detection, the residual generator
is generally constructed using observer-based or parity-space methods [14]. To handle disturbances,
optimization techniques can be employed to determine the parameters of the residual generator,
ensuring that the residual is sensitive to faults while being robust against disturbances [15, 16].
Alternatively, decomposition techniques such as the unknown input observer (UIO) [17] can be
utilized to decouple disturbances from the residual. However, we found that the UIO approach
could fail to satisfy the detectability condition when applied to inverter-based microgrid systems
with a limited number of measurements, even when disturbances can be fully decoupled. In [18],
the authors propose a parity-space-like approach for designing residual generators in the framework
of the linear differential-algebraic equation (DAE). The derived residual generator can have lower
order than that of the system, which reduces computational complexity when dealing with large-scale
systems. Additionally, this framework provides design freedom. In specific, one is able to transform
the design of the residual generator into various optimization problems to obtain desired solutions
based on different requirements, such as disturbance decoupling [18], nonlinear suppression [19], and
model mismatch handling [20] in fault detection tasks, as well as multiple fault estimation [21].
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Main contributions: In this work, we leverage the advantages of the DAE framework to design
fault detection filters for inverter-based microgrid systems. To the best of our knowledge, this is
the first attempt to design fault detection filters using the DAE framework that enables real-time
monitoring of ground faults in inverter-based microgrid systems. It is worth noting that disturbances
may not be completely decoupled in some scenarios because of the limited number of sensors in the
systems. The contributions of this paper are summarized as follows:

¢ Dynamic system modeling: We develop a unified state-space model for the inverter-based
microgrid system in both normal mode and the presence of ground faults (Sections 2.2, 2.3).
This model is further formulated in the DAE framework, which facilitates the design of
robust fault detection filters.

e Linear programming design for perfect setting: We formulate the design of fault
detection filters into a LP problem (Proposition 3.1), which achieves disturbance decoupling
and ensures fault sensitivity simultaneously.

e Data-assisted disturbance rejection: To deal with non-decoupled disturbances, we bor-
row ideas from [19, Approach (II)] to extend the design to a QP problem, wherein the average
effects of available disturbance patterns on the residual are minimized (Theorem 3.3). In-
spiring from [22, Corollary 1], we also obtain an approximate analytical solution to this
QP problem with arbitrary accuracy (Corollary 3.4), allowing for online updates of filter
parameters.

e Probabilistic false alarm certificate: Leveraging the classical Markov inequality, we
further propose a threshold determination method along with probabilistic false-alarm guar-
antees (Proposition 3.8).

The rest of the paper is organized as follows. The modeling of an inverter-based microgrid system
and the problem formulation are presented in Section 2. In Section 3, we provide design methods
for the fault detection filters. In Section 4, we evaluate the effectiveness of the proposed approaches
with numerical simulations. Finally, Section 5 concludes the paper with some remarks and future
directions.

Notation: Sets R(R) and N denote all (positive) reals and non-negative integers, respectively.
The space of n dimensional real-valued vectors is denoted by R™. For a vector v = [v1,...,v,], the
infinity-norm of v is [|v|lc = max;ey,.. ny [vi]. The operator diag(v) constructs a diagonal matrix
from the vector v. For two discrete-time signals o1 and o9 taking values in R™ with length T, the Lo
inner product is represented as (01, 09) := 25:1 o] (k)oa(k), and the corresponding norm ||o ||z, :=
\V/{o1,01). The notation 0,,x, denotes a zero matrix with m rows and n columns. The identity
matrix with an appropriate dimension is denoted by I. For a random variable y, Pr[x| and E[x]
are the probability law and the expectation of x.

2. MODELING AND PROBLEM STATEMENT

In this section, we present the state-space model of an inverter-based microgrid system and
consider three-phase symmetrical ground faults. Then, we formulate the two problems addressed in
this work.
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FIGURE 1. Architecture of an inverter-based microgrid system with the diagnosis
component.

2.1. System description

An inverter-based microgrid generally consists of four components: the power supplier, the LCL
filter, the controller, and the load, as shown in Figure 1. Let us elaborate on the functions of each
component.

(1) Power supplier: The power supply part provides power to the microgrid by following a
reference voltage v; from the current controller. It contains a distributed generator (DG)
source and an inverter. In this work, we make two assumptions: (1) an ideal DG source is
available, and (2) the inverter switching process can be neglected due to its high switching
frequency. Therefore, instead of modeling the generator and inverter, we can set the output
voltage of the inverter directly to v; = v;. The real-time output current of the inverter
is denoted by 4;. As the single DG source supplies all power to the load, droop control
is unnecessary, and the microgrid frequency w is constant. This differs from [23], where
multiple DG sources operate simultaneously.

(2) LCL filter: The LCL filter is used to filter the harmonics produced by the inverter. It
consists of two resistors Ry and R., two inductors Ly and L., and a capacitor Cy. The
signals v, and i, denote the grid-side voltage and the output current, respectively.

(3) Controller: The control part keeps the grid-side voltage at some reference voltage v} (t).
This can be achieved through an inner current controller and an outer voltage controller,
which are all PI controllers [24]. The outer voltage controller sets reference iy (t) for the
inner current controller. The fault current limiter (FCL) is a saturation block that protects
the microgrid from large fault currents.

(4) Load: We assume the load denoted by Ry, is purely resistive. Note that the unknown part
of the load is the main source of disturbances.

The mentioned voltage and current are based on a three-phase system. We introduce the direct-
quadrature (dg) transform to simplify the analysis. Specifically, for a three-phase system with
current i = [iq iy ic] ' and voltage v = [vg vp v¢] | in the abe framework, the dg transform projects i(t)
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and v(t) onto dg-axis, i.e., igqy = Pi, vq4g = Pv, where igq = [iq iq]T, Vdg = [Va vq]T. The projection
matrix P is given by
_2 cos(f) cos (0 — ) cos(0+ )
3 sin(f) sin(0—2) sin(6+%)]’
in which 6 is the constantly changing angle between the d-axis and the a-axis. We refer interested
readers to [25] for more details about the dg transformation. For simplicity of expression, we add
: - : . d

subscripts to indicate the variables after dg transformation throughout the paper, e.g., v &, Vg

. dg. .
i idq, and so forth.

2.2. State-space model of the fault-free microgrid system

To obtain the state-space model of the fault-free microgrid system, we first model individual
components of the microgrid including the voltage controller, the current controller, and the LCL
filter in this subsection.

We start with the voltage controller in the control component. Let us transform v,, v}, i, and i}
into the dg framework, which are v,qq, U;dq7 lodg and iqu, respectively. We further define the

cumulative error between v,4, and vqu by ¢dq = [bd d>q]T, which can be written as
d¢d(t) * dd) (t) *
L — (1) = voalt), 2L = w3, (8) — (1) 1)

Considering that the voltage controller is a PI controller, based on Kirchhoff’s laws, we obtain

i1a(t) = Fiod(t) — wCuveq(t) + Kp (v54(t) — voa(t)) + Kfa(t), )
i, (t) = Figg(t) + wCuoa(t) + Kp (U3 (8) = voq (1)) + Kjg(t),

where F' is the feedforward coefficient, K}, and K7 denote the proportional and integral gains of the
voltage controller, respectively. From (1) and (2), we obtain the state-space model of the voltage
controller

{ édq(t) = Bvlvqu(t) + By [ildq(t) Uodq(t) iodq(t)]T s (3)

it20(t) = Cotag(t) + Durvigy(t) + Dua [itag(t) Vodg(t) ioag(®)] " -

where the matrices are

10 00 -1 0 00 KY 0
Bv = 7Bv = 7Cv: ! ;
! [0 1] 2 [o 0 0 -1 0 0} [0 K;]

KY% 0
0 Ku|’

[0 0 —K%Y —wC; F 0

Dy = = .
ol [ v2 [o 0 wC; —K% 0 F}

Similarly, one can obtain the state-space model of the current controller. Let us transform i, ¢}
and v into the dp framework, which are ii4q, i)y, and v, , respectively. The cumulative error
between 74, and i}, is denoted by 744 := [Ya 7] T, iee.,

DD i)~ ), T = i ) — g0, (@)

Then, the dynamics of the current controller follows

vig(t) = —wLyig(t) + Kp (ij4(t) = ia(t)) + K7va(t), (5)
Vig(t) = wLpia(t) + Kp(ij, (1) — itg(t)) + K774(1),
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where K% and K§ denote the proportional and integral gains of the current controller, respectively.
Based on (4) and (5), the state-space model of the current controller is given by

{ ;qu(t) = Bclizkdq(t) + Be2 [ildq(t) Uodq(t) iodq(t)]—r y (6)
U;dq(t) = Cchq(t) + Dcli;dq(t) + De2 [ildq(t) Vodq(t) z‘odq(t)]—r )

where
Bcl - |:1 0:| ) BCQ - |:_1 0 01><4:| ) CC = |:KI 0 :| )

0 1 0 —1 014 0 K¢
[KI% 0] [KI% —wLy olﬂ
DCIZ c | c2 — c .
0 K% wLy —Kp O1x4

For the LCL filter modeling, we transform the output voltage of the inverter v; and the bus
voltage vy, into the dg framework, i.e., v;q, and vpqq, respectively. By applying Kirchhoff’s laws, we
get the dynamics of the LCL filter as follows

( - —Ry . .
Zld(t) = Tflld(t) + wzlq(t) + %fvid(t) — Lflfvod(t),
ba(t) = ek (1) — wira(t) + -vig(t) — 2vog(t),
Uod(t) = W’qu(t) + Cs Zld(t) Cifiod(t%
bog(£) = —a(t) + it (1) — g,
lod(t) = _LRC iod(t) + wioq(t) + ivod(t) ivbd(t)a
\ log(t) = _Licioq(t) wiod(t) + L%qu(t) - Equ(t)
The state-space model of the LCL filter is
t1dq (t) i1dq () Vidg(t)
Uodq(t) | = Ai | Voag(t) | +[ Bu Bz | [ o dq(t ] ; (7)
todq(t) iodq(t) !
Ry 01, .
where the bus voltage vpqq(t) = 0 R i0dq(t), and the matrices are
L
- R . -
~ “ -~ 0 0 0
-w -2 0 -X 0 0
Al 0 0w -z 0| 4 R N e
= 0 1 —w 0 0 1 y Dl1 — 0 1 01 ) 2 — 0 0 1
o c; L; x4 1x4 .
R,
0 = 0 -7 w
| 0 0 0 = —w —f]

Recall that v; = v}, and thus v;4; = vj,,. By combining the derived models (3), (6), and (7), we
obtain the complete state-space model of the inverter-based microgrid system in the fault-free case

{ @(t) = Apa(t) + Byt () + Bad(t),

odq
iodg(t) = C(8), (8)

- T
where z(t) = ¢qu(t) ”yll(t) i;:iq(t) vOqu(t) ijdq(t) is the augmented state of the microgrid

system and d(t) denotes the disturbance. The system matrices Ay, By, and C are given by
022 02x2 By By

Ap=| BaCy, 0ax2 BaDy+ Bea|, Bi=| BaDyn |, C=[0xs I,
[ Bi1DaCy BiCe Aps3 Bi1Dc1 Doy




7

R 0
where Apsz3 = Aj 4+ Bji (DeiDy2 + De2) + B2 { OL R,

the number of states is 10, while we only have 2 measurements. Referring to [23,26], we consider

] [02><4 I ] We would like to highlight that

that changes in the load component can result in deviations from the nominal value of the output
current ¢,4,. Furthermore, the following assumption on the matrix By is introduced to describe the
impact of d on the system.

Assumption 2.1 (Disturbance description). The disturbance d directly influences the output cur-
rent ioqq, which is characterized through the matrix Bq. In this work, we consider both one-
dimensional and two-dimensional disturbances. The structure of By is: (1) By = [leg (&1 fg]]T
for d(t) € R, and (2) By = [02xs diag([& 52})]T for d(t) € R?, where &1, & € R represent the level

of disturbance in the corresponding channel.

Remark 2.2 (Disturbance decoupling condition). Let T, 4, denote the transfer function from the
disturbance d to the measurement i,qq, and Rank:(']I‘diodq) denotes the rank of Ta;,,, - According
to [27, Chapter 6], d can be decoupled from ioqq if the number of unknown inputs is smaller than the
number of sensors, i.e., Rank(Tq;,,,) < 2. Therefore, d can be decoupled from ioae(t) when d(t) is a
one-dimensional signal but not for a two-dimensional (and higher-dimensional) disturbance.

2.3. State-space model of the microgrid system with ground faults

We consider three-phase symmetrical ground faults which can cause a short circuit and a sharp
increase in the output current i,qq. Therefore, we know that after ground faults occur: (1) the load
Ry, = 0 because of the short circuit, leading to a zero bus voltage vpg, = 0; and (2) the output of
the voltage controller z'qu saturates to a constant value 74, immediately, i.e., i;‘dq(t) = Tqq for t > ty,
where t; denotes the time instant when the faults occur.

The state-space model of the current controller (6) in the fault scenario becomes
. . . T
Ydq(t) = Be17aq + Be2 [Zldq(t) Vodq(t) Zodq(t)] )
. . . T
vidq(t) = CC'qu(t) + Dec17aq + De2 [Zldq(t) Uodq(t) Zodq(t)}

Based on (3), (7), and (9), the state-space model of the inverter-based microgrid system with ground
faults can be written as

9)

Godg(t) = Cx(t), (10)

where the matrices Ay, Byp1, and Byo are

{ &(t) = Aunz(t) + Bun1vpg,(t) + Bun2Tdg,

0252 022 Byo B 0252
Aun = |02x2  O2x2 Beo s Bun1 = |02x2|, Bun2a = | Ba
Osx2 BnC. A;+ BiDe 062 Bi1 Dy

Note that the disturbance d(t) has no effect on the system in the fault scenario because of the short
circuit.

To write the normal and faulty models (8) and (10) into a more compact form, we introduce a
signal f(t) to indicate the occurrence of ground faults, i.e.,

f(t) =0, no faults,
f(t) =1, faults happen.
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With f(t), we can express the normal and faulty models in the following unified form

{ &(t) = A(f()z(t) + Bu(f(£))u(t) + Ba(f(£))d(t),
y(t) = Cult),

where u(t) = [v},,(t) Tdq] | consists of the known input signals, y(t) = ixq,(t) is the output. The

(11)

dimensions of x(t), u(t), d(t) and y(t) are denoted by ng, ny, ng, and n,, respectively. The system
matrices are

A(f(@) = An + fF(O)(Aun — An), Bu(f(t)) = [Bn + f(t)(Bun1 — Br)  f(t)Bunal,
Ba(f(t)) = (1 — f(t))Ba.

Remark 2.3 (Discretization). Considering that the discrete-time samplings of data are used in the
realistic framework, we discretize the continuous-time state-space model (11) when designing the
fault diagnosis scheme. In what follows, all signals are presented in the discrete-time form. For
convenience, we use the same motation for system matrices in both the continuous and discrete
representations.

2.4. Problem statement

The objective of this work is to detect the occurrence of ground faults in the presence of the
disturbance d using the input v and the measurement y. Our proposed diagnosis scheme is to
design a residual generator denoted by a linear transfer function IF, whose output is a scalar-valued
signal 7 := F[y" u']T (called the residual). The structure is illustrated in the diagnosis component
of Fig. 1. The residual r should be sensitive to the fault mode and exhibit robustness to the
disturbance. Ideally, in the absence of ground faults, the residual should remain close to zero.
However, the residual can exhibit a significant increase to facilitate detection when ground faults
occur. Then, two questions arise naturally. How can we design IF to achieve the following goals:

(1) Suppress the contribution of the disturbance to the residual in the normal mode;
(2) Enhance the fault sensitivity of the residual in the faulty mode.

In this work, we provide a design method of the filter IF in the DAFE framework to satisfy the above
two design requirements. To this end, let us introduce the shift operator q, i.e., qu(k) = z(k + 1),
and transform the discrete-time version of the unified state-space model (11) into

H(q, /)[X]+ L(q, Y] =0, (12)

where X = [27 d"]", Y =[y" u"]". The matrices H(q, f) and L(q, f) are polynomial functions in
the operator ¢, depending on the indicator signal f € {0, 1}, which are

S EAD BT [0 AD B,

H(q,f):qH1+H0(f)=[ c 0 0 0}’H0(f):[ C 0

[ 0 Bu(f)] _

La.f)=|_;

Since L(q, f) is independent of g, we define L(q,0) = Lo and L(q,1) = L.
The fault detection filter I is in the form of

F(q) = —N(q) Lo, (13)
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where the numerator N(q) is a polynomial row vector N(q) = Zfﬁ’o Nigt, N; € R\ (atny) gy s
the degree of N(q). The denominator a(q) is a polynomial with a degree larger than dy and all roots
inside the unit circle so that the derived filter is strictly proper and stable. For simplicity of design,
we fix dy and a(q) and only design the coefficients of N(q). It is worth pointing out that a(q) can
be chosen up to the user and specific requirements, e.g., noise sensitivity and dynamic performance,
which will be our future research.

By setting f = 0 and multiplying from the left-hand side of (12) by a=!(q)N(q), we obtain the
residual 7 in the normal mode, which is
1 1
r=——N(q)Lo[Y] = ——— N(q)H(q, 0)[X]. 14
S N@LY] = — S N@H(.0)LX) (14
When ground faults happen, i.e., f = 1, DAE model (12) becomes H(q, 1)[X]|+L1[Y] = 0. Thus, Y =
—LJ{H (g, 1)[X], where LJ{ is the left inverse of L;. The residual r in the fault mode becomes

= T N@LoY] =~ N @) Lo H(g. DIX]. (15)

Note that all the entities in a='(q)N(q)Lo[Y] are known and thus can be used to generate the
residual. The right-hand side of (14) and (15) characterize the mapping relations between the
unknown signal X and r in the normal and faulty modes, respectively, based on which we can
design IF(q) for different diagnosis purposes.

First, we consider the one-dimensional disturbance that can be fully decoupled. To ensure that
the residual is zero in the normal mode and sensitive to the faulty mode, i.e., r = 0 when f = 0
and 7 # 0 when f = 1, we introduce the following conditions:

N(q)H(q,0) =0, (16a)
N(a)LoL}H(g,1) # 0. (16b)

In view of the desired mapping relations (16a) and (16b), we proceed with the first problem.

Problem 1. (Fault detection filter design for perfect setting) Consider the state-space model of the
inverter-based microgrid system (11) with three-phase symmetrical ground faults and Assumption 2.1
with ng = 1. Design a fault detection filter ' in the form of (13) that satisfies (16a) and (16b).

Remark 2.4 (Existence of LJ{) Note that the matriz By,(1) = [Byn1 Bunz] is of full column rank
according to their structures in (10). Thus, L1 is a full-column matriz and its left inverse exists.

Second, when the disturbance d is a two-dimensional signal that cannot be fully decoupled, the
condition (16a) can no longer be satisfied. A common solution is to constrain the H, norm of the
transfer function from d to r to suppress the effect of d. Here, inspired by the approach in [19], we
tackle the problem from a data-driven perspective. Specifically, we use the historical data of the
disturbance to train the filter so that it is robust to the disturbance. To this end, let us split H(q,0)
into two parts, i.e., H(q,0) = [E1(q,0) Es], and matrices F1(q,0), E2 are given by

B1(4,0) = QB + Epo = [—q[ —gA(O)] By = [—OI} By = [Aéo)} By - [Bdéo)] ’

where F1(q,0) corresponds to the unknown internal state x that can be decoupled and Fsy corre-
sponds to the non-decoupled disturbance d. We obtain

N(@)H(q,0)[X] = ———N(a)E1(q,0)[z] — —— N(@)Eald. (17

= V@l = - @ @

1
a(q) a(q)



10 JINGWEI DONG, YUCHENG LIAO, AND PEYMAN MOHAJERIN ESFAHANI

To make the residual as small as possible in the normal mode, we opt to decouple x from r, i.e.,
N(a)E1(q,0) = 0. (18a)

We further suppose that the disturbance d comes from a prescribed probability space, and we have
access to m independent identically distributed (i.i.d.) disturbance patterns d; for i € {1,...,m}.
For each d;, we define its contribution to the residual as

1
rd, = —mN(Q)Eﬂdi]-

Therefore, we can mitigate the effects of the disturbance by constraining the Lo norm of rg, for
all i € {1,...,m} in the normal mode, i.e.,
m

1 & ) 1
o > lraliz, = o >
=1

=1

1 2

——N(q)Ex[d;
aq) (VB
where § € Ri. We show later the approach to constructing |74z, with a combination of the
system model and the data d;. The condition (16b) is adopted again to ensure the sensitivity of the

residual to the faulty mode. Based on the above discussion, we formulate the second problem.

< B, (18b)

Lo

Problem 2. (Data-assisted robust fault detection filter design) Consider the state-space model of
the inverter-based microgrid system (11) with three-phase symmetrical ground faults and Assump-
tion 2.1 with ng = 2. Given multiple instances of the disturbance d; for i € {1,...,m}, find a fault
detection filter ' in the form of (13) that satisfies the conditions (18a), (18b), and (16b).

3. MAIN RESULTS

In this section, we present two design methods of fault detection filters in two scenarios: one
where the disturbance can be fully decoupled, and the other where it cannot be fully decoupled.

3.1. Filter design: perfect setting

We first consider the one-dimensional disturbance that can be fully decoupled. In order to find a
feasible N(q) satisfying the conditions in Problem 1, we formulate the design of the fault detection
filter as a LP problem in the following proposition.

Proposition 3.1 (Filter design: LP). Suppose that Assumption 2.1 holds and the dimension of
the disturbance ng = 1. Consider the unified state-space model of the inverter-based microgrid
system (11), and the structure of the fault detection filter in (13). Given the degree dy, a stable a(q),
and a scalar v € Ry, the detection conditions (16a) and (16b) in Problem 1 are satisfied if

NH(0) =0, (18a)
INLH(1)|oo =, (18b)
where N = [No, Ni, ..., Ngy|, L = diag[LoL!, ..., LoLl],
dy+1
Ho(f) Hi 0 0
agy=| © MW Ho0 1 and f e {0.1).
: 0 " 0
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Proof. According to the multiplication rule of polynomial matrices [19, Lemma 4.2], (16) can be
written as

N(q)H(q,0) = NH(O)[I, qI, ..., ¢ *T1T, (19a)
N(q)LoLiH(q,1) = NLH()[I, gI, ..., ¢"~+'1)7. (19b)

First, one can see from (19a) that NH(0) = 0 is equivalent to condition (16a), i.e., N(q)H(q,0) = 0.
Therefore, the residual in the normal mode r = N(q)H(q,0)[X] = 0 and (16a) is satisfied. Second,
we let the coefficients of N(q)LOLIH(q, 1) be nonzero through (18b). Thus, (16b) is satisfied, which
ensures the fault sensitivity. This completes the proof. O

Note that NLH(1) is a row vector with (dy + 2)(n; + ng) columns. For a positive scalar v,
INLH(1)||so > 7 holds if and only if NLH(1)v; > v or NLH(1)v; < —v, where v; is a (dy +
2)(ngy + ng)-dimensional column vector with only the i-th element be 1 and the rest are zero,
ie,v;=[0,...,1,...,0] . Moreover, it is easy to check that if N* is a solution to (18), so is —N*.
Therefore, one can replace the constraint (18b) with NLH (1)v; (or —NLH (1)v;) and view (18) as
a set of (dy + 2)(ny + ng) LP problems.

Remark 3.2 (Feasibility analysis). According to the well-known rank plus nullity theorem, we
have (dn + 1)(ny + ny) = Rank(H(0)) + Null(H(0)), where Rank(H(0)) and Null(H(0)) denote
the rank and the left null space dimension of H(0), respectively. Thus, the constraint (18) is feasible
when Null(H(0)) # 0, i.e., (dn+1)(ngy+ny) > Rank(H(0)). For the constraint |NLH (1)|/oo > 7, it
is required that LH (1) does not belong to the column range space of H(0), i.e., Rank([H (0) LH(1)]) >
Rank(LH(1)). Otherwise, a feasible N to (18a) leads to NLH (1) = 0.

3.2. Filter design: non-decoupled disturbance

In this subsection, we consider the disturbance d that cannot be fully decoupled. Recall that
the residual r in the normal mode depends on the internal state x and the disturbance d from
the right-hand side of (17). For one instance of disturbances d; = [d;(1),...,d;(T)] with a time
horizon T € N, recall that its contribution to the residual is 74, = —a~'(q)N(q)E2[d;]. Then, the
response of the j-th element of d;, i.e., d;(j), can be computed by

[Paiy (1) Tai)(2); -+ Tay(T)] = —N(a)E2ds ()45,
j—1
where ¢; = [0,...,0,0(1),(2),...,6(T — j + 1)] and £(k) for k € N is the value of the discrete-
time unit impulse response of a~!(q) at time instance k. By summing up the response of d;(3)
for j €{1,...,T —dyx — 1}, we obtain

T—dy—1
ra,(1), 74,(2), ..., ra,(T)] = =N(Q)E2 > di(j)4;
j=1
I 0"
_ ql
=-NEy | . |[di(1), ..., di(T —dn —1)] : ;o (20)

gin+1 br—dy—1
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where Ey = diag(Fs, ..., Es) according to the multiplication rule of polynomial matrices. Recall
that q is a time shift operator, i.e., qd;(k) = d;(k + 1). Thus, the equation (20) can be written as
d;(1) coo di(T—dy —1) 0
o d;(2) d;(T — dn)
[Tdi(1)7 qu;(Q)v ey ’I”di(T)] = —NEQ : . : .
’ ' ; br_gn—
di(dN+2) d,(T) T=dn—1
— —NE,D,T. (21)

To ensure the existence of D;, we assume that the length of data T is greatly larger than dy + 1,
ie, T > dy+ 1. With (21), the £2 norm of ry, as considered in Problem 2 is formulated into the
quadratic form

Ira,||2, = NO;NT,  ®; = EoD;T(EsD;T)". (22)

It is worth emphasizing that ®; is positive semi-definite since Hfr’diH%2 = N®;N" > 0 for all non-
zero N.

Now, we can present the design method of the fault detection filter in the presence of the non-
decoupled disturbance in the following theorem.

Theorem 3.3 (Filter design: QP). Consider the unified state-space model of the inverter-based
microgrid system (11), Assumption 2.1 with the two-dimensional disturbance, and the structure
of the fault detection filter in (13). Given the degree dy, a stable a(q) and multiple instances of
disturbance d; = [d;(1),...,d;(T)] fori € {1,...,m} with T > dy, conditions (18a), (18b), (16b)
in Problem 2 are satisfied by solving the following optimization problem

min NON' — ||[NLH(1)||oe s.t. NE; =0, (23)
N
where & = % Yo, @y,
Fio En 0 0
B = 0 Eipw Eun O
: 0 o T 0
0 Ce 0 Fio E1q

Proof. The first term in the objective function, i.e., N®NT, relates to the condition (18b), which
ensures that the effects of different instances of disturbances on the residual are bounded. We
show the derivation process of the quadratic form of ||7“d1-”%2 in (20)-(22). The second term in
the objective function, i.e., —||NLH(1)| o, relates to the condition (16b), which is introduced to
ensure the sensitivity of the residual to the faulty mode. The constraint NE; = 0 related to the
condition (18a) is used to decouple the internal state x from the residual. One can show through
the multiplication rule of polynomial matrices that N(q)E1(q,0) = 0 < NE; = 0. This completes
the proof. O

Note that the optimization problem (23) can be viewed as a set of (dx +2)(ng +nq) QP problems
by replacing |NLH(1)||co with NLH(1)v; (or —NLH(1)v;) as analyzed before. Recall that v; =
[0,...,1,... ,O]T. In addition, the matrix ®; is positive semi-definite, and thus the derived QP
problems are convex and tractable. We further propose an approximate analytical solution to (23)
in the following corollary.
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Corollary 3.4 (Approximate analytical solution). Consider the optimization problem (23). There
exists an approximate analytical solution given by the following form:

N*(8) = % (L) (570 + BET) (24)

where v] = arg MaX;c (1. (dy+2)(ne+nq)} |IN*(§)LH (1)v;| and § € Ry is the Lagrange multiplier. The
solution N*(8) provides an approrimate solution to (23) and will converge to the optimal solution
as 0 tends to co.

Proof. The proof is similar to that of [22, Corollary 3.4] and thus is omitted here. O

Remark 3.5 (Average objective function). To ensure that the derived fault detection filter is robust
to the disturbance, we consider m different disturbance patterns d; for i € {1,...,m} and take the
average effects of all d; on the residual as the objective function in (23). An alternative way is to
consider the worst-case scenario as the objective function, i.e., max;c(y, . m} N®;NT. The average
objective function is, however, of interest if one requires to train the filter with a large number of
disturbance patterns. This is due to the fact that the computational complexity of the derived QP
problem is independent of the number of disturbance patterns m with the average objective function.

Remark 3.6 (Online updating of coefficients). In [19], the authors construct the objective function
using the nonlinearity signature to ensure that the derived filter is robust to the nonlinear terms.
Compared to [19], we further derive an approzimate analytical solution to the optimization prob-
lem (23). With the analytical solution, one can update the coefficients of the filter online with new
data without the need to re-solve (23). This is a significant improvement over [19].

Remark 3.7 (Approximate analytical solution with 8). The Lagrange multiplier ¢ is introduced
in (23) to penalize the equality constraint NE1 = 0, and in the ideal case, § tends to infinity as
stated in Corollary 3.4. However, for a bounded §, the equality constraint cannot be strictly satisfied,
which is why we refer to the solution (24) as an approximate analytical solution. Additionally, to
ensure that NE; is sufficiently close to zero, § should be large enough while remaining numerically
bounded for practical considerations.

To detect the fault, we introduce the power of the residual (k) as the evaluation function,
ie., J(r) = r(k)? for k € N. Let Jy;, be the detection threshold. Then, we can consider the following
detection logic:

J(r) < Jy, = no faults,
J(r) > Jy, = faults.

It is worth emphasizing that false alarms are inevitable due to the random nature of the residual. We
show the computation method of the threshold and the false alarm rate in the following proposition.

Proposition 3.8 (Probabilistic false alarm certificate). Assume that the disturbance patterns follow
the i.i.d. distribution. Consider the system (11), the filter F(q) obtained by using (23) with the
corresponding solution N*, and the evaluation function J(r) = r(k)? for k € N. Given a scalar \ >
1, if we set the threshold Jyy, as

o = %N*@N*T, (25)
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the false alarm rate in the steady state satisfies

1
lim Pr{J(r(k)) > J|f =0} = lim P k>N* @N*T‘ <. (26
Jim Pr{J(r(k)) > Julf =0} = lim r{?‘( ) < Z ) f= }—A (26)
Proof. Since the disturbance d comes from a prescribed probability space and each disturbance
pattern follows i.i.d. distribution, the residual in the health mode, i.e., r = —a~1(q)N(q)E2[d], can
be viewed as a random variable on the same probability space as d. It is proven in [19, Theorem
4.11] that the empirical average error

— 1 - 2 E 2
em = — 2; a2, — E[lIrlz,]
1=

satisfies the strong law of large numbers, i.e., limy, o €, = 0 almost surely. Therefore, it holds that

* * 1
i 38 (3 ) 8T o RS, = i 3 (1] = g B0

According to Markov inequality, the false alarm rate in the steady state satisfies
Jlim Pr{r(k)” > AB[r(k)?)|f = 0} < §
— 00

This completes the proof. Il

4. SIMULATION RESULTS

In this section, we validate the performance of the fault detection filters through numerical sim-
ulations. The optimization problems are solved through the YALMIP toolbox [28]. Consider the
inverter-based microgrid system depicted in Figure 1. We refer to the parameters and initial con-
ditions in [23], which are presented in Table 1 and Table 2, respectively. The reference voltage
(operating point) of the microgrid is v}, = [381,0]" and the FCL parameter is 74, = [35,0.7]"
which are assumed to be constant during the experiment. The sampling period is 0.1 ms and the
simulation time is 500 ms.

TABLE 1. Microgrid parameters. TABLE 2. Initial conditions.
Parameter  Value | Parameter Value Parameter Value | Parameter Value
f 50 Hz RLOAD 12 Q Vod 380.8 ild 114
Ly 0.1 mH | K§ 28 Vog 0| iy —5.5 x 103
Ry 0.1Q | Kf 5 Tod 11.4 | vpq 379.5
Cy 30p F | K} 0.1 Tog 0.4 | vpg -6
L. 1mH | K7 170 ba 0.13 | v4 0.0115
R, 0.03Q | F 0.75 o 0] v 0
w 314.1

4.1. Scenario 1: Perfect setting

We first consider the perfect setting with one-dimensional disturbances that can be fully decou-
pled, as described in Remark 2.2. We set the matrix By = [leg 1 1]]T. The disturbance is
zero for k < 1000, and subsequently follows a signal given by d(k) = ag + Y ;_; a;sin(w;k + ;)
for k£ > 1000. Specifically, the constant cg € R represents an abrupt change, while the sinusoidal
terms capture the short-term load fluctuations with amplitudes «;, angular frequencies w; € R,
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and phases 1; € R [19]. It is worth emphasizing that we deliberately select the parameters of By
and magnitude of d to make the output currents similar in the faulty mode and under the effect of
the disturbance, which increases the difficulty of fault detection.

To design the fault detection filter in the form of (13), we fix the degree of N(q) to be dy = 10,
set v = 0.5, and choose a stable denominator a(q) with a degree larger than dy. We then apply
Proposition 3.1 to construct the fault detection filter for inverter-based microgrid systems with the
disturbance that can be fully decoupled. The detection threshold is set to J;, = 1 x 107°. The
simulation results are presented in Figure 2.

(i) Disturbance and fault signals (i) Disturbance and fault signals
1F T T | ; I T T ;
1k
os+- | i e
0 ; i ‘ 0 \ i ‘
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
(ii) Output current i, (A) (ii) Output current i, (A)
60 T T 60 T T
40 ¢ 1 L O N S —
20 . . . . 20 . . . .
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
(iii) Output current iog (A) (iii) Output current i,y (A)
0 1 0
-1 ’L\, . . 4 -1 E . . . 4
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
(iv) Residual (iv) Residual
4 . o . 4 —
20210 10 ;
2 e ————H 2 et s
0 10002000 3000 0 10002000, 3000
1000 2000 3000 4000 5000 1000 2000 3000 4000 5000
k k
(a) Small load fluctuations. (b) Large load fluctuations.

FIGURE 2. Diagnosis results by using (18) with decoupled disturbances.

Figure 2a presents the diagnosis results when a decoupled disturbance has small load fluctuations,
ie., d(k) = 0.8 + 0.02sin(k/30) + 0.01sin(k/40) 4+ 0.01 sin(k/60). As shown in Figure 2a (i), the
disturbance d and the ground fault f occur at £ = 1001 and k& = 3001, respectively. However, d and
f have similar effects on the output currents i,y and i, from Figure 2a (ii) and (iii), which only
exhibit minor variations. This makes it challenging to detect the occurrence of the ground fault and
distinguish it from the disturbance only through the output currents. In contrast, Figure 2a (iv)
illustrates that the residual is insensitive to the disturbance and stays below the threshold until the
fault happens. The power value of the residual r2(k) exceeds the threshold at & = 3002, resulting in
the detection of the fault within 0.1 ms. We further consider a decoupled disturbance with larger
load fluctuations, i.e., d(k) = 0.8 + 0.2sin(k/30) + 0.3 sin(k/40) + 0.2sin(k/60). Figure 2b displays
the diagnosis results and the analysis process is analogous to the previous one.

4.2. Scenario 2: Non-decoupled disturbance

In this subsection, we consider two-dimensional disturbances that cannot be fully decoupled. The
T
matrix By = [ngg diag([0.5 0.5])] here. To capture the disturbance, we denote the space of
disturbance patterns by

Qg0+ Doy i sin(wa ik +Pa )

d(k) = ,
(k) 0,0 + Z?:l Qg sin(wg ik +1q.4)
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where the parameters (o), (aqi)i_o, (Wai)i—1s (Wgi)i—1s (Yai)i_1, (Vgi)i—y, and n are random
variables and follow uniform distributions in certain bounds. We generate 30 disturbance patterns
(i.e., m = 30 in (18b)) and choose the time horizon 7' = 50. Again, we fix dy = 10 and choose a
stable denominator a(q). With the above settings, we can generate the matrix ® in the objective
function of the optimization problem (23). We construct robust fault detection filters by using
Theorem 3.3 to deal with the fault detection problem for inverter-based microgrid systems with
non-decoupled disturbances. The simulation results are presented in Figure 3.

(i) Disturbance and fault signals (i) Disturbance and fault signals

2 1k D — dl e
1t 05t ———-a2
] 0 --------- f
0 . : \ | v
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000
0 (ii) Current output i (A) 20 (ii) Current output ieq (A)
; . . ) :
30 | 30 1
20 20
0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000

(iii) Current output i,y (A)

0 1000 2000 3000 4000 5000 0 1000 2000 3000 4000 5000

(iii) Current output io, (A)

(iv) Residual (iv) Residual
02f TR m—eTR 02} T LU
o1} === —— = o1l 0 ol .
0 11000 20003000 - [N —— L _to0020003000 P T
1000 2000 3000 4000 5000 1000 2000 3000 4000 5000
k k
(a) Small load fluctuations. (b) Large load fluctuations.

FIGURE 3. Diagnosis results by using (18) with decoupled disturbances.

Figure 3a provides the diagnosis result by using (23) in the presence of a non-decoupled dis-
turbance with small load fluctuations. Let U(l1,l2) denote a uniform distribution taking values
between [; and lo. Then, for disturbances with small load fluctuations, the parameters of the dis-
turbance d are oy, aq0 ~ U[1,2], ag, g ~ U[0,0.05], wq i, wgi ~ U[1/80,1/40], and g, 1qi ~
U10,100]. We compute the threshold Jy;, = 0.0018 based on (25) with A = 3. As shown in Figure 3a
(i), the disturbance d and the ground fault f happen at k& = 1001 and k = 3001, respectively. How-
ever, it is difficult to distinguish d and f through the output currents from Figure 3a (ii) and (iii).
The power value of the residual 72(k) is shown in Figure 3a (iv), one can see that r?(k) remains
below the threshold in the presence of non-decoupled disturbances until the occurrence of the fault
at k = 3001. This suggests that the proposed filter effectively suppresses the effects of disturbances
on the residual. Although there is a spike in the residual caused by the transient response of the step
signal in disturbances, it disappears quickly. However, after the fault happens, the value of 72(k)
immediately exceeds the threshold and remains significantly higher than zero. This indicates that
the fault is successfully detected and is distinguishable from the disturbance through the residual.
To further verify the robustness of the fault detection filter to disturbances, we opted for a non-
decoupled disturbance with larger fluctuations, where agqg,aq0 ~ U[0.5,1], ag,, aq; ~ UJ0,0.5],
Wq,i-wgq ~ U[1/60,1/30], and 1q, 14 ~ U[0,100]. Since the disturbance patterns vary, it is nec-
essary to regenerate the matrix ® and design the filter using (23). We calculated the threshold
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Jin = 0.0091 based on (25) with A = 10. The diagnosis results in the presence of large load fluctua-
tions are presented in Figure 3b. The analysis process is similar to the previous one and, therefore,
omitted here.

5. CONCLUSIONS

In this paper, we propose diagnosis strategies for the detection of ground faults in inverter-based
microgrid systems with decoupled and non-decoupled disturbances, respectively. Our strategies
involve developing fault detection filters to deal with disturbances and ensure fault sensitivity. To
achieve this, we reformulate the filter design problem into tractable optimization problems, which
enable us to efficiently optimize the filter parameters and meet the desired performance criteria.
Simulation results on an inverter-based microgrid system that works in the islanded mode show
the effectiveness of the proposed approaches. In future work, we first will consider designing the
denominator of the filter for better dynamic performance. The second direction will be focused on
extending the proposed approaches to more complex and realistic settings, such as considering the
presence of multiple converters that introduce nonlinearity into the model.
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