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Abstract

The main theme of this thesis is twofold. First, we study a class of specifications, mainly the
reachability type questions, in the context of controlled diffusion processes. The second part
of the thesis is centered around the fault detection and isolation (FDI) problem for large scale
nonlinear dynamical systems.

Reachability is a fundamental concept in the study of dynamical systems, and in view of
applications of this concept ranging from engineering, manufacturing, biology, and economics,
to name but a few, has been studied extensively in the control theory literature. One particular
problem that has turned out to be of fundamental importance in engineering is the so-called
“reach-avoid” problem. In the deterministic setting this problem consists of determining the
set of initial conditions for which one can find at least one control strategy to steer the system
to a target set while avoiding certain obstacles. The focus of the first part in this thesis is on the
stochastic counterpart of this problem with an extension to more sophisticated maneuvers which
we call the “motion planning” problem. From the technical standpoint, this part can be viewed
as a theoretical bridge between the desired class of specifications and the existing numerical
tools (e.g., partial differential equation (PDE) solvers) that can be used for verification and
control synthesis purposes.

The second part of the thesis focuses on the FDI problem for large scale nonlinear systems.
FDI comprises two stages: residual generation and decision making; the former is the subject
addressed here. The thesis presents a novel perspective along with a scalable methodology
to design an FDI filter for high dimensional nonlinear systems. Previous approaches on FDI
problems are either confined to linear systems, or they are only applicable to low dimensional
dynamics with specific structures. In contrast, we propose an optimization-based approach to
robustify a linear residual generator given some statistical information about the disturbance
signatures, shifting attention from the system dynamics to the disturbance inputs. The pro-
posed scheme provides an alarm threshold whose performance is quantified in a probabilistic
fashion.

From the technical standpoint, the proposed FDI methodology is effectively a relaxation
from a robust formulation to probabilistic constraints. In this light, the alarm threshold ob-
tained via the optimization program has a probabilistic performance index. Intuitively speak-
ing, one would expect to improve the false alarm rate by increasing the filter threshold. The goal
of the last part of the thesis is to quantify this connection rigorously. Namely, in a more general
setting including a class of non-convex problems, we establish a theoretical bridge between the
optimum values of a robust program and its randomized counterpart. The theoretical results
of this part are finally deployed to diagnose and mitigate a cyber-physical attack introduced
by the interaction between IT infrastructure and power system.
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Zusammenfassung

Diese Dissertation besteht aus zwei Teilen. Zuerst wird eine Klasse von Spezifikationen fiir
kontrollierte Diffusionsprozesse untersucht, vor allem mit Bezug auf Fragen der Erreichbarkeit.
Der zweite Teil der Arbeit behandelt das Problem der Fehlererkennung und -isolierung (FDI)
in grossen nichtlinearen dynamischen Systemen.

Erreichbarkeit ist ein fundamentales Konzept in der Untersuchung von dynamischen Syste-
men und wird als solches ausfiihrlich in der Regelungstechnik behandelt. Anwendungen finden
sich in verschiedensten Disziplinen wie den Ingenieurwissenschaften, der Systembiologie, der
Produktionstechnik und der Okonomie. Im Bereich der Ingenieurwissenschaften ist insbeson-
dere das sogenannte “FErreichbarkeit- Vermeidungsproblem” von fundamentaler Wichtigkeit. Im
deterministischen Fall besteht das Problem darin, die Menge der Anfangsbedingungen zu bes-
timmen, fiir welche mindestens eine Regelstrategie existiert, die das System in eine gegebene
Zielmenge fithrt, wobei bestimmte Hindernisse zu vermeiden sind. Der Fokus des ersten Teils
dieser Arbeit liegt auf dem stochastischen Pendant zu diesem Problem, ergédnzt mit kom-
plizierteren Zielvorgaben, das als “Trajektorienplanungsproblem” bezeichnet wird. Von einem
regelungstechnischen Standpunkt her kann dieser erste Teil als theoretische Verbindung von
der gewtlinschten Spezifikation des Reglers und der vorhandenen numerischen Software (z.B.
Losungsmethoden fiir partiellen Differentialgleichungen) betrachtet werden, die zur Synthese

und Verifikation verwendet werden kann.

Der zweite Teil dieser Dissertation befasst sich mit dem FDI Problem fiir grosse nichtlineare
dynamische Systeme. FDI besteht aus zwei Schritten: die Bestimmung der Regelabweichung
sowie die Entscheidungsfindung, wobei der Fokus hier auf dem ersten Schritt liegt. Diese
Arbeit présentiert eine neue Sichtweise zusammen mit einer Methodik fiir den Entwurf eines
FDI Filters fiir hochdimensionale nichtlineare Systeme. Bisherige Methoden fiir FDI Probleme
beschréanken sich entweder auf lineare Systeme oder sind nur fiir niedrigdimensionale Systeme
mit spezifischer Struktur anwendbar. Im Gegensatz dazu wird ein optimierungsbasierter Ansatz
fiir den Entwurf eines robusten Verfahrens zur Bestimmung der Regelabweichung vorgestellt,
basierend auf statistischer Information iiber die Storsignale. Dieser Ansatz verschiebt die
Sichtweise weg von der Systemdynamik und hin zu der Storgrésse. Er fithrt auf ein einfaches
Schema, das einen Alarm liefert sobald ein bestimmter Schwellenwert tiberschritten wird, wobei
die Giite dieses Schwellenwertes probabilistisch quantifiziert werden kann.

Von einem mathematischen Standpunkt aus gesehen stellt die vorgeschlagene FDI Methodik
eine Relaxation von einer robusten zu einer probabilistischen Formulierung dar. Aus diesem
Blickwinkel wird klar, weshalb der Schwellenwert, der durch die Losung des Optimierungsprob-
lems ermittelt wird, eine probabilistische Giite besitzt. Intuitiv betrachtet wird die Anzahl von
Fehlalarmen bei einer Erhchung dieses Schwellenwertes ansteigen. Das Ziel des letzten Teils



dieser Dissertation ist es, diesen Zusammenhang genauer zu untersuchen. Zu diesem Zweck
wird gezeigt, wie in einem sehr allgemeinen Rahmen eine Schranke zwischen dem optimalen
Zielfunktionswert eines robusten Optimierungsproblems und dem einer Naherungslosung mit-
tels Stichproben hergeleitet werden kann. Schliesslich wird betrachtet, wie diese theoretischen
Ergebnisse verwendet werden konnen, um cyberphysische Angriffe auf die Schnittstelle zwis-
chen IT-Infrastruktur und Stromversorgungssystem zu erkennen und auszuschalten.
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CHAPTER 1 .

Introduction

This thesis mainly addresses two problems: motion planning of controlled diffusions, and the
problem of fault detection and isolation (FDI) in the context of high dimensional nonlinear
systems. The former is a generalized concept of the so-called reachability problem which has
received much attention through the study of safety problems in the dynamics and control
literature. The latter, the FDI problem, is one of the fundamental subjects in the design of
highly reliable control systems.

The first part of the thesis studies the motion planning problem in continuous time and
space setting. The two fields of robotics and control have contributed much to motion planning.
In the robotics community, research on motion planning typically focuses on the computational
issues along with considerations of basic kinematic limitations, while in the control community
the emphasis is mainly on the dynamic behavior and specific aspects of trajectory performance
that usually involve high order differential constraints. The approach of this thesis on the
motion planning is aligned with the latter point of view. This viewpoint has been investigated
in the literature in various combinations of deterministic or stochastic dynamics, discrete or
continuous time and discrete or continuous space. To date however, there is no treatment in
the literature that would allow one to deal with continuous state, continuous time stochastic
systems. This thesis fills this gap by investigating motion planning problems for controlled
diffusions governed by controlled stochastic differential equations. We tackle the problem from
an optimal control perspective based on the dynamic programming argument, which leads to
a PDE characterization of the desired set of initial conditions. More detail regarding this part
and its contribution is provided in Section 1.1.1

The FDI problem, the central topic in the second part, is one of the main subject in the
design of reliable control systems. The FDI task involves generating a diagnosis signal to detect
the occurrence of a specific fault. This is typically accomplished by designing a filter with all
available signals as inputs (e.g., control signals and given measurements) and a scalar output
that implements a non-zero mapping from the fault to the residual while decoupling unknown
disturbances. The concept of residual plays a central role for the FDI problem which has
been extensively studied in the last two decades. In the literature, the existing approaches are
either confined to linear systems or they are only applicable to low dimensional systems with
specific structures. Here we will present a novel perspective along with a scalable methodology
to robustify a linear residual generator for high dimensional nonlinear systems; the details



Chapter 1. Introduction

regarding the proposed approach is discussed in Section 1.1.2.

1.1 Outline and Contributions

Here we outline the organization and contributions of the thesis:

1.1.1 Part I: Stochastic Motion Planning for Diffusions

In Part I the basic object of our study is an R%valued controlled random process (X&) s>y,
initialized at (¢,x) under the control policy uw € U;, where U, is the set of admissible control
policies at time t.

A. Stochastic Reach-Avoid Problem

In Chapter 2, we consider a class of stochastic reachability problems with state constraints.
The main objective is to characterize the set of initial conditions z € R for which there exists
an admissible control strategy w such that with probability more than a given value p > 0 the
state trajectory hits a target set A before visiting obstacle B. Previous approaches to solving
these problems in continuous time and space context are either studied in the deterministic
setting [Aub91] or address almost-sure stochastic notions [AD90]. In contrast, we propose
a new methodology to tackle probabilistic specifications that are less stringent than almost
sure requirements. More precisely, based on different arriving time requirements, we aim to
characterize the following set of initial conditions:

Definition (Reach-Avoid). Consider a fized initial time t € [0,T]. Given sets A, B C R%, we
define the following reach-avoid initial sets:

RA(t,p; A, B) = {x e R? ‘ Ju e U

113(35 e [t,T], Xb¥% € A and Vr € [t, 5] XEo ¢ B) > p}.

RA(t,p; A, B) = {:L' e R? ‘ Ju e U :

IP(X%I;“ € AandVr € [t,T] X" ¢ B> ” p}'

In a direct approach, based on the theory of stochastic target problems, the authors of
[BET10] recently extended the almost sure requirement of [ST02a, ST02b] to the controlled
probability of success; see also the recent book [Toul3]. Here, following the same problem but
in an indirect approach, we first establish a link from the above sets of initial conditions to
a class of stochastic optimal control problems. In this light, we characterize the desired sets
based on the tools from PDEs. Due to the discontinuities of the value functions involved, the
PDE is understood in the generalized notion of the so-called discontinuous viscosity solutions.
Furthermore, we provide theoretical justifications so that the reach-avoid problem is amenable
to numerical solutions by means of off-the-shelf PDE solvers.

2



1.1  Outline and Contributions

B. Stochastic Motion Planning

Chapter 3 generalizes the reach-avoid problem discussed in Chapter 2 to a motion planning
specification. Motion planning of dynamical systems can be viewed as a scheme for executing
excursions of the state of the system to certain given sets in a specific order according to a
specified time schedule. Formally speaking, we consider the following set of initial conditions:

Definition (Motion-Planning). Consider a fized initial time t € [0,T]. Given a sequence of set
pairs (Wi, Gi)I'_y and horizon times (T;)"_; C [t,T], we define the following motion-planning
initial sets:

MP(t,p; (W, Gi)ey, T) =

{x e R4 ‘ Ju el : ]P{E(si)?zl C[t,T] ] Xﬁf;“ € G; and X" € Wi\ Gy,

Vr e [82'_1,57;[, Vi < n} > p},

MP (t,p; (Wi, Gi)izy, (Th)iy) =

{x c R? ‘ Juecl : IP{X;,if;u € G; and X" ¢ W;,

Vre [Ty, T)), Vi< n} > p}.

Despite extensive studies on motion planning objectives in the deterministic setting [Sus91,
(CS98a, MS90] as well as stochastic but discrete time or space [CCL11, SL10, BHKHO05], the
continuous time and space settings seem to be investigated much less. In fact, our formal
definition of the motion planning above is, to the best of our knowledge, new in the literature.
Through a dynamic programming argument, similar to the preceding chapter, we propose a
PDE characterization for the desired initial condition sets. The proposed approach leads to a
sequence of PDEs, for which the first one has a known boundary condition, while the boundary
conditions of the subsequent ones are determined by the solutions to the preceding steps.

During the PhD, we also approached the motion planning objective from different per-
spective that allows us to extend the class of specifications to more sophisticated maneuvers
comprising long (possibly infinite) sequences of actions (e.g., linear temporal logic [CES86]).
For this purpose the proposed PDE approach may not be an efficient scheme for two reasons:
first, one is required to numerically solve a certain PDE for each excursion in a recursive fash-
ion; second, not every specification can be translated into a finite-time reachability framework.
Motivated by that, we develop an approach based on the so-called symbolic models which
constructs a two-way bridge from a continuous (infinite) system to a discrete (finite) approxi-
mation such that a controller designed for the approximation can be refined to a controller for
the original systems with an a priori e-precision. This work is, however, not covered in this
thesis, and we refer the interested readers to [ZMEMT13b, ZMEAL13] for further details.

3



Chapter 1. Introduction

1.1.2 Part II: Fault Detection for Large Scale Nonlinear Systems

The study in Part II is mainly motivated by the FDI problem with the prospect to devise a
scalable methodology applicable to relatively high dimensional nonlinear systems.

A. An Optimization-Based Approach with Probabilistic Performance Index

In Chapter 4 we develop a novel approach to FDI which strikes a balance between analytical and
computational tractability, and is applicable to relatively large dimensional nonlinear dynamics.
For this purpose, we propose a design perspective that basically shifts the emphasis from the
system dynamics to the family of disturbances that the system may encounter. Consider a
general dynamical system as in Figure 1.1 with its inputs categorized into (i) unknown inputs
d, (ii) fault signal f, and (iii) known inputs u.

d —>

f— System Dynamics >| EDI Filter —> 7

u S

Figure 1.1: General configuration of the FDI filter

The FDI task is to design a filter fed by known signals (u and y) whose output, which
is known as the residual and denoted by r, differentiates whether the measurements are a
consequence of some accepted input disturbances d, or due to the fault signal f. Formally
speaking, the residual may be viewed as the function r(d, f), and the FDI design is ideally
translated as the mapping requirements

dw—r(d,0)=0, (1.1a)
Fesr(d f)#0, vd (1.1b)

where condition (1.1a) ensures that the residual of the filter, r, is not excited when the system
is perturbed by normal disturbances d, while condition (1.1b) guarantees the filter sensitivity
to the fault f in the presence of any disturbance d. In practice, however, it may be difficult,
or even impossible, to satisfy condition (1.1a) exactly. An attempt to circumvent this issue is
to consider the worst case scenario in the robust formulation

min vy
v
RP: ¢ st ||r(d,0)| <y, VvdeD ,
frr(d, f)#0, VdeD

where D is set of normal disturbances, and the above minimization is running over a given
class of FDI filters. Note that the parameter « can be cast as the alarm threshold of the
designed filter. In this work, assuming that some statistical information of the disturbance
d is available, we relax the robust perspective by introducing probabilistic constraints in the

4



1.2 Publications

following fashions:

min 7y min vy
¥ ¥
AP: ¢ st E[J(|r])] <~ CP:q st. P(|r<vy)>1-¢ ;
frr(d f)#0, VdeD frr(d f)#0, VdeD

where P is the probability measure on a prescribed probability space and IE[-] is meant with
respect to IP. The disturbance d is viewed as a random variable taking values in D and
r == r(d,0). The function J in AP and € € (0,1) in CP are both design parameters. In the
sequel, invoking randomized techniques, we propose a scalable optimization-based scheme along
with probabilistic certificates to tackle the above relaxed formulations. Finally, the performance
of the proposed methodology is illustrated in an application to an emerging problem of cyber
security in power transmission systems which led to an EU patent sponsored by ETH Zurich
[MEVAL)].

B. Performance Bound for Random Programs

The above formulation proposes the chance constrained perspective CP to relax the robust
formulation RP of the original FDI problem. In this light, the alarm threshold v obtained
through the proposed optimization program may be violated with probability at most €. In
Chapter 5 our goal is to quantify how the false alarm rate would be improved by increasing the
threshold . To this end, and in more general setting, we establish a theoretical bridge from
the optimal values of the two optimization programs

min cTx min cTx
RCP: 4 st.  f(x,d) <0, VdeD , CCP::q st. P[f(z,d) <0 >1—¢ ,
reX zeX

where RCP and CCP. stand, respectively, for robust convex program and chance constrained
program (cf. the formulation RP and CP in previous part), to a random counterpart so called
scenario convex program

min cTx
SCP: 4 st.  f(z,di) <0, Vie{l,---,N} ,
r e X

where (d;)}¥, are N independent and identically distributed (i.i.d.) samples drawn according
to the probability measure IP supported on D, and X is a compact convex subset of R™. Along
this way, we also extend the results to a certain class of non-convex problems that allows, for
example, binary decision variables and non-convex set X.

1.2 Publications

The work presented in this thesis mainly relies on previously published or submitted articles.
The thesis only contains a subset of the research performed throughout my PhD studies and
several projects are not featured here. The corresponding articles are listed below according
to the related chapters along with relevant application-oriented projects.
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CHAPTER 2 .

Stochastic Reach-Avoid Problem

In this chapter we develop a framework for formulating a class of stochastic reachability prob-
lems with state constraints as a stochastic optimal control problem. Previous approaches to
solving these problems are either confined to the deterministic setting or address almost-sure
stochastic notions. In contrast, we propose a new methodology to tackle probabilistic specifi-
cations that are less stringent than almost sure requirements. To this end, we first establish a
connection between two stochastic reach-avoid problems and three classes of different stochas-
tic optimal control problems involved with discontinuous payoff functions. Subsequently, we
focus on solutions to one of the classes of stochastic optimal control problems—the exit-time
problem, which solves both the reach-avoid problems mentioned above. We then derive a weak
version of a dynamic programming principle (DPP) for the corresponding value function; in
this direction our contribution compared to the existing literature is to allow for discontinu-
ous payoff functions. Moreover, based on our DPP, we give an alternative characterization of
the value function as a solution to a partial differential equation in the sense of discontinu-
ous viscosity solutions, along with boundary conditions both in Dirichlet and viscosity senses.
Theoretical justifications are discussed so as to employ off-the-shelf PDE solvers for numer-
ical computations. Finally, we validate the performance of the proposed framework on the
stochastic Zermelo navigation problem.

2.1 Introduction

Reachability is a fundamental concept in the study of dynamical systems, and in view of
applications of this concept ranging from engineering, manufacturing, biology, and economics,
to name but a few, has been studied extensively in the control theory literature. One particular
problem that has turned out to be of fundamental importance in engineering is the so-called
“reach-avoid” problem. In the deterministic setting this problem consists of determining the set
of initial conditions for which one can find at least one control strategy to steer the system to
a target set while avoiding certain obstacles. The set representing the solution to this problem
is known as capture basin [Aub91]. This problem finds applications in air traffic management
[LTS00] and security of power networks [MEVM™10]. A direct approach to compute the capture
basin is formulated in the language of viability theory in [Car96, CQSP02]. Related problems
involving pursuit-evasion games are solved in, e.g., [ALQ 02, GLQO6] employing tools from
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non-smooth analysis, for which computational tools are provided by [CQSP02].

An alternative and indirect approach to reachability involves using level set methods de-
fined by value functions that characterize appropriate optimal control problems. Employing
dynamic programming techniques for reachability and viability problems in the absence of state-
constraints, one can in turn characterize these value functions by solutions to the standard
Hamilton-Jacobi-Bellman (HJB) equations corresponding to these optimal control problems
[Lyg04]. Numerical algorithms based on level set methods were developed by [OS88, Set99]
and have been coded in efficient computational tools by [MT02, Mit05]. Extending the scope of
this technique, the authors of [FG99, BFZ10, ML11] treat the case of time-independent state
constraints and characterize the capture basin by means of a control problem whose value
function is continuous.

In the stochastic setting, different probabilistic analogs of reachability problems have been
studied extensively. In almost-sure setting, stochastic viability and controlled invariance are
treated in [AD90, Aub91l, APF00, BJ02]; see also the references therein. Methods involving
stochastic contingent sets [AP98, APF00], viscosity solutions of second-order partial differen-
tial equations [BPQR98, BG99, BJ02], and derivatives of the distance function [DF01] were
developed in this context. In [DF04] the authors developed an equivalence for the invariance
problem between a stochastic differential equation and a certain deterministic control system.
Toward similar objective, the authors in [ST02a] introduced a new class of problems, the so-
called stochastic target problem, and characterized the solution via a dynamic programming
approach. The differential properties of the reachable set were also studied based on the geo-
metrical partial differential equation which is the analogue of the HJB equation [ST02b].

Although almost sure versions of reachability specifications are interesting in their own
right, they may be too strict a concept in some applications. For example, in the safety
assessment context, a common specification involves bounding the probability that undesirable
events take place. In this regard, in the context of stochastic target problem, the authors of
[BET10] recently extended the framework in [ST02a] to allow for unbounded control set so as
to address less stringent than the almost sure requirement; see also the recent book [Toul3].
In this chapter, following the same problem but in an indirect approach, we develop a new
framework for solving the following stochastic reach-avoid problem:

RA: Given an initial state x € R™, a horizon T > 0, a number p € [0,1], and
two disjoint sets A, B C R", determine whether there exists a policy such that
the controlled process reaches A prior to entering B within the interval [0,T] with
probability at least p.

Observe that this is a significantly different problem compared to its almost-sure counterpart
referred to above. It is of course immediate that the solution to the above problem is trivial
if the initial state is either in B (in which case it is almost surely impossible) or in A (in
which case there is nothing to do). However, for generic initial conditions in R™ \ (A U B),
due to the inherent probabilistic nature of the dynamics, the problem of selecting a policy and
determining the probability with which the controlled process reaches the set A prior to hitting
B is non-trivial. In addition, we address the following slightly different reach-avoid problem
compared to RA above, that requires the process be in the set A at time 7"
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RA: Given an initial state = € R™, a horizon T > 0, a number p € [0,1], and two
disjoint sets A, B C R", determine whether there exists a policy such that with
probability at least p the controlled process resides in A at time T while avoiding
B on the interval [0, T.

Throughout the chapter, we consider diffusion processes as the solution to a stochastic
differential equation (SDE), and establish a connection from the Reach-Avoid problems to
different classes of stochastic optimal control problems involving discontinuous payoff functions.
One of the stochastic optimal control problems, which in fact addresses both the Reach-Avoid
problems alluded above, is known as the ezit-time problem [FS06, p. 6]. In this light, for the
rest of the work we shall focus on the value function corresponding to the exit-time problem,
and under some assumptions provide a dynamic programming principle (DPP) for it. The DPP
is introduced in a weak sense in the spirit of [BT11], but in the context of exit-time framework;
see also the recent work [BN12] with an extension addressing expectation constraints. This
weak formulation avoids delicate restrictions related to a measurable selection and allows us to
deal with discontinuous payoff functions, which to the best of our knowledge is new compared to
the existing literature on exit-time problems. Based on the proposed DPP, we characterize the
value function as the (discontinuous) viscosity solution of a partial differential equation (PDE)
along with boundary conditions both in viscosity and Dirichlet (pointwise) senses. In this
direction, we subsequently provide theoretical justifications so that the Reach-Avoid problem
is amenable to numerical solutions by means of off-the-shelf PDE solvers.

Organization of the chapter: In Section 2.2 we formally introduce the stochastic reach-
avoid problem RA above. In Section 2.3 we characterize the set of initial conditions that solve
the problem RA above in terms of level sets of three different value functions. An identical
connection is also established for a solution to the related reach-avoid problem RA above.
Focusing on the class of exit-time problems, in Section 2.4 we establish a dynamic programming
principle (DPP), and characterize it as the solution of a PDE along with some boundary
conditions. Section 2.5 presents results connecting those in Sections 2.3 and Section 2.4, and
provides a solution to the stochastic reach-avoid problem in an “e-conservative” sense. One
may observe that this e-precision can be made arbitrarily small. To illustrate the performance
of our technique, the theoretical results developed in preceding sections are applied to solve
the stochastic Zermelo navigation problem in Section 2.6. We summarize the chapter in 2.7,
and for better readability some of the technical proofs are moved to Appendix 2.8.

Notation

Here is a partial notation list which will be also explained in more details later in the chapter:

A (resp. V): minimum (resp. maximum) operator;

°
|

resp. A°): closure (resp. interior) of the set A;

(
r(x): open Euclidian ball centered at = and radius r;
(

°
O &=

+(t,): a cylinder with height and radius r, see (2.14);
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U;: set of Fr-progressively measurable maps into U;

Tiri,7) © the collection of all 7, -stopping times 7 satisfying 71 < 7 < 7 P-a.s.

(XE"™) >0: stochastic process under the control policy % and assumption X¢™** := x for
all s <t

e 74: first entry time to A, see Definition 2.3.1;

e V* (resp. Vi): upper semicontinuous (resp. lower semicontinuous) envelope of function

V;

e USC(S) (resp. LSC(S)): collection of all upper semicontinuous (resp. lower semicontinu-
ous) functions from S to R;

e L": Dynkin operator, see Definition 2.4.9.

2.2 Problem Statement

Consider a filtered probability space (Q,F,F,IP) whose filtration ' = (Fs)s>0 is generated
by an n-dimensional Brownian motion (W;)s>0 adapted to IF. Let the natural filtration of
the Brownian motion (Ws)s>0 be enlarged by its right-continuous completion; — the usual
conditions of completeness and right continuity, where (W;)s>0 is a Brownian motion with
respect to I [KS91, p. 48]. For every ¢ > 0, we introduce an auxiliary subfiltration IF; :=
(Ft,s)s>0, where Fy ¢ is the P-completion of O'(ert — Wy, €0, s]) Note that for s <, Fi 4
is the trivial o—algebra, and any JF; s-random variable is independent of F;. By definitions, it
is obvious that F; ; C Fs with equality in case of ¢t = 0.

Let U C R™ be a control set, and U; denote the set of IFy-progressively measurable maps
into U.! We employ the shorthand U instead of U for the set of all IF-progressively measurable
policies. We also denote by T the collection of all IF-stopping times. For 7,70 € T with 7 < 7o
P-a.s. the subset T, .,
Note that all IF.-stopping times and I -progressively measurable processes are independent of
Fr.

The basic object of our study concerns the R™-valued stochastic differential equation (SDE)

is the collection of all I, -stopping times 7 such that 73 <7 < 75 P-a.s.

dXs = f(Xs,us)ds + o(Xs, us) dW, Xo=z, s>0, (2.1)

where f: R" x U — R™ and ¢ : R" x U — R"*? are measurable maps, (W;)s>0 is the above
standard d-dimensional Brownian motion, and w := (us)s>0 € U.>

Assumption 2.2.1. We stipulate that

'Recall [KS91, p. 4] that a U-valued process (ys)s>o is IF-progressively measurable if for each T' > 0 the
function Q x [0,7] 3 (w, s) — y(w, s) € U is measurable, where  x [0, 7] is equipped with F; r ® B[0,T], U is
equipped with BU, and BS denotes the Borel o-algebra on a topological space S.

2We slightly abuse notation and earlier used o as a sigma algebra as well. However, it will be always clear
from the context to which o we refer.
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Figure 2.1: The trajectory X() hits A prior to B within time [0,77], while X and X®) do
not; all three start from initial state z.

a. U C R™ is compact;

b. f and o are continuous and Lipschitz in their first argument uniformly with respect to the
second.

It is known [Bor(05] that under Assumption 2.2.1 there exists a unique strong solution to
the SDE (2.1). By definition of the filtration I, we see that the control functions u € U satisfy
the non-anticipativity condition [Bor05]—to wit, the increment W; — Wy is independent of the
past history {W,,u, | r < s} of the Brownian motion and the control for every s € [0,¢[. (In

;x;u)

other words, u does not anticipate the future increments of W). We let (Xo™)s>+ denote the

unique strong solution of (2.1) starting from time ¢ at the state  under the control policy w.
For future notational simplicity, we slightly modify the definition of X2*, and extend it to
the whole interval [0, T] where X2 :=  for all s in [0,¢]. Measurability on R™ will always

refer to Borel-measurability. In the sequel the complement of a set S C R™ is denoted by S°¢.

Given an initial time ¢t and the sets A, B C R"™, we are interested in the set of initial
conditions x € R™ where there exists an admissible control strategy uw € U such that with
probability more than p the state trajectory X5 hits the set A before set B within the time
horizon T'. A pictorial representation of our problems is in Figure 2.1. Our main objective
in this chapter is to propose a framework in order to characterize this set of initial condition,
which is formally introduced as follows:

Definition 2.2.2 (Reach-Avoid within the interval [0,77).
RA(t,p; A, B) == {:1: eR" ‘ Juel :

IP(EIS € [t,T], XL™* € A and Vr € [t,s] X5 ¢ B) > p}.

2.3 Connection to Optimal Control Problems

In this section we establish a connection between the stochastic reach-avoid problem RA and
three different classes of stochastic optimal control problems. The following definition is one
of the key elements in our framework.
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Definition 2.3.1 (First entry time). Given a control u, the process (Xe™™)s>¢, and a mea-
surable set A C R™, we introduce’ the first entry time to A:

TA(t, ) =inf {s >t | XL"" € A} (2.2)

Remark 2.3.2. Thanks to [EK86, Theorem 1.6, Chapter 2], Ta(t,z) is an Fy-stopping time.
Moreover, due to the P-a.s. continuity of the solution process, it can be easily deduced that

given u € U:
TAUB = TA N\ TB, (2.3a)
Xt e A — 74 <0, (2.3b)
A is closed = XLV € A. (2.3¢)

One can think of several different ways of characterizing probabilistic reach avoid sets, see
e.g. [CCL11] and the references therein dealing with discrete-time problems. Motivated by
these works, we consider value functions involving expectation of indicator functions of certain
sets. Three alternative characterizations are considered and we show all three are equivalent.
Consider the value functions V; : [0,7] x R™ — [0, 1] for i = 1,2, 3, defined as follows:

Vi(t,x) := sup E[]IA(X;@;”)} where 7 :=7au AT, (2.4a)
uceld

Va(t,z) == supE[ sup {]1 AXETUY A inf ]ch(Xf’a“”)}}, (2.4b)
uel  Lseft,T) rE[t,s]

V3(t,x) :=sup sup inf E {]IA(X?””;") A1pge (Xf;‘m“)] (2.4c)

ueld 7T}, 1) 7€ T1t,7)

Here 74yp is the hitting time introduced in Definition 2.3.1, and depends on the initial condition
(t,x). For notational simplicity, we drop the initial condition in this section.

In the value function (2.4a) the process X LT is controlled until the stopping time 7, by
which instant the process either exits from the set A U B or the terminal time T is reached.
t,z;u

A sample w € Q is a “successful” path if the stopped process X_/""(w) resides in A. This

7(w)
requirement is captured via the payoff function 14(-). In the value function (2.4b) there is

Y is considered. Here

no stopping time, and one may observe that the entire process X ad
the requirement of reaching the target set A before the avoid set B is taken into account by
the supremum and infimum operations and payoff functions 14 and 1gc. In a fashion similar
to (2.4a), the value function in (2.4c) involves some stopping time strategies. The stopping
strategies are not fixed and the stochastic optimal control problem can be viewed as a game
between two players with different authorities. Namely, the first player has both control u € U
and stopping 7 € T 1) strategies whereas the second player has only a stopping strategy
o € T, which is dominated by the first player’s stopping time 7; each player contributes

through different maps to the payoff function.
The first result of this section, Proposition 2.3.4, asserts that E[14(X2"")] = P(r4 <

=
B, TA < T). Since 74 and 7p are F-stopping times, it then indicates the mapping (¢,x) —

3By convention, inf ) = oco.
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E[14(XL"")] is indeed well-defined. Furthermore, in Proposition 2.3.5 we shall establish
equality of the three functions Vi, Vs, Vs that will prove the other value functions are also

well-defined.
Assumption 2.3.3. We assume that the sets A and B are disjoint and closed.

Proposition 2.3.4. Consider the system (2.1), and let A, B C R" be given. Under Assump-
tions 2.2.1 and 2.53.3 we have

RA(t,p; A, B) = {x ¢ R" | Vi(t,x) > p},

where the set RA is the set defined in Definition 2.2.2 and Vi is the value function defined in
(2.4a).

Proof. See Appendix 2.8.1 O

Proposition 2.3.5. Consider the system (2.1), and let A, B C R™ be given. Under Assump-
tions 2.2.1 and 2.3.3 we have

Vi=Ve=V3 on [0,T] x R",
where the value functions Vi, Va, Vs are as defined in (2.4).

Proof. See Appendix 2.8.1. O

We now introduce the reach-avoid problem RA mentioned in Section 2.1. Let us recall
that the reach-avoid problem in Definition 2.2.2 poses a reach objective while avoiding barriers
within the interval [t,T]. A similar problem may be formulated as being in the target set at
time T" while avoiding barriers over the period [t,T]. Namely, we define the set R\K(t, p; A, B)
as the set of all initial conditions for which there exists an admissible control strategy uw € U
such that with probability more than p, X;x;u belongs to A and the process avoids the set B
over the interval [t, T].

Definition 2.3.6 (Reach-Avoid at the terminal time 7).

RA(t,p; A, B) = {:c eRrR” | Juel :
]P(erp’m;u € A and Vr € [t,T] X5 ¢ B) > p}.
One can establish a connection between the new reach-avoid problem in Definition 2.3.6
and different classes of stochastic optimal control problems along lines similar to Propositions

2.3.4 and 2.3.5. To this end, let us define the value functions V; : [0,7] x R" — [0,1] for
1=1,2,3, as follows:

Vi(t,x) == sup E[]IA(X;’@”)} where 7:=75AT, (2.5a)
ueld

Va(t,z) == sup E []IA(X;’QC;“) A inf ]ch(Xﬁ’m;")] , (2.5b)
ueld reft,T]

Vs(t,z) := sup inf ]E[]IA(XF}’QC;“) Al pge (Xf,“‘)} (2.5¢)
ueld 7€ T, 1)
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In our subsequent work, the measurability of the functions V; and V; will turn out to be
irrelevant; see Remark 2.4.8 for details. We state the following proposition concerning assertions
identical to those of Propositions 2.3.4 and 2.3.5 for the reach-avoid problem of Definition 2.3.6.

Proposition 2.3.7. Consider the system (2. 1) and let A,B C R" be giuen If the set B s
closed, then under Assumption 2.2.1 we have RA(t p,A,B)={z e R" \ Vi(t, J:) > p}, where
the set RA is the set deﬁned m Deﬁmtwn 2.8.6. Moreover, we have Vl Vg V5 on [0, T] xR™
where the value functions Vl, VQ, Vs are as defined in (2.5).

Proof. The proof follows effectively the same arguments as in the proofs of Propositions 2.3.4
and 2.3.5. O

2.4 Alternative Characterization of the Exit-Time Problem

The stochastic control problems introduced in (2.4a) and (2.5a) are well-known as the exit-
time problem [FS06, p. 6]. Note that in light of Propositions 2.3.4 and 2.3.7, both problems
in Definitions 2.2.2 and 2.3.6 can alternatively be characterized in the framework of exit-time
problems, see (2.4a) and (2.5a), respectively. Motivated by this, in this section we present
an alternative characterization of the exit-time problem based on solutions to certain partial
differential equations. To this end, we generalize the value functions to

V(t,x) := sup ]E[E(X;’é;g))], T(t,z) :==710(t,x) NT, (2.6)
uEU ’
with
0:R" SR (2.7)

a given bounded measurable function, and O a measurable set. Note that 7o is the stopping
time defined in Definition 2.3.1 that in case of value function (2.4a) can be considered as
O=AUB.

Hereafter we shall restrict our control processes to U, the set U; denotes the collection of
all IF;-progressively measurable processes u € Y. We will show that the function V in (2.6) is
well-defined, Fact 2.4.2. In view of independence of the increments of Brownian motion, the
restriction of control processes to U; is not restrictive, and one can show that the value function
in (2.6) remains the same if U; is replaced by U; see, for instance, [Kry09, Theorem 3.1.7, p.
132] and [BT11, Remark 5.2].

Our objective is to characterize the value function (2.6) as a (discontinuous) viscosity so-
lution of a suitable Hamilton-Jacobi-Bellman equation. We introduce the set S := [0,7] x R”
and define the lower and upper semicontinuous envelopes of function V : S — R:

Vi(t,z) := liminf V(¢ 2 V*(t,z) := limsup V(¢ z')
t"x")—=(t,x) (t',x")—(t,x)
and also denote by USC(S) and LSC(S) the collection of all upper-semicontinuous and lower-

semicontinuous functions from S to R respectively. Note that, by definition, V, € LSC(S) and
V* € USC(S).
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2.4 Alternative Characterization of the Exit-Time Problem

[

p
(a) Interior cone condition holds at (b) Interior cone condition fails
every point of the boundary. at the point p—the only possi-

ble interior cone at p is a line.

Figure 2.2: Interior cone condition of the boundary.

2.4.1 Assumptions and Preliminaries
Assumption 2.4.1. In addition to Assumption 2.2.1, we stipulate the following:

a. (Non-degeneracy) The controlled processes are uniformly non-degenerate, i.e., there exists
§ > 0 such that for allz € R" and u € U, o(z,u)o’ (x,u) > 51 where o(x,u) is the diffusion
term in SDE (2.1).

b. (Interior Cone Condition) There are positive constants h, r, and an R™-value bounded map
n: 0 — R" satisfying

Bri(z+n(x)t) CO  forallz € O and t € (0,A]

where B,.(x) denotes an open ball centered at x and radius r, and O stands for the closure
of the set O.

c. (Lower Semicontinuity) The function ¢ defined in (2.7) is lower semicontinuous.

Note that if the set A in Section 2.3 is open, then ¢(-) = 1 4(-) satisfies Assumption
2.4.1.c. The interior cone condition in Assumption 2.4.1.b. concerns shapes of the set O; figure

2.2 illustrates two typical scenarios.

Fact 2.4.2 (Measurability). Consider the system (2.1), and suppose that Assumption 2.2.1
holds. Fiz (t,x,u) € S x U and take an F-stopping time 6 : Q — [0, T]. For every measurable
function f:R™ — R, the function

. 4,T;
No3w—gw) = f(Xe(w;‘(w)) €eR
is F-measurable (Recall that (Xﬁ’z‘u)pt is the unique strong solution of (2.1)).

Let us define the function J : S x U — R:

J(t,z,u) = E[E(X;(mt;‘))} , T(t,x) :=T0(t,x) NT. (2.8)

In the following proposition, we establish continuity of 7(¢,x) and lower semicontinuity of
J(t, z,u) with respect to (t, ).
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Chapter 2. Stochastic Reach-Avoid Problem

Proposition 2.4.3. Consider the system (2.1), and suppose that Assumptions 2.2.1 and 2.4.1
hold. Then for any strategy w € U and (to,xo) € S, P-a.s. the function (t,z) — T(t,x) is
continuous at (to, o). Moreover, the function (t,z) — J(t,aj,u) defined in (5.19) is uniformly
bounded and lower semicontinuous:

A ot
J(t,azju) < (t/%l—%x) J(t , T ,u).

Proof. See Appendix 2.8.2. O

Remark 2.4.4 (Measurability). As a consequence of Fact 2.4.2 and Proposition 2.4.3, one
can observe that for fixved (t,x,u) € S x U the function

Q3w J(0w), Xoio)' (W), u) €R
1s F-measurable.

Fact 2.4.5 (Stability under Concatenation). For every u and v in Uy, and 6 € T
Iy gu+ Lo e Uy.

Due to the definition of admissibility, the control process u = (us)s>0 € U at time s > 0
can be viewed as a measurable mapping (Wi — Wi)jg g = us € U, where (Ws)s>0 is the
d-dimensional Brownian motion in (2.1); see [KKS91, Def. 1.11, p. 4] for the details. Given
0 € T and u € Uy, for each w € Q) and the Brownian path up to the stopping time 6, i.e.
(Wi )rel0,0(w)]> We define the random policy ug € Uy as

(Wovew) — Waw)) = (W row) + Wevgw) — Wow)) =: ue- (2.9)

Notice that W. = W \g(w) + Wvew) — Wow)- Thus, the randomness of uy is referred to the
term W ag()-

Lemma 2.4.6 (Strong Markov Property). Consider the system (2.1) satisfying Assumptions
2.2.1. Then, for a stopping time 6 € T, 11 and an admissible control u € Uy, we have

E [K(Xé’x;u ) ’ fg} = ]1{‘7'(t,:c)<9}£(X;(£;zg)) + ]1{7:(t7x)29}b7(9, Xg.’x;u, ’u,g) P-a.s.,

7(t,x)

where ug is the random policy in the sense of (2.9).

Proof. See Appendix 2.8.2. O

2.4.2 Dynamic Programming Principle

The following Theorem provides a dynamic programming principle (DPP) for the exit time
problem introduced in (2.6).
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2.4 Alternative Characterization of the Exit-Time Problem

Theorem 2.4.7 (Dynamic Programming Principle). Consider the system (2.1), and suppose
that Assumptions 2.2.1 and 2.4.1 hold. Then for every (t,x) € S and family of stopping times
{0%,w € Ur} C Tpy 1), we have

V(t,x) < SEE ]E[]]‘{T(t $)<9u}f(X ’( ’ )) + Lz, $)>9u}v (9"’ txu)], (2.10)
ucty
and
V(t x) > Sg}; ]E[]l{T(t x)<9u}£(X_($ u)) + ]l{f(t x)>9u}V (9“ X;uz u)], (2.11)
uct

where V' is the value function defined in (2.6).

Proof. The proof is based on techniques developed in [BT11]. We first assemble an appropriate
covering for the set S, and use this covering to construct a control strategy which satisfies the
required conditions within € precision, € > 0 being pre-assigned and arbitrary. For notational
simplicity, in the following we set 6 = 0“.

Proof of (2.10): In view of Strong Markov Property, Lemma 2.4.6, and the tower property
of conditional expectation [Kal97, Theorem 5.1], for any (¢,x) € S we have

Be(xi)] = B[E[extg)| 7]
= ]E_]l{f(t D<oyl (XZ40) + Liray>0y 7 (6, X", )}

< B lXEEY) + Lirmsa V' (0, X57)]

where ug is the random control as introduced in (2.9). Note that the last inequality follows
from the fact that 6 € Uy, for each w € 2. Now taking supremum over all admissible controls
u € Uy leads to the desired dynamic programming inequality (2.10).

Proof of (2.11): Suppose ¢ : S — R is uniformly bounded such that
¢ € USC(S) and ¢ <V, on S. (2.12)

According to (2.12) and Fact 2.4.3, given € > 0, for all (tp,z9) € S and w € Uy, there exists
re > 0 such that

gf)(t,l’) —e< gb(to,l’o) < V;(to,l'o), V(t,l’) S (Crs(to,l’o) ns,

2.13
J(to,xo,u) < J(t, x,u) + €, V(t,x) € Cr_(to, z0) NS, ( )

where C,.(t,z) is a cylinder defined as:
Cr(t,z) :={(s,y) e RxR" | st —nr,t], ||z —y| <r}. (2.14)

Moreover, by definition of (5.19) and (2.6), given & > 0 and (to, x9) € S there exists u2>™° € Uy,
such that
Vi (to, z0) < V(to, x0) < J (to, 20, ul®™) + e.
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By the above inequality and (2.13), one can conclude that given € > 0, for all (¢g,x¢) € S there
exist w0 € Uy, and 1 = r-(to, xo) > 0 such that

o(t,x) —3e < J(t,z,u®™) V(t,z) € C,p.(to, o) NS. (2.15)

Therefore, given € > 0, the family of cylinders {C,_(t,z) : (t,z) €S, r:(to,zo) > 0} forms an
open covering of [0, T[xR"™. By the Lindeldf covering Theorem [Dug66, Theorem 6.3 Chapter
VIII], there exists a countable sequence (t;,x;,7;)ien of elements of S x RT such that

[O,T[XRn C U (Cri (ti,ﬂfi).
1€EN
Note that the implication of (2.10) simply holds for (¢,z) € {T'} x R". Let us construct a

sequence (C%);en, as

C':={T} xR", C:=C,t,x)\ |J T
7<i—1

By definition C’ are pairwise disjoint and S C UieNo C’. Furthermore, P- a.s., (H,Xé’z;u) €
Usen, C?, and for all i € Ny there exists ut"™ € Uy, such that

o(t,x) —3e < J(t,x,u?’xi), Y(t,x) € C'NS. (2.16)
To prove (2.11), let us fix u € U; and 6 € Tj 7). Given & > 0 we define
ve = lpgu+ Dgr Y o0, Xp™ " ulim. (2.17)
1€Np

Notice that by Fact 2.4.5, the set U; is closed under countable concatenation operations, and
consequently v. € U;. In view of Lemma 2.4.6 and (2.16), it can be deduced that, P-a.e. on Q
under v, in (2.17),

B[o(X5%) | 7ol

= Lz LX) + Ly (0, X577, D Leu(0, X5 ule™)

i€Np
- 1{*(t,r)ﬁ9}€(X;(xt ;;L)) + Li(t,0)>0) Z J(Q,Xé’x;“, ul ") 1 (0, ng”;“)
1€Np
> Lz, x)<9}€( 7, m)) + Lizt,a)>0) Z ( o(0 Xg’r?“) - 35)1@. (Q,Xg@m)
1€Np

,Z; t,r;u
= L=y HXEG) + Loy (600, X5™) = 3¢).
By the definition of V' and the tower property of conditional expectations,
V(t,z) > J(t,z,v) =E []E [E(X” o) | ]—'9]]

> B| Lz (X250) + Lm0y (0, X5 ™) | = 3eE 1050y -
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2.4 Alternative Characterization of the Exit-Time Problem

The arbitrariness of u € U; and € > 0 imply that

V(t,2) 2 sup B Lira<n ((XETY) +0(6,X57)).
uEU ’

It suffices to find a sequence of continuous functions (¢;);eny such that ®; < V, on S and

converges pointwise to Vi. The existence of such a sequence is guaranteed by [Ren99, Lemma

3.5 ]. Thus, by Fatou’s lemma,

V(t,z) 2 liminf sup E[]l{f(t,x)w}e(X?(?Z)) + Lz (t,0) >0 P (Q,Xé’m;u)}

100 weldy

> sup I Lm0y (XEGS) + Lriear20) lim inf 61(6, X5

= sup B[ L0 <op(XE0%) + Urumzay Ve (6, X5 .
uely

O]

Remark 2.4.8. The dynamic programming principles in (2.10) and (2.11) are introduced in
a weaker sense than the standard DPP for stochastic optimal control problems [F'S06]. To wit,
note that one does not have to verify the measurability of the value function V' defined in (2.6)
to apply our DPP.

2.4.3 Dynamic Programming Equation

Our objective in this subsection is to demonstrate how the DPP derived in Subsection 2.4.2
characterizes the value function V as a (discontinuous) viscosity solution to an appropriate
HJB equation; for the general theory of viscosity solutions we refer to [CIL92] and [FS06].
To complete the PDE characterization and provide numerical solutions for this PDE, one also
needs appropriate boundary conditions which will be the objective of the next subsection.

Definition 2.4.9 (Dynkin Operator). Given u € U, we denote by L" the Dynkin operator
(also known as the infinitesimal generator) associated to the controlled diffusion (2.1) as

LYD(t,x) == 0P(t,x) + f(x,u).0.P(t, z) + %Tr[a(:z:,u)aT(x, u)O2®(t, )],

where ® is a real-valued function smooth on the interior of S, with 0;® and 0, P denoting the
partial derivatives with respect to t and x respectively, and 9>® denoting the Hessian matriz
with respect to x.

We refer to [Kal97, Theorem 17.23] for more details on the above differential operator.

Theorem 2.4.10 (Dynamic Programming Equation). Consider the system (2.1), and suppose
that Assumptions 2.2.1 and 2.4.1 hold. Then,

o the lower semicontinuous envelope of V' introduced in (2.6) is a viscosity supersolution of

—sup LYV, (t,x) >0 on [0,T[xO°,
uelU
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Chapter 2. Stochastic Reach-Avoid Problem

o the upper semicontinuous envelope of V' is a viscosity subsolution of

—sup LV*(t,z) <0 on [0,T[xO°,
ueclU

Proof. We first prove the supersolution part:

Supersolution: For the sake of contradiction, assume that there exists (to, zg) € [0, T[><5C
and a smooth function ¢ : S — R satisfying

such that for some § > 0

—sup LY@ (tg, z0) < —20
uclU

Notice that, without loss of generality, one can assume that (¢, o) is the strict minimizer of
Vi —¢ [FS06, Lemma I 6.1, p. 87]. Since ¢ is smooth, the map (¢, ) — L*¢(t, ) is continuous.
Therefore, there exist u € U and r > 0 such that B, (tg, z¢) C [0,T) x O° and

—LY%(t,x) < =6 V(t,x) € B,(to, zo)- (2.18)
Let us define the stopping time 0(t,x) € Ty 1
O(t,x) =inf{s >t : (s, X5"") ¢ B, (to, x0)}, (2.19)

where (t,z) € B,(to,z9). Note that by continuity of solutions to (2.1), t < 0(t,x) < T P- a.s.
for all (¢t,x) € B, (to,z0). Moreover, selecting r > 0 sufficiently small so that 6(¢,z) < 70, we
have

O(t,z) <TtoNT =7(t,x) P-as. VY(t,x) € B,(to,x0) (2.20)

Applying It6’s formula and using (2.18), we see that for all (¢,z) € B, (to, zo),

0(t,z)
o(t,x) = B|o(0(t,7), X7t +/ v (s, X1 ds
’ t

<E[o(0(t2), X;54) | — S(Elb(t2)] — 1) < B|o (0t 2), X7

Now it suffices to take a sequence (t,, Ty, V (tn, Tn))nen converging to (to, zo, Vi(to, o)) to see
that
¢(tn7 xn) — ¢(t0,$0) - ‘/:k(t()a xO)'

Therefore, for sufficiently large n we have
tn,Tn;u tn,Tn;u
V(tna xn) <E [(Z)(H(tna xn)a Xe(tn,;rn)):| <E [V* (e(tm xn)7 XH(tn,zn)):| s
which, in accordance with (2.20), can be expressed as
tn,Tnju tn,Tniu
Vitn, 2n) < E[ﬂ{ﬂtn,zn><o<tmxn>}f (X)) + 1{%<tn,mn>ze<tmxn>}v*(9’Xe@n,xn))}~

This contradicts the DPP in (2.11).
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2.4 Alternative Characterization of the Exit-Time Problem

Subsolution: The subsolution property is proved in a fashion similar to the supersolution
part but with slightly more care. For the sake of contradiction, assume that there exists
(to, zo) € [0, T[xO and a smooth function ¢ : S — R satisfying

(gﬂlﬁé)ié(g (V*=9)(t,z) = (V" — ¢)(to,z0) =0

such that for some § > 0

—sup LY¢(tog, xo) > 20.
uelU

By continuity of the mapping (¢,z,u) — L%p(t,z) and compactness of the control set U,
Assumption 2.2.1.a, there exists r > 0 such that for all w € U

—LY(t,x) >0, Y(t,z) € B,(to,x0), (2.21)

where B, (o, z0) C [0,T) x O°. Note as in the preceding part, (to, o) can be considered as the
strict maximizer of V* — ¢ that consequently implies that there exists v > 0 such that

(V¥ =) (t,z) < =, Y(t,z) € OB, (to, x0). (2.22)

where 0B, (to, o) stands for the boundary of the ball B,(to, o). Let 0(t,z) € T be the
stopping time defined in (2.19); notice that § may, of course, depend on the policy u. Applying
It6’s formula and using (2.21), one can observe that given u € U,

o(t,x) =T

- 0(t,x) " N
qb(@(t,x),Xé’(t:x)) +/t —L" (s, XL ’“)ds]

> B[00, ), Xge) | +5Blo(t, ) - 1) > B[s(0(,2), X5z)].

Now it suffices to take a sequence (t,, zn, V (tn, Tn))nen converging to (to, zo, V*(to, zo)) to see
that

¢(tmxn) — ¢(t07x0> = V*(t07$0)'

As argued in the supersolution part above, for sufficiently large n, for given u € U,
V(tn, $n) > E |:¢(0(tn7 xn)a Xér(lt’::;:))] > E |:V* (H(tn, $n)v Xg?{:j;:))} +7,

where the last inequality is deduced from the fact that (H(tn,xn),Xg’(f’;u)) € 0B, (tg, x0)
together with (2.22). Thus, in view of (2.20), we arrive at

Vtn, an) > E|:]1{‘T'(t,x)<9(tn,zn)}€(X;n’xn;u) + Lir ()20t 23V (0, Xé?t:';:))} +7.

This contradicts the DPP in (2.10) as  is chosen uniformly with respect to u € U;. O

2.4.4 Boundary Conditions

Before proceeding with the main result of this subsection on boundary conditions, we need a
preparatory lemma that provides a stronger assertion than Proposition 2.4.3.
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Lemma 2.4.11. Suppose that the conditions of Proposition 2.4.3 hold. Given a sequence of
control policies (Un)nen C U and initial conditions (t,,x,) — (t,z), we have

lim HXM“" — Xl it ) 0, P-a.s.,
N 00 7(t,x) T(tn,xn)
where the stopping time T is introduced in (2.6).
Proof. See Appendix 2.8.2. O

The following Proposition provides boundary conditions for the value function V' both in
viscosity and Dirichlet (pointwise) senses:

Proposition 2.4.12 (Boundary Conditions). Suppose that the condition of Theorem 2.4.10
holds. Then the value function V introduced in (2.6) satisfies the following boundary value
conditions:

Dirichlet: V(t,x) = l(z) on [0,T] x O J{T} x R (2.23a)
limsup V(¥,2') < £*(x) on [0,T] x 0O U{T} x R"

(0)¢3z' =z
Viscosity: vt (2.23b)
liminf V(¢,2') > 4(x) on [0,T] x 0OU{T} x R™

(0)°32' >z
t' Tt

Proof. In light of [RB98, Corollary 3.2, p. 65], Assumptions 2.4.1.a. and 2.4.1.b. ensure that
T(t,x)=t, Y(t,z)€[0,T]x OU{T} xR"  P-as.

which readily implies the pointwise boundary condition (2.23a). To prove the discontinuous
viscosity boundary condition (2.23b), we only show the first assertion; the second one follows
from similar arguments. Let (t,z) € [0,7] x 0O\ J{T} x R™ and (t,,x,) — (t,x), where
tn, < T and z € (O)°. In the definition of V in (2.6), one can choose a sequence of policies
that is increasing and attains the supremum value. This sequence, of course, depends on the
initial condition. Thus, let us denote it via two indices (u, j)jen as a sequence of policies
corresponding to the initial condition (¢,,x,) corresponding to the value V(¢,,z,). In this
light, there exists a subsequence of (uy,);jen such that

Vit z) = hm V(tn,zn) = lim lim ]E[E(Xf"’x”;u”’j)]

n—00 j—+00 T(tn,on)
)] < 0% (x) (2.24)

< lim E [f (Xf] A )} { lim E(X,

j—o00 (tjv ) j—o0 (t]7xj)

Z'J,'ll;n

where the second and third inequality in (2.24) follow, respectively, from Fatou’s lemma and
the almost sure uniform continuity assertion in Lemma 2.4.11. Let us recall that 7(¢,x) = ¢

,x,un

and consequently X_ Fta) =L O

Proposition 2.4.12 provides boundary condition for V' in both Dirichlet (pointwise) and
viscosity senses. The Dirichlet boundary condition (2.23a) is the one usually employed to
numerically compute the solution via PDE solvers, whereas the viscosity boundary condition
(2.23Db) is required for theoretical support of the numerical schemes and comparison results.

26



2.5 From the Reach-Avoid Problem to the PDE Characterization

R’n,

Figure 2.3: Construction of the sets A, from A as described in Section 2.5.

2.5 From the Reach-Avoid Problem to the PDE Characteriza-
tion

In this section we draw a connection between the reach-avoid problem of Section 2.2 and the
stochastic optimal control problems detailed in Section 2.3. To this end, note that on the
one hand, an assumption on the sets A and B in the reach-avoid problem (Definition 2.2.2)
within the time interval [0, 77 is that they are closed. On the other hand, our solution to the
stochastic optimal control problem (defined in Section 2.2 and solved in Section 2.4) relies on
lower semicontinuity of the payoff function ¢ in (2.6), see Assumption 2.4.1.c.

To achieve a reconciliation between the two sets of hypotheses, given sets A and B satisfying
Assumption 2.3.3, we construct a smaller measurable set A. C A° such that A, == {z € A |
dist(z, A°) > ¢} 4 and A. satisfies Assumption 2.4.1.b. Note that this is always possible if
O = AU B satisfies Assumption 2.4.1.b.—indeed, simply take ¢ < h/2 to see this, where h is
as defined in Assumption 2.4.1.b. Figure 2.3 depicts this case. To be precise, we define

Ve(t,x) == sup | [EE (Xif;u)} , Te =Ta.uB N T, (2.25)
uEU

where the function 4. : R™ — R is defined as

((z) = (1 _ di““’"‘”) vo.

3

The following Theorem asserts that the above technique affords an e-conservative but pre-
cise way of characterizing the solution to the reach-avoid problem defined in Definition 2.2.2
in the framework of Section 2.4.

Theorem 2.5.1. Consider the system (2.1), and suppose that Assumptions 2.2.1, 2.3.3, 2.4.1.a.
and 2.4.1.b. hold. Then, for all (t,x) € [t,T[XR™ ande1 > €3 > 0, we have V, (t,x) > V, (t, x),
and V(t,x) = lim.jo Vo(t,z) where the functions V and V. are defined as (2.4a) and (2.25),
respectively.

Proof. See Appendix 2.8.3. O

‘dist(w, A) == infyea ||x — y||, where || - || stands for the Euclidean norm.
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Remark 2.5.2. Observe that for the problem of reachability at the time T, (as defined in
Definition 2.3.6,) the above procedure is unnecessary if the set A is open; see the required
conditions for Proposition 2.5.7.

The following corollary addresses continuity of the value function V. in (2.25). It not
only simplifies the PDE characterization developed in Subsection 2.4.3 from discontinuous to
continuous regime, but also provides a theoretical justification for existing tools to numerically
solve the corresponding PDE.

Corollary 2.5.3. Consider the system in (2.1), and suppose that Assumptions 2.2.1 and 2.4.1
hold. Then, for any € > 0 the value function V. : S — [0, 1] defined as in (2.25) is continuous.
Furthermore, if (A U B)¢ is bounded® then V. is the unique viscosity solution of

—sup LYV (t,x) =0 in [0,T[x(A: UB)*°
uel (2.26)
Ve(t,z) = () on [0,T] x (A:UB)|U{T} xR"

Proof. The continuity of the value function V. defined as in (2.25) readily follows from Lipschitz
continuity of the payoff function £, and uniform continuity of the stopped solution process in
Lemma 2.4.11.5 The PDE characterization of V. in (2.26) is the straightforward consequence
of its continuity and Theorem 2.4.10 with boundary condition in Proposition 2.4.12. The
uniqueness follows from the weak comparison principle, [FS06, Theorem 8.1 Chap. VII, p.
274], that in fact requires (A. U B)° being bounded. O

The following Remark summarizes the preceding results and pave the analytical ground on
so that the Reach-Avoid problem is amenable to numerical solutions by means of off-the-shelf
PDE solvers.

Remark 2.5.4. Theorem 2.5.1 implies that the conservative approrimation V. can be arbitrar-
ily precise, i.e., V(t,x) = lim. o Ve(t,z). Corollary 2.5.3 implies that V is continuous, i.e., the
PDE characterization in Theorem 2.4.10 can be simplified to the continuous version. Continu-
ous viscosity solution can be numerically solved by invoking existing toolboxes, e.g. [Mit05]. The
precision of numerical solutions can also be made arbitrarily accurate at the cost of computa-
tional time and storage. In other words, let VE‘s be the numerical solution of V. obtained through
a numerical routine, and let 0 be the discretization parameter (grid size) as required by [Mit05].
Then, since the continuous PDE characterization meets the hypothesis required for the toolbox
[Mit05], we have V; = lims | VE‘S, and consequently we have V (t,z) = lim, g lims o Vs‘s(t,x).

2.6 Numerical Example: Zermelo Navigation Problem

To illustrate the theoretical results of the preceding sections, we apply the proposed reach-avoid
formulation to the Zermelo navigation problem with constraints and stochastic uncertainties.

5One may replace this condition by imposing the drift and diffusion terms to be bounded.
5This continuity result can, alternatively, be deduced via the comparison result of the viscosity characteriza-
tion of Theorem 2.4.10 together with boundary conditions (2.23b) [CIL92].

28



2.6 Numerical Example: Zermelo Navigation Problem

Avoid set

f(z,y)

waterfall -~ '

Figure 2.4: Zermelo navigation problem : a swimmer in the river

In control theory, the Zermelo navigation problem consists of a swimmer who aims to reach
an island (Target) in the middle of a river while avoiding the waterfall, with the river current
leading towards the waterfall. The situation is depicted in Figure 2.4. We say that the swimmer
“succeeds” if he reaches the target before going over the waterfall, the latter forming a part of
his Avoid set.

2.6.1 Mathematical Modeling

The dynamics of the river current are nonlinear; we let f(z,y) denote the river current at
position (z,y) [CQSPI7]. We assume that the current flows with constant direction towards
the waterfall, with the magnitude of f decreasing in distance from the middle of the river:

~ay?
flz,y) = [1 Oy]-

To describe the uncertainty of the river current, we consider the diffusion term

o(x,y) = [086 fy] .

We assume that the swimmer moves with constant velocity Vg, and we assume that he can
change his direction « instantaneously. The complete dynamics of the swimmer in the river is

drs|
dys|

where W is a two-dimensional Brownian motion, and « € [, 7] is the direction of the swimmer

given by
1 — ay* + Vs cos(a)
Vg sin(a)

ds + oz 0

] aw;, (2.27)

Oy

with respect to the x axis and plays the role of the controller for the swimmer.

29



Chapter 2. Stochastic Reach-Avoid Problem

2.6.2 Reach-Avoid Formulation

Obviously, the probability of the swimmer’s “success” starting from some initial position in the
navigation region depends on starting point (z,y). As shown in Section 2.3, this probability
can be characterized as the level set of a value function, and by Theorem 2.4.10 this value func-
tion is the discontinuous viscosity solution of a certain differential equation on the navigation
region with particular lateral and terminal boundary conditions. The differential operator £
in Theorem 2.4.10 can be analytically calculated in this case as follows:

sup L*®(t,x,y) = sup (@@(t, z,y) + (1 — ay® + Vs cos(a)) 0, @ (¢, 2, y)
uelU a€[—m,m]

. 1 1
+ Vg sin(a) 0y (¢, x,y) + iagazé(t,amy) + iagaié(t,w,y)).
It can be shown that the controller value maximizing the above Dynkin operator is

o (t,z,y) ;= arg max (cos(a)@xq)(t, x,y) + sin(w) 0, ®(t, z, y))

a€|—m,n]

P
= arctan(gy(p)(t,m,y).

Therefore, the differential operator can be simplified to

1
sup LL®(t, z,y) = 0 ®(t, z,y) + (1 — ay®)0, D (¢, z,y) + §o§8§¢(t,x,y)
uel

1
+ 50’585@(@ Z, y) + VSHVé(t, z, y)”7

where VO(t,z,y) = [0,®(t, z,y) 9,P(t,z,y)].

2.6.3 Simulation Results

For the following numerical simulations we fix the diffusion coefficients o, = 0.5 and oy, = 0.2.
We investigate three different scenarios: first, we assume that the river current is uniform, i.e.,
a =0 m 's7!in (2.27). Moreover, we consider the case that the swimmer velocity is less

than the current flow, e.g., Vo = 0.6 ms™".

Based on the above calculations, Figure 2.5(a)
depicts the value function which is the numerical solution of the differential operator equation
in Theorem 2.4.10 with the corresponding terminal and lateral conditions. As expected, since
the swimmer’s speed is less than the river current, if he starts from the beyond the target he
has less chance of reach the island. This scenario is also captured by the value function shown
in Figure 2.5(a).

Second, we assume that the river current is non-uniform and decreases with respect to the
distance from the middle of the river. This means that the swimmer, even in the case that his
speed is less than the current, has a non-zero probability of success if he initially swims to the
sides of the river partially against its direction, followed by swimming in the direction of the
current to reach the target. This scenario is depicted in Figure 2.5(b), where a non-uniform
river current a = 0.04 m~1s~! in (2.27) is considered.

Third, we consider the case that the swimmer can swim faster than the river current. In
this case we expect the swimmer to succeed with some probability even if he starts from beyond
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(a) The first scenario: the swimmer’s (b) The second scenario: the swimmer’s
speed is slower than the river current, the speed is slower than the maximum river
current being assumed uniform. current.

(¢) The third scenario: the swimmer can

swim faster than the maximum river cur-
rent.

Figure 2.5: The value functions for the different scenarios

the target. This scenario is captured in Figure 2.5(c), where the reachable set (of course in
probabilistic fashion) covers the entire navigation region of the river except the region near the
waterfall.

In the following we show the level sets of the aforementioned value functions for p = 0.9. To
wit, as defined in Section 2.3 (and in particular in Proposition 2.3.4), these level sets, roughly
speaking, correspond to the reachable sets with probability p = 90% in certain time horizons
while the swimmer is avoiding the waterfall. By definition, as can be seen in Figure 2.6, these
sets are nested with respect to the time horizon.

All simulations were obtained using the Level Set Method Toolbox [Mit05] (version 1.1),
with a grid 101 x 101 in the region of simulation.

2.7 Summary and Outlook

In this chapter we presented a new method to address a class of stochastic reachability problems
with state constraints. The proposed framework provides a set characterization of the stochastic
reach-avoid set based on discontinuous viscosity solutions of a second order PDE. In contrast
to earlier approaches, this methodology is not restricted to almost-sure notions, and one can
compute the set of initial conditions that can satisfy the reach-avoid specification with any
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Waterfall

Island

6 4 2

xXo

(a) The first scenario: the swim-
mer’s speed is slower than the river
current, the current being assumed

Waterfall

(b) The second scenario: the swim-
mer’s speed is slower than the max-
imum river current.

uniform.

Figure 2.6: The level sets of the value functions for the different scenarios
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(¢) The third scenario: the swim-
mer can swim faster than the max-
imum river current.

non-zero probability by means of off-the-shelf PDE solvers.

A natural extension of the reach-avoid problem is the motion planning objective as an
excursion through more than one target set in a specific order, while avoiding certain obstacles.
This extension will be the topic of the next chapter. Moreover, in light of Proposition 2.3.5
(resp. Proposition 2.3.7), we know that the stochastic optimal control problems in (2.4) (resp.
(2.5)) have a close connection to the reach-avoid problem. This chapter only studied the
exit-time formulation. As a step further, however, it would be interesting to study the other
formulations, in particular the interpretation of the reach avoid problem as a dynamic game
between two players with different authorities, e.g., a differential game between a stopper and

controller.

2.8 Appendix

This Appendix collects the proofs omitted throughout the chapter.
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2.8.1 Proofs of Section 2.3

Proof of Proposition 2.3.4. In view of Assumption 2.3.3, the implication (2.3b), and the defi-
nition of reach-avoid set in 2.2.2, we can express the set RA(¢,p; A, B) as

RA(t,p; A, B) = {x eR" ‘ Jueld : P(ta<tp and 74 <T) > p}. (2.28)

Also, by Assumption 2.3.3, the properties (2.3a) and (2.3c), and the definition of stopping time
7 in (2.4a), given u € U we have

Xt eA=ry<tand 713 =T2>7=14 <75,
which means the sample path X LT hits the set A before B at the time 7 < T Moreover,
Xe"M ¢ A= T#74=T= (1 AT) < 7a,

and this means that the sample path does not succeed in reaching A while avoiding set B
within time 7. Therefore, the event {74 < 78 and 74 < T} is equivalent to {XL"" e A},
and

]P(TA <7p and T4 < T) = E[]lA(X?x;“)]_

This, in view of (2.28) and arbitrariness of control strategy uw € U leads to the assertion. [

Proof of Proposition 2.3.5. We first establish the equality of V3 = V5. To this end, let us fix
u €U and (t,z) in [0,7] x R™. Observe that it suffices to show that pointwise on €2,

TAXE"™) = sup {IA(XE5) A inf 1 pe(XE5%)],
s€[t,T] TEt,s]

According to the Assumption 2.3.3 and Remark 2.3.2, one can simply see that

sup {14(XE5") A inf 1ge(XL"%)} =1
selt,T] T€[t,s]
= Isc[t,T] Xb"" € Aand Vr € [t,s] X\*% ¢ B
< Jse[t,T)ta<s<Tand 71 >s
t, ; J— t: 5 i t7 5

— XTI;C Y= XT::/\'I:'B/\T - X’Tju’l;/\T €A

= T4(X2") =1
and since the functions take values in {0, 1}, we have Vi(t,z) = Va(t, x).

As a first step towards proving Vi = V3, we start with establishing V3 > Vi. It is straight-

forward from the definition that

sup  inf E[]IA(X?““)/\]ch(Xf;z"“)}2 inf E[]IA(X?”’")/\]ch(Xf;z*“)}, (2.29)
TET,T) o€Tt,7) o€T[t,7]

where T is the stopping time defined in (2.4a). For all stopping times o € T, 7}, in view of
(2.3b) we have
Ipe(XL"") =0= X" c B=13<0<T=7aATBAT
:>TB:U:7_'<TA:>X;IW§EA
— Ty (XL =0

7
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This implies that for all o € T, 7,

LA(XE5") A e (XETY) = 14(XE25%)  P-as.

7

which, in connection with (2.29) leads to

sup inf E []lA(X};,Lu) A ge (Xctf,m;u)} >E []IA(X;,:):;U)] '
7'67{157'1'*] 0-67'[t,7]

By arbitrariness of the control strategy w € U, we get V3 > Vi. It remains to show Vo < V.
Given w € U and 7 € T 1), let us choose 6 := 7 A7p. Note that since t <& < 7 then ¢ € Tj; ).
Hence,

inf B[14(X5"") A Lpe (X]}“”“)] <E []1 A(XET) AL BC(XL;@;“)} . (2.30)
o€,

Note that by an argument similar to the proof of Proposition 2.3.4, for all 7 € T, 7y:

TA(XE5U) AL pe(XL™™) =1 = XL™% € A and XL ¢ B
=714 <7<Tandd+#7p
— gy <r7<TandTy<d=7<71pB

— T=TANTBNT =74y — ]IA(Xf—_’x;u) =1.
It follows that for all 7 € T} -,

LA(XETY) A Lge(X2TH) < T14(XE™™)  P-as.

g T

which in connection with (2.30) leads to

sup  inf IE[]IA(X?”?“) A ge (Xé,fc;u)} <FE [ﬂA(X?x;u)] '
TETt,1] o€ T, 7]

By arbitrariness of the control strategy w € U we arrive at Va3 < V. O

2.8.2 Proofs of Section 2.4

Proof of Proposition 2.4.3. We first prove continuity of 7(¢,z) with respect to (¢,z). Let us

take a sequence (t, ) — (fo, 7o), and let (X;{n,xn;u

be the solution of (2.1) for a given
=z for all s € [0,¢]. Here

we assume that t,, < t, but one can effectively follow the same technique for ¢,, > t. Notice that

)TZtn
policy uw € U. Let us recall that by definition we assume that X Raiky

it is straightforward to observe that by the definition of stochastic integral in (2.1) we have
T T
e = oy (7 p(octornon has s [ o(Xirm w)aW, P
t t
Therefore, by virtue of [Kry09, Theorem 2.5.9, p. 83], for all ¢ > 1 we have

B| sup [[Xpero x| < Oy (g, T, K)o - X[ ]
relt,T)

< 22q_101(£]aT7 K)]E[Hx - mnH2q + Hmn - XZMIMUHQQ} )
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where in light of [Kry09, Corollary 2.5.12, p. 86], it leads to

B[ sup [|xXt5 - X < Oo(q, T, K, ol (e — zal +1 —1al). (230

re(t,T)

In the above relations K is the Lipschitz constant of f and o mentioned in Assumption 2.2.1; C;
and Cy are constant depending on the indicated parameters. Hence, in view of Kolmogorov’s
Continuity Criterion [Pro05, Corollary 1 Chap. IV, p. 220], one may consider a version of the
stochastic process X"*® which is continuous in (t,z) in the topology of uniform convergence
on compacts. This yields to the fact that P-a.s, for any € > 0, for all sufficiently large n,

Xﬁny$n§u c B. (X;Eo,zo;u)’ Vr € [tn, T, (2.32)

where B.(y) denotes the ball centered at y and radius €. Based on the Assumptions 2.4.1.a.
and 2.4.1.b., it is a well-known property of non-degenerate processes that the set of sample
paths that hit the boundary of O and do not enter the set is negligible [RB98, Corollary 3.2,
p. 65]. Hence, by the definition of 7 and (2.3b), one can conclude that

¥6 >0, Je >0, U B. (X" N O =0  P-as.
SE[toﬂ_'(to,xo)—(S]

This together with (2.32) indicates that P-a.s. for all sufficiently large n,
Xinaniv ¢ Vr € [tn, T(to, x0)[ ,
which in conjunction with P-a.s. continuity of sample paths immediately leads to
(tn%;rsiil(£7x) T(tn, xn) > 7(to, xo) P-a.s. (2.33)

On the other hand by the definition of 7 and Assumptions 2.4.1.a. and 2.4.1.b., again in view
of [RB98, Corollary 3.2, p. 65],

V6 >0, 3s € [rolte,z0), To(to, o) + [, XL%0% c O° P-as.,

where 7¢ is the first entry time to O, and O° denotes the interior of the set O. Hence, in light
of (2.32), P-a.s. there exists € > 0, possibly depending on §, such that for all sufficiently large
n we have X% ¢ B.(X{"") c O. According to the definition of 7o (t,,z,) and (2.3b),
this implies 70 (tn, zn) < s < To(to, xo) + 6. From arbitrariness of § and the definition of 7 in
(5.19), it leads to

limsup 7(tn,xn) < 7(to, zo) P-a.s.,
(tn,xn)—(t,x)

where in conjunction with (2.33), P-a.s. continuity of the map (¢, ) — 7(¢, ) at (t, zo) follows.

It remains to show lower semicontinuity of J. Note that J is bounded since ¢ is. In
t,z;u

accordance with the P-a.s. continuity of X" and 7(¢,z) with respect to (¢,z), and Fatou’s
lemma, we have

lim inf J (t,, £, u) = lim inf B [Z(Xt”’””"?“ )}

n—oo n—oo ?(tn7$n)

T tn,Tn;u t,z;u t,z;u _ t,z;u t,x;u
—hmlanB[E(X_ X )+X_ X )+XF(M))}

5
T(tn,on) T(tx

00 T(tn,zn) T(tn,Zn
. t,x;u P t,ru
= llnrglcng [ﬁ(gn + Xf(t,x))] > L [1lnn_l>£f£(€" + Xf(t’z))] (2.34)

7(t,x)

> B(XI) | = It o),
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where inequality in (2.34) follows from Fatou’s Lemma, and ¢, — 0 P-a.s. as n tends to oc.
Note that by definition X;’é;uxn) = x on the set {T(tn, z,) < t}. O

Proof of Lemma 2.4.6. By Definition 2.3.1, one has

]1{7—.(,5735)29}7_'(7; :L') = 1{7—.(,5735)29} (7_'(9, Xé,x;u) +6— t) P-a.s.

One can now follow effectively the same computations as in the proof of [BT11, Proposition
5.1] to conclude the assertion. O

t,x;u . . .
which is almost surely continuous

Proof of Lemma 2.4.11. Let us consider a version of X7
in (¢,2) uniformly respect to the policy w; this is always possible since the constant Cy in
(2.31) does not depend on w. That is, u may only affect a negligible subset of €2; we refer to
[Pro05, Theorem 72 Chap. IV, p. 218] for further details on this issue. Hence, all the relations
in the proof of Proposition 2.4.3, in particular (2.32), hold if we permit the control policy u to
depend on n in an arbitrary way. Therefore, the assertions of Proposition 2.4.3 holds uniformly
with respect to (un)neny C U. That is, for all (¢,x) € S, (tn,xn) — (¢, ), and (Up)nen, wWith
probability one we have

hm Sup Hthvxnvun ngw;u7L
n—)oo [0 T]

=0, lim |7(tn,zn) — 7(t,2)| =0 (2.35)
n—oo

where 7 is as defined in (2.6) while the solution process is driven by control policies wu,.
Moreover, according to [Kry09, Corollary 2.5.10, p. 85]

B[ Xt — Xt [*] < Ca(q. T, K, [a) s € [t T] Vg> 1,

following the arguments in the proof of Proposition 2.4.3 in conjunction with above inequality,
one can also deduce that the mapping s — X LT i P-a.s. continuous uniformly with respect
to u. Hence, one can infer that for all (¢,z) € S, with probability one we have

hm Htht,xn,un _ Xt , Ty Un, H < hm Hth,xn,un tac JUn, H
n—oo n7xn) n—oo tnyxn tnyivn)
t,x;u t , Ty U
lim HX " ¢ H =
+ n—00 T(tn,xn) T(t T 0.

Notice that the first limit term above tends to zero as the version of the solution process
XY™ on the compact set [0, 7] is continuous in the initial condition (¢, z) uniformly with
respect to m. The second term is the consequence of limits in (2.35) and continuity of the

t,x;un

mapping s — X' uniformly in n € N. O

2.8.3 Proofs of Section 2.5

Proof of Theorem 2.5.1. By definition, the family of the sets (A¢)->0 is nested and increasing
as € | 0. Therefore, in view of (2.3a), 7. is nonincreasing as ¢ |, 0 pathwise on 2. Moreover it
is obvious to see that the family of functions /. is increasing with respect to €. Hence, given
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an initial condition (¢,z) € S, an admissible control u € Uy, and €1 > g2 > 0, pathwise on )
we have

le, (Xﬁ;?“) <l=71,=7NT <74, <7a,

=7, =173 ANT =71,y = o, (Xi’:;“) > L, (Xﬁ;”f;“),

which immediately leads to V., (t,z) > V., (t,z). Now let (g;);en be a decreasing sequence
of positive numbers that converges to zero, and for the simplicity of notation let A, = A, ,
Tp = Te,, and £, = (. . According to the definitions (2.4a) and (2.25), we have

V(t,z) — lim Vz, (t,2) = sup E[HA(X;’”““)} — lim sup E[(, (X55%)]

ucUy n—00 ucUy

= sup B[ 14(X;")| = sup sup B[, (X)) (2.36a)
ucly neN uecll;

< sup (E []IA (X;’x;u)] —supE[l, (Xin“‘)])
uelly neN

< sup inf E[]IA X;’x;u — 14, Xi’x?" ]
s I B[4 (XE7) 1, (X7

= sup inf IP({TAn >t ATIN{ra <T}N{ra < TB}) (2.36D)
ucld, n€EN

— sup 11>< ({74, > 5 ATY N {ra < T} {ra < TB}) (2.36¢)
uelly neN

< sup ]P({TAO > g AT {14 < TYN {14 < TB}) (2.36d)
uelly

< sup P({7ae >} U{ra=T}) =0 (2.36¢)
uelly

Note that the equality in (2.36a) is due to the fact that the sequence of the value functions

7

14, (Xf-f;u) =0as 1y (Xf’x;") > 14, (Xf-f;u) pathwise on 2. Moreover, since the sequence

T

(Ven)n cy 1s increasing pointwise. One can infer the equality (2.36b) when 1 A(X é’m;u) =1and

of the stopping times (7, )nen is decreasing P-a.s., the family of sets ({TAn > TA})HGN is also
decreasing; consequently, the equality (2.36¢) follows. In order to show (2.36d), it is not hard
to inspect that

w e ﬂ{TAn >t ANT=VneN, 74 (w)>71(wW)AT
neN

—VneN, Vs<7g(w)AT, XL""(w)¢A,

—= Vs <7p(W) AT, X0"(w)¢ | ] A, =4°
neN
— w € {140 > 75 ANT}.

Based on non-degeneracy and the interior cone condition in Assumptions 2.4.1.a. and 2.4.1.b.
respectively, by virtue of [RB98, Corollary 3.2, p. 65|, we see that the set {740 > T4} is
negligible. Moreover, the interior cone condition implies that the Lebesgue measure of 0A,
boundary of A, is zero. In view of non-degeneracy and Girsanov’s Theorem [KS91, Theorem
5.1, p. 191], X/ has a probability density d(r,y) for r €]t,T]; see [FS06, Section IV.4] and
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references therein. Hence, the aforesaid property of A results in P{ry = T} < IP{X;F"T;U €
A} = | a4 (T, y)dy = 0, and the second equality of (2.36e) follows. It is straightforward to
see V' > V., pointwise on S for all n € N. The assertion now follows at once. O
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CHAPTER 3 .

Stochastic Motion Planning

In this chapter, we extend the reach-avoid problem discussed in the preceding chapter to
different classes of stochastic motion planning problems which involve a controlled process,
with possibly discontinuous sample paths, visiting certain subsets of the state-space while
avoiding others in a sequential fashion. For this purpose, we first introduce two basic notions
of motion planning, and then establish a connection to a class of stochastic optimal control
problems concerned with sequential stopping times. A weak dynamic programming principle
(DPP) is then proposed, which characterizes the set of initial states that admit a policy enabling
the process to execute the desired maneuver with probability no less than some pre-specified
value. The proposed DPP comprises auxiliary value functions defined in terms of discontinuous
payoff functions. A concrete instance of the use of this novel DPP in the case of diffusion
processes is also presented. In this case, we establish that the aforementioned set of initial
states can be characterized as the level set of a discontinuous viscosity solution to a sequence of
partial differential equations, for which the first one has a known boundary condition, while the
boundary conditions of the subsequent ones are determined by the solutions to the preceding
steps. Finally, the generality and flexibility of the theoretical results are illustrated on an
example involving a biological switch.

3.1 Introduction

Motion planning of dynamical systems can be viewed as a scheme for executing excursions of
the state of the system to certain given sets in a specific order according to a specified time
schedule. The two fields of robotics and control have contributed much to motion planning. In
the robotics community, research on motion planning typically focuses on the computational
issues along with considerations of basic kinematic limitations; see examples of navigation of
unmanned air vehicles [MB00, BMGAO02], and recent surveys on motion planning algorithms
[GKM10] and dynamic vehicle routing [BFP11]. In the control community motion planning
emphasizes the dynamic behavior and specific aspects of trajectory performance that usually
involve high order differential constraints. This chapter deals with motion planning from the
latter point of view.

In the control literature, motion planning problems have been studied extensively in a
deterministic setting from the differential geometric [Sus91, CS98a, MS90] and dynamic pro-
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gramming [SM86] perspectives. However, motion planning in the stochastic setting has received
relatively little attention. In fact, it was not until recently when the basic motion planning
problem involving one target and one obstacle set—the so-called reach-avoid problem, has
been investigated in the context of finite probability spaces for a class of continuous-time
Markov decision processes [BHKHO05], and in the discrete-time stochastic hybrid systems con-
text [CCL11, SL10].

In the continuous time and space settings, one may tackle the dynamic programming for-
mulation of the reach-avoid problem from two perspectives: a direct technique based on the
theory of stochastic target problems, and an indirect approach via an exit-time stochastic op-
timal control formulation. For the former, we refer the reader to [ST02b, BET10]; see also the
recent book [Toul3] for details. In Chapter 2 we focused on the latter perspective for reacha-
bility of controlled diffusion processes. Here we continue in the same spirit by going beyond the
reach-avoid problem to more complex motion planning problems for a larger class of stochastic
processes with possibly discontinuous sample paths.

The contributions of this work are outlined as follows:

(i) we formalize the stochastic motion planning problem for continuous time, continuous space

stochastic processes (Section 3.2);

(ii) we establish a connection between different motion planning maneuvers and a class of
stochastic optimal control problems (Section 3.3);

(iii) we propose a weak dynamic programming principle (DPP) under mild assumptions on the
admissible policies and the stochastic process (Section 3.4);

(iv) we derive a partial differential equation (PDE) characterization of the desired set of initial
conditions in the context of controlled diffusions processes based on the proposed DPP
(Section 3.5).

Concerning item (i), we start with the formal definition of a motion planning objective
comprising of two fundamental reachability maneuvers. To the best of our knowledge, this is
new in the literature. We address the following natural question: for which initial states do
there exist admissible policies such that the controlled stochastic processes satisfy the motion
planning objective with a probability greater than a given value p? Under item (ii), we then
characterize this set of initial states by establishing a connection between the motion planning
specifications and a class of stochastic optimal control problems involving discontinuous payoff
functions and a sequence of successive stopping times.

Concerning item (iii), we should highlight that due to the discontinuity of the payoff
functions, the classical results on stochastic optimal control problems and its connection to
Hamilton-Jacobi-Bellman PDE are not applicable here. In the spirit of [BT11], under some
mild assumptions, we propose a weak DPP involving auxiliary value functions. As opposed to
the classical DPP results, this formulation does not need to verify the measurability of the value
functions. The only non-trivial assumption required for the proposed DPP is the continuity of
the sequence of stopping times with respect to the initial states.

Finally, concerning item (iv), we focus on a class of controlled diffusion processes in which
the required assumptions of the proposed DPP are investigated. Indeed, it turns out that
the standard uniform non-degeneracy and exterior cone conditions of the involved sets suffice
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to fulfill the DPP requirements. Subsequently, we demonstrate how the DPP leads to a new
framework for characterizing the desired set of initial conditions based on tools from PDEs.
Due to the discontinuities of the value functions involved, all the PDEs are understood in the
generalized notion of the so-called discontinuous viscosity solutions. In this context, we show
how the value functions can be solved by a means of a sequence of PDEs, in which the preceding
PDE provides the boundary condition of the following one.

On the computational side, it is well-known that PDE techniques suffer from the curse
of dimensionality. In the literature a class of suboptimal control methods referred to as Ap-
proximate Dynamic Programming (ADP) have been developed for dealing with this difficulty;
for a sampling of recent works see [dFVR03, DEVR04, CRVRLO6] for a linear programming
approach, [KT03, VL10] for actor-critic algorithms, and [Ber(05] for a comprehensive survey on
the entire area. Besides the ADP literature, very recent progress on numerical methods based
on tensor train decompositions holds the potential of substantially ameliorating this curse of
dimensionality; see two representative articles [KO10, KS11] and the references therein. In
this light, taken in its entirety, the results in this study can be viewed as a theoretical bridge
between the motion planning objective formalized in (i) and sophisticated numerical methods
that can be used to address real problem instances. Here we demonstrate the practical use of
this bridge by addressing a stochastic motion planning problem for a biological switch.

As indicated above, the organization of the chapter follows the steps (i)-(iv). In Section 3.2
we formally introduce the stochastic motion planning problems. In Section 3.3 we establish a
connection between the motion planning objectives and a class of stochastic optimal control
problems, for which a weak DPP is proposed in Section 3.4. A concrete instance of the use of
the novel DPP in the case of controlled diffusion processes is presented in Section V, leading
to characterization of the motion planning objective with the help of a sequence of PDE’s in
an iterative fashion. To validate the performance of the proposed methodology, in Section 3.6
the theoretical results are applied to a biological two-gene network. For better readability, the
technical proofs along with required preliminaries are provided in Appendix 3.8.

Notation

Here is a partial notation list which will be also explained in more details later in the chapter:

e a Ab:=min{a,b} and a V b := max{a, b} for a,b € R;

A€ (resp. A°): complement (resp. interior) of the set A;

A (resp. OA): closure (resp. boundary) of the set A;

e B,.(z): open Euclidean ball centered at x and radius r;
e ‘B(A): Borel o-algebra on a topological space A;
e U;: set of admissible policies at time ¢;

(X&"™)4>0: stochastic process under the control policy u and convention X¢** := z for
all s <t;
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Chapter 3. Stochastic Motion Planning

(Wi ~ Gi)<r, (resp. W; LN G; ) : motion planning event of reaching G; sometime before

time T; (resp. at time 7;) while staying in W;, see Definition 3.2.1;

(@?k’:”)?:k: sequential exit-times from the sets (A;)!" . in order, see Definition 3.3.1;

V* (resp. Vi): upper (resp. lower) semicontinuous envelope of the function V/;

L": Dynkin operator, see Definition 2.4.9.

3.2 General Setting and Problem Description

Consider a filtered probability space (€2, F, I, P) whose filtration I := (F;)s>0 is generated by
an R%-valued process (2.—).—>0(2s)s>0 With independent increments. Let this natural filtration
be enlarged by its right-continuous completion, i.e., it satisfies the usual conditions of complete-
ness and right continuity [KKS91, p. 48]. Consider also an auxiliary subfiltration Iy = (F5)s>0,
where F; , is the PP-completion of O'(Zr\/t — zi,m € [0, s]) It is obvious to observe that any
Fis-random variable is independent of F;, F; s C F, with equality in case of ¢ = 0, and for
s <t, Fi s is the trivial o—algebra.

The object of our study is an R%valued controlled random process (Xﬁ’x;u)s> ,» initialized
at (t,x) under the control policy u € Uy, where U, is the set of admissible policies at time ¢.
Since the precise class of admissible policies does not play a role until Section IV we defer the
formal definition of these until then. Let T > 0 be a fixed time horizon, and let S := [0, 7] x R.
We assume that for every (¢,z) € S and u € U;, the process (Xﬁ’x;u)s% is IF;-adapted process
whose sample paths are right continuous with left limits. We denote by 7 the collection of all IF-
stopping times; for 71,72 € T with 71 < 75 P-a.s. we let the subset 7, .,; denote the collection
of all IF,,-stopping times 7 such that 71 < 7 < 7» P-a.s. Measurability on R? will always
refer to Borel-measurability, and B(A) stands for the Borel o-algebra on a topological space
A. Throughout this chapter all the (in)equalities between random variables are understood in
almost sure sense.

Given sets (W;,G;) € B(RY) x B(RY) for i € {1,---,n}, we are interested in a set of
initial conditions (¢,z) € S such that there exists an admissible strategy uw € U; steering the
process X "™ through (W;)7_, (“way point” sets) while visiting (G;)7_, (“goal” sets) in a pre-
assigned order. One may pose this objective from different perspectives based on different time
scheduling for the excursions between the sets. We formally introduce some of these notions

which will be addressed throughout this chapter.

Definition 3.2.1 (Motion Planning Events). Consider a fized initial condition (t,x) € S and
admissible policy u € Uy. Given a sequence of pairs (W;, Gi)"; C B(RY) x B(R?) and horizon
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3.2  General Setting and Problem Description

(a) A sample path satisfying the first three (b) A sample path satisfying the first three
phases of the specification in the sense of (3.1a) phases of the specification in the sense of (3.1b)

Figure 3.1: Sample paths of the process X5 for a fix policy u € U

times (T;)Iy C [t,T], we introduce the following motion planning events:

{X?’”;“ = [(Wy ~ G1) oo (W~ Gn)}g} = (3.1a)
{El(si)?zl C [t,T] } Xﬁf;” € G; and XP* € Wi\ Gy, Vr € [si_1,si], Vi< n},
{X?*’f;“ = (W 5 G oo (W L2y Gn)} = (3.1b)
{X;f;“ € Gy and Xb" € Wi, Vr € [T1_1,T)), Vi< n}
where sg = Ty == t.

The set in (3.1a), roughly speaking, contains the events in the underlying probability space
that the trajectory X%’m;u, initialized at (¢,2) € S and controlled via u € U, succeeds in
visiting (G;)f~; in a certain order, while the entire duration between the two visits to G;_;
and G; is spent in W;, all within the time horizon T'. In other words, the journey from G;_;
to the next destination G; must belong to W for all i. Figure 3.1(a) depicts a sample path
that successfully contributes to the first three phases of the excursion in the sense of (3.1a). In
the case of (3.1b), the set of paths is usually more restricted in comparison to (3.1a). Indeed,
not only is the trajectory confined to W; on the way between G;_1 and G;, but also there is a
time schedule (7;)7; that a priori forces the process to be at the goal sets G; at the specific
times (7). Figure 3.1(b) demonstrates one sample path in which the first three phases of
the excursion are successfully fulfilled.

Note that once a trajectory belonging to the set in (3.1a) visits G; for the first time, it is
required to remain in W;41 until the next goal G is reached, whereas a trajectory belonging
to the set in definition (3.1b) may visit the destination G; several times, while staying in W;
until the intermediate time schedule 7;. The only requirement, in contrast to (3.1a), is to
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confine the trajectory to be at G; at the time T;. As an illustration, one can easily inspect that
the sample path in Figure 3.1(b) indeed violates the requirements of the definition (3.1a) as it
leaves Wy after it visits G for the first time. In other words, the definition (3.1a) changes the
admissible way set W; to W;,1 immediately after the trajectory visits G;, while the definition
(3.1b) only changes the admissible way set only after the intermediate time T; irrespective of
whether the trajectory visits G; prior to T;.

For simplicity we may impose the following assumptions:

Assumption 3.2.2. We stipulate that

a. The sets (G;)1_, C B(R?) are closed.
b. The sets (W;)7_; C B(R?) are open.

Concerning Assumption 3.2.2.a., if G; is not closed, then it is not difficult to see that there
could be some continuous transitions through the boundary of G; that are not admissible in
view of the definition (3.1a) since the trajectory must reside in W; \ G; for the whole interval
[si—1, ;[ and just hit G; at the time s;. Notice that this is not the case for the definition
(3.1b) since the trajectory only visits the sets G; at the specific times T; while any continuous
transition and maneuver inside G; are allowed. Assumption 3.2.2.b. is rather technical and
required for the analysis employed in the subsequent sections.

The events introduced in Definition 3.2.1 depend, of course, on the control policy u € U
and initial condition (¢,x) € S. The main objective of this chapter is to determine the set of
initial conditions x € R¢ such that there exists an admissible policy u where the probability of
the motion planning events is higher than a certain threshold. Let us formally introduce these
sets as follows:

Definition 3.2.3 (Motion Planning Initial Condition Set). Consider a fized initial time t €
[0,T]. Given a sequence of set pairs (Wi, Gi)™; C B(R?) x B(RY) and horizon times (T;)?_, C
[t,T], we define the following motion planning initial condition sets:

MP (t,p; (W;, Gi)iy, T) = (3.2a)
reR [ Juecly : P{XU"™ | (Wi~ Gi)o- o Wy~ Gn)] g} > p},
MP (t,p; (Wi, Gi)iy, (Th)1ey) = (3.2b)

{a: eRY | Fueclh : P{X""U = (W, 5 Gy)o-o (Wi -5 Gp)} >p}.

Remark 3.2.4 (Stochastic Reach-Avoid Problem). The motion planning scenarios for only
two sets (W1, G1) basically reduce to the basic reach-avoid maneuver studied in Chapter 2 by
setting the reach set to Gy and the avoid set to R4\ Wi. See also [GLQOG, ML11] for the
corresponding deterministic and [SL10] for the corresponding discrete time stochastic reach-
avoid problems.

Remark 3.2.5 (Mixed Motion Planning Events). One may also consider an event that consists

of a mizture of the events in (4.28), e.g., (W1 ~» G1)<p, o (Wa LN G3). Following essentially
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the same analytical techniques as the ones proposed in the subsequent sections, one can also
address these mized motion planning objectives. We shall provide an example of this nature in
Section 3.6.

Remark 3.2.6 (Time-varying Goal and Way Point Sets). In Definition 3.2.3 the motion
planning objective is introduced in terms of stationary (time-independent) goal and way point
sets. However, note that one can always augment the state space with time, and introduce a
new stochastic process Yy == [X,],t]". Therefore, a motion planning concerning moving sets for

X can be viewed as a motion planning with stationary sets for the process Y.

3.3 Connection to Optimal Control Problems

In this section we establish a connection between stochastic motion planning initial condition
sets MP and MP of Definition 3.2.3 and a class of stochastic optimal control problems involving
stopping times. First, given a sequence of sets we introduce a sequence of random times that
corresponds to the times that the process X LT ovits each set in the sequence for the first

time.

Definition 3.3.1 (Sequential Exit-Time). Given an initial condition (t,z) € S and a sequence
of measurable sets (A;)7_,. C B(R?), the sequence of random times (@A’“")n defined" by

(3 1=k

Ok (t,x) = inf {r > O (t,2) + XL ¢ A}, Ofkn(t,x) =1,

i
is called the sequential exit-time through the set Ay to A,.

Note that the sequential exit-time 9;-4’“" depends on the control policy u in addition to the
initial condition (¢, x), but here and later in the sequel we shall suppress this dependence. For
notational simplicity, we may also drop (¢, z) in the subsequent sections.

In Figure 3.2 a sample path of the process X along with the sequential exit-times
(@;4’“3)?:,C is depicted for different & € {1,2,3}. Note that since the initial condition = does
not belongs to As, the first exit-time of the set As is indeed the start time ¢, i.e., @?313 =t.
Let us highlight the difference between stopping times @‘241’3 and @‘242’3. The former is the first
exit-time of the set Ay after the time that the process leaves Ai, whereas the latter is the
first exit-time of the set Ao from the very beginning. In Section 3.5 we shall see that these
differences will lead to different definitions of value functions in order to derive a dynamic

programming argument.

The following lemma shows that the sequential stopping times are indeed well defined.

Lemma 3.3.2 (Measurability). Consider a sequence of (A;)"_; C B(RY) and (t,z) € S. The
sequential exit-time 9;-41‘" (t,x) is an Fy-stopping time for alli € {1,--- ,n}, i.e., {9;-41:" (t,z) <
3} € Fis for all s > 0.

Proof. See Appendix 3.8.1. O

!By convention, inf §§ = co.
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Figure 3.2: Sequential exit-times of a sample path through the sets (A4;)5_,, for different values of k

Given (Wi, Gi, Ty)™, € B(RY) x B(RY) x [t,T], we introduce two value functions V,V :
S — [0, 1] defined by

V(t,z) = sup E H]l(; X”“) n; = @fli" AT, B;=W;\Gj, (3.3a)
uely i=1

‘N/(t,x) = sup E H]IG AW, (th u)] , n; = G)ZWL" AT, (3.3b)
weEU; i—1

where @ZVL”, @f I are the sequential exit-times in the sense of Definition 3.3.1. Figure 3.3(a)
and 3.3(b) illustrate the sequential exit-times corresponding to the sets B; and W;, respectively.
The main result of this section, Theorem 3.3.3 below, establishes a connection from the sets

MP, MP and superlevel sets of the value functions V' and V.

Theorem 3.3.3. Fiz a probability level p € [0,1], a sequence of set pairs (Wi, G;)_; C B(R?)x
B(RY), an initial time t € [0,T], and intermediate times (T;)"_, C [t,T]. Then,

MP (¢, p; (W;, G)ig, T) = {z € R | V(t,2) > p}. (3.4)
Moreover, suppose Assumption 3.2.2.b. holds. Then,
MP(t, p; (Wi, Gi)ig, (T)1,) = {2z € RY | V(t,2) > p}, (3.5)
where the value functions V and V are as defined in (3.3).

Proof. See Appendix 3.8.1. O

Intuitively speaking, observe that the value functions (3.3) consist of a sequence of indicator
functions, where the reward is 1 when the corresponding phase (i.e., reaching G; while staying
in W;) of motion planning is fulfilled, while the reward is 0 if it fails. Let us also highlight
that the difference between the time schedule between the two motion planning problems in
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(a) Sequential exit-times related to motion planning (b) Sequential exit-times related to motion
event (3.1a) planning event (3.1b)

Figure 3.3: Sequential exit-times corresponding to different motion planning events as intro-
duced in (4.28)

(3.3) is captured via the stopping times n; and 7;: the former refers to the first time to leave
W; or hit G; before T', and the latter only considers the exit time from W; prior to 7;. Hence,
the product of the indicators evaluates to 1 if and only if the entire journey comprising n
phases is successfully accomplished. In this light, taking expectations yields the probability of
the desired event, and the supremum over admissible policies leads to the assertion that there
exists a policy for which the desired properties hold.

3.4 Dynamic Programming Principle

The objective of this section is to derive a DPP for the value functions V' and V introduced in
(3.3). The DPP provides a bridge between the theoretical characterization of the solution to our
motion planning problem through value functions (Section 3.3) and explicit characterizations
of these value functions using, for example, PDEs (Section 3.5), which can then be used to
solve the original problem numerically.

Let (T;)"_, C [0,T] be a sequence of times, (4;)"; C B(RY) be a sequence of open sets,
and ¢; : R" — R for ¢ = 1,--- ,n be a sequence of measurable and bounded payoff functions.
We define the sequence of value functions Vj, : [0,7] x R? — R? for each k € {1,...,n} as

n

Vi(t,z) == sup ]E[ ¢ (Xt’,f;u)}, F(t, ) = @?’“" (t,x) NT;, ie{k,---,n}, (3.6)
ueEU; i—k Ti
where the stopping times (@gvk:")?:k are sequential exit-times in the sense of Definition 3.3.1.

Recall that the sequential exit-times of V}, correspond to an excursion through the sets (A4;)? .

irrespective of the first (k — 1) sets. It is straightforward to observe that the value function
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V' (resp. 1% ) in (3.3) is a particular case of the value function V; defined as in (3.6) when
A =W;\ G; (resp. A; =W, ), 4= 1g, (resp. l; = ]leWi), and T; :=1T.

Given a metric space A and function f : A — R, the lower and upper semicontinuous
envelopes of f are defined, respectively, as

fo(x) :=liminf f(2), f*(z) := limsup f(2).
' —x 2 —sx
We denote by USC(A) and LSC(A) the collection of all upper-semicontinuous and lower-
semicontinuous functions from A to R, respectively. To state the main result of this section,
Theorem 3.4.3 below, some technical definitions and assumptions concerning the stochastic

t,x;u

processes X 77", admissible strategies Uy, and the payoff functions ¢;, are needed:

Assumption 3.4.1. For all (t,z) € S, 0 € Ty 1), and u,v € Uy, we stipulate the following
assumptions

a. Admissible control policies:
U, is the set of Fy-progressively measurable processes with values in a given control set.
That is, the value of w = (us)se(o,r] at time s can be viewed as a measurable mapping
(2rvt = 2t)rejo,s] P Us for all s € [0,T], see [KS91, Def. 1.11, p. 4] for the details.

b. Stochastic process:
1. Causality: If Ly gu = 1 g, then we have ]l[tﬁ]XlE,:fc;u _ ]l[tﬁ]X%’x;v-

7. Strong Markov property: For each w € € and the sample path (zr)re[079(w)] up to the
stopping time 0, let the random policy ug € Up(,,) be the mapping (Z.\/g(w) —Zg(w)) —
’LL(Z. AO(w) + z. VO(w) — Zg(w)) = u@.2 Then,

Ble(Xpr) | Fo] =Ble(xXpr) [ i=0,2= X;"™  a=w),  P-os

for all bounded measurable functions £ : R* = R and s > 0.

i11. Continuity of the exit-times: Given initial condition (to,xo) € S, for all k €
{1,---,n} and i € {k,---,n} the stochastic mapping (t,z) — X""™ is P-a.s.

T (tx)

continuous at (tg,zo) where the stopping times TF are defined as in (3.6).

c¢. Payoff functions:
(€)™, are lower semicontinuous, i.e., {; € LSC(R?) for all i < n.

Remark 3.4.2. Some remarks on the above assumptions are in order:

o Assumption 3.4.1.a. implies that the admissible policies uw € U; take action at time t
independent of future information arriving at s > t. This is known as the non-anticipative
strategy and is a standard assumption in stochastic optimal control [Bor05].

2Notice that z. = z. AO(w) F+ Z-vo(w) — Z6(w)- Thus, the randomness of ug is referred to the term z rg(w).
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o Assumption 3.4.1.b. imposes three constraints on the process X b defined on the pre-
scribed probability space: i) causality of the solution processes for a given admissible policy
i1) strong Markov property iii) continuity of exit-time. The causality property is always
satisfied in practical applications; uniqueness of the solution process X5 under any
admissible control process u guarantees it. The class of Strong Markov processes is fairly
large; for instance, it contains the solution of SDEs under some mild assumptions on the
drift and diffusion terms [Kry09, Thm. 2.9.4]. The almost sure continuity of the exit-time
with respect to the initial condition of the process is the only potentially restrictive part
of the assumptions. Note that this condition does not always hold even for deterministic
processes with continuous trajectories. One may need to impose conditions on the process
and possibly the sets involved in motion planning in order to satisfy continuity of the
mapping (t,x) — Xt x(?) at the given initial condition with probability one. We shall
elaborate on this issue and its ramifications for a class of diffusion processes in Section
3.5.

o Assumption 8.4.1.c. imposes a fairly standard assumption on the payoff functions. In
case {; is the indicator function of a given set, for example in (3.3), this assumption
requires the set to be open. This issue will be addressed in more details in Subsection
3.5.8, in particular how it can be reconciled with Assumption 3.2.2.a..

Let function J; : S x Uy — R be

n

Ji(t, z;u) = E[H& (Xi:u)] :

i=k ‘

where (Tk)?:k are as defined in (3.6).

i

The following Theorem, the main result of this section, establishes a dynamic programming
argument for the value function Vj in terms of the “successor” value functions (V;)7_, ;, all
defined as in (3.6). For ease of notation, we shall introduce deterministic times T,f_l, Tff 1, and
a trivial constant value function V1.

Theorem 3.4.3 (Dynamic Programming Principle). Consider the value functions (V;)}_; and
the sequential stopping times (Tjk)’;:k introduced in (3.6) where k € {1,--- ,n}. Under As-
sumptions 3.4.1, for all (t,z) € S and family of stopping times {0, w € Us} C Ty}, we have

n+1
Vi(t,2) < sup E[Z]I{T <9u<Tk}v* (0™, Xy Hz X5 ] (3.7a)
wueEU
n+1
Vi(t,2) > sup ]E[Z]I{T <guqk}vj* (0%, Xy Hz X5 ] (3.7b)
wuEU

where V* and Vj, are, respectively, the upper and the lower semicontinuous envelope of Vj,

T/: 1= t Vg1 = 1 and 7'nle is any constant time strictly greater than T, say T +1 =T+ 1.

Proof. See Appendix 3.8.2. O
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In our context the DPP proposed in Theorem 3.4.3 allows us to characterize the value
i kt1- That is, (3.7a) and (3.7b)
impose mutual constraints on a value function and subsequent value functions in the sequence.

function (3.6) through a sequence of value functions (V})

Moreover, the last function in the sequence is fixed to a constant by construction. Therefore,
assuming that an algorithm to sequentially solve for these mutual constraints can be established,
one could in principle use it to compute all value functions in the sequence and solve the original
motion planning problem. In Section 3.5 we show how, for a class of controlled diffusion
processes, the constraints imposed by (3.7) reduce to PDEs that the value functions need to
satisfy. This enables the use of numerical PDE solution algorithms for this purpose.

Remark 3.4.4 (Measurability). Theorem 3.4.3 introduces DPP’s in a weaker sense than the
standard DPP in stochastic optimal control problems [FS06]. Namely, one does not need to
verify the measurability of the value functions Vi in (3.3) so as to apply the DPP’s. Notice
that in general this measurability issue is non-trivial due to the supremum operation running
over possibly uncountably many policies.

3.5 The Case of Controlled Diffusions

In this section we come to the last step in our construction. We demonstrate how the DPP
derived in Section 3.4, in the context of controlled diffusion processes, gives rise to a series of
PDE’s. Each PDE is understood in the discontinuous viscosity sense with boundary conditions
in both Dirichlet (pointwise) and viscosity senses. This paves the way for using PDE numerical
solvers to numerically approximate the solution of our original motion planning problem for
specific examples. We demonstrate an instance of such an example in Section 3.6.

We first introduce formally the standard probability space setup for SDEs, then proceed
with some preliminaries to ensure that the requirements of the proposed DPP, Assumptions
3.4.1, hold. The section consists of subsections concerning PDE derivation and boundary
conditions along with further discussions on how to deploy existing PDE solvers to numerically
compute our PDE characterization.

Let Q be C([0,T],R*), the set of continuous functions from [0, 7] into R*, and let (z)i>0
be the canonical process, i.e., z:(w) == w;. We consider IP as the Wiener measure on the filtered
probability space (€2, F,IF), where I is the smallest right continuous filtration on € to which
the process (z)¢>0 is adapted. Let us recall that Iy := (F; s)s>0 is the auxiliary subfiltration
defined as F; 5 = O'(Zr\/t —z, 7 € [0, s]) Let U C R% be a control set, and U; denote the set
of all IF4- progressively measurable mappings into U. For every w = (u;)¢>0 we consider the
R?-valued SDE?

dXs = f(Xs,us)ds + o(Xs, us) dWs, Xi=z, s>t (3.8)

where f : R x U — R? and 0 : R? x U — R%*4= are measurable functions, and Wy := z, is the
canonical process.

3We slightly abuse notation and earlier used o for the sigma algebra as well. However, it will be always clear
from the context to which o we refer.
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S () i
@ n(x)

(a) Exterior cone condition holds at every (b) exterior cone condition fails
point of the boundary. at the point z—the only possi-

ble exterior cone at x is a line.

Figure 3.4: Exterior cone condition of the boundary

Assumption 3.5.1. We stipulate that
a. UC R™ is compact;

b. f and o are continuous and Lipschitz in first argument uniformly with respect to the
second;

c. The diffusion term o of the SDE (3.8) is uniformly non-degenerate, i.e., there exists
§ > 0 such that for all z € R? and v € U, ||o(z,u)o " (z,u)| > 4.

It is well-known that under Assumptions 3.5.1.a. and 3.5.1.b. there exits a unique strong
solution to the SDE (3.8) [Bor05]; let us denote it by (X;’x;")s%.

simplicity, we slightly modify the definition of X5, and extend it to the whole interval [0, 7]
where X" := z for all s in [0, ).

For future notational

In addition to Assumptions 3.5.1 on the SDE (3.8), we impose the following assumption on
the motion planning sets that allows us to guarantee the continuity of sequential exit-times, as
required for the DPP obtained in the preceding section.

Assumption 3.5.2 (Exterior Cone Condition). The open sets (A;)j-, satisfy the following
condition: for everyi € {1,--- ,n}, there are positive constants h, r an R%-value bounded map
n:AS — R? such that

Byi(z 4+ n(x)t) C A for allx € A and t € (0, h]

where B,.(x) denotes an open ball centered at = and radius r and A§ stands for the complement

of the set A;.

Remark 3.5.3 (Smooth Boundary). If the set A; is bounded and its boundary OA; is smooth,
then Assumption 8.5.2 holds. Furthermore, boundaries with corners may also satisfy Assump-
tion 3.5.2; Figure 3.4 depicts two different examples.
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3.5.1 A Sequential PDEs

In the context of SDEs, we show how the abstract DPP of Theorem 3.4.3 results in a sequence of
PDEs, to be interpreted in the sense of discontinuous viscosity solutions; for the general theory
of viscosity solutions we refer to [CIL92] and [FS06]. For numerical solutions to these PDEs,
one also needs appropriate boundary conditions which is addressed in the next subsection.

To apply the proposed DPP, one has to make sure that Assumptions 3.4.1 are satisfied.
As pointed out in Remark 3.4.2, the only nontrivial assumption in the context of SDEs is
Assumption 3.4.1.b.iii. The following proposition addresses this issue, and allows us to employ
the DPP of Theorem 3.4.3 for the main result of this subsection.

Proposition 3.5.4. Consider the SDE (3.8) where Assumptions 3.5.1 hold. Suppose the open
sets (A;))1q C B(RY) satisfy the exterior cone condition in Assumption 3.5.2. Let (@;.41:”)?:1
be the respective sequential exit-times as defined in Definition 3.3.1. Given intermediate times
(T3)1~, and control policy w € Uy, for any i € {1.--- ,n}, initial condition (t,x) € S, and
sequence of initial conditions (ty,, zy) — (t,x), we have

lm 7;(tm, xm) = 1i(t,x) P-a.s., Ti(t, x) = @fh:” (t,z) NT;.

m—r0o0
As a consequence, the stochastic mapping (t,x) Xi’,g(gtﬂ;) 18 continuous with probability one,
ie., lim Xttt — XU p_g s for all i.

Mmoo Ti(tm,Tm) 7 (t,x)

Proof. See Appendix 3.8.3. O

Let us recall again the Dynkin Operator associated with the SDE (3.8), as also introduced
in the Chapter 2.

Definition 3.5.5 (Dynkin Operator). Given u € U, we denote by L* the Dynkin operator
(also known as the infinitesimal generator) associated to the SDE (3.8) as

LYD(t, z) = 0pP(t, z) + f(x,u).0,P(t, x) + %TT[O'(CL', w)o ' (x,u)02d(t, x)],

where ® is a real-valued function smooth on the interior of S, with 0,® and 0, P denoting the
partial derivatives with respect to t and x, respectively, and 0?>® denoting the Hessian matriz
with respect to x.

Theorem 3.5.6 is the main result of this subsection, which provides a characterization of the
value functions Vj in terms of Dynkin operator in Definition 3.5.5 in the interior of the set of
interest, i.e., [0, T;[x Ag. We refer to [Kal97, Thm. 17.23] for details on the above differential
operator.

Theorem 3.5.6 (Dynamic Programming Equation). Consider the system (3.8), and suppose
that Assumptions 3.5.1 hold. Let the value functions Vi, : S — R? be as defined in (3.6),
where the sets (A;)P_ satisfy Assumption 3.5.2, and the payoff functions (¢;)?_ are all lower
semicontinuous. Then,
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o Vi, is a viscosity supersolution of

—sup LV, (t,x) >0 on [0, T[xAg;
uelU

o VI is a wiscosity subsolution of

—sup LV (t,z) <0 on [0, Ty[xAg.
uclU

Proof. The proof follows the same technique as in the proof of Theorem 2.4.10, which is briefly
sketched in Appendix 3.8.3. O

3.5.2 Boundary Conditions

To numerically solve the PDE of Theorem 3.5.6, one needs boundary conditions on the com-
plement of the set where the PDE is defined. This requirement is addressed in the following
proposition.

Proposition 3.5.7 (Boundary Conditions). Suppose that the hypotheses of Theorem 3.5.6
hold. Then the value functions Vi introduced in (3.6) satisfy the following boundary value

conditions:
Dirichlet: Vie(t, ) = Vieg1 (£, ) lp(2) on [0,T] x Az | J{Tk} x R?  (3.9a)
limsup Vi(t',2') < Vi (G a)l(x)  on [0,T3] x 0AR U{Tk} x Ak
Apdz’ =z
Viscosity: vt _ (3.9b)
lim inf Vk(t/, l‘/) > Vk_;,_l*(t,x)fk(l‘) on [O,Tk] X 8Ak U{Tk} X Ak
Ag P
f’ﬁ
Proof. See Appendix 3.8.3. O

Proposition 3.5.7 provides boundary condition for Vi in both Dirichlet (pointwise) and
viscosity senses. The Dirichlet boundary condition (3.9a) is the one usually employed to nu-
merically compute the solution via PDE solvers, whereas the viscosity boundary condition
(3.9b) is required for theoretical support of the numerical schemes and comparison results.

Remark 3.5.8. In the SDFE setting, one can, without loss of generality, extend the class of ad-
missible policies in the definition of Vi, to Uy, i.e., Vi (t,x) = supy,eyy, Ji(t, x5 u); for a rigorous
technology to prove this assertion see [BT11, Remark 5.2]. Thus, Vj is lower semicontinuous
as it is a supremum over a fized family of lower semicontinuous functions, see Lemma 3.8.2 in
Appendizx 3.8.3. In this light, one may argue that in the viscosity boundary condition (3.9b),
the second assertion is subsumed by the Dirichlet boundary condition (3.9a).

3.5.3 Discussion on Numerical Issues

For the class of controlled diffusion processes (3.8), Subsection 3.5.1 developed a PDE charac-
terization of the value function Vi within the set [0, T}[x Ay along with boundary conditions
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in terms of the successor value function Vj4; provided in Subsection 3.5.2. Since V41 = 1,
one can infer that Theorem 3.5.6 and Proposition 3.5.7 provide a series of PDE where the last
one has known boundary condition, while the boundary conditions of earlier in the sequence
are determined by the solution of subsequent PDE;, i.e., Vi1 provides boundary conditions for
the PDE corresponding to the value function Vj. Let us highlight once again that the basic
motion planning maneuver involving only two sets is effectively the same as the first step of
this series of PDEs and was studied in Chapter 2.

Before proceeding with numerical solutions, we need to properly address two technical
concerns:

(i) On the one hand, for the definition (3.2a) we need to assume that the goal set G; is closed
so as to allow continuous transition into G;; see Assumption 3.2.2.a. and the following
discussion. On the other hand, in order to invoke the DPP argument of Section 3.4 and its
consequent PDE in Subsection 3.5.1, we need to impose that the payoff functions (¢;)*,
are all lower semicontinuous; see Assumption 3.4.1.c. In the case of the value function V'

n

in (3.3a), this constraint results in (G;)!"_; all being open, which in general contradicts
Assumption 3.2.2.a..

(ii) Most of the existing PDE solvers provide theoretical guarantees for continuous viscosity
solutions, e.g., [Mit05]. Theorem 3.5.6, on the other hand, characterizes the solution to
the motion planning problem in terms of discontinuous viscosity solutions. Therefore,
it is a natural question whether we could employ any of available numerical methods to
approximate the solution of our desired value function.

Let us initially highlight the following points: Concerning (i) the contradiction is not ap-
plicable for the motion planning initial set (3.2b) since the goal set G; can be simply chosen to
be open without confining the continuous transitions. Concerning (ii), we would like to stress
that this discontinuous formulation is inevitable since the value functions defined in (3.3) are
in general discontinuous, and any PDE approach has to rely on discontinuous versions.

To address the above concerns, we propose an e-conservative but precise way of charac-
terizing the motion planning initial set. Given (W;, G;) € B(RY) x B(RY), let us construct a
smaller goal set G5 C G; such that G5 = {zr € G;|dist(z,G¢) > e}.* For sufficiently small
€ > 0 one may observe that W;\ G5 satisfies Assumption 3.5.2. Note that this is always possible
if W; \ G; satisfies Assumption 3.5.2 since one can simply take e < h/2, where h is as defined
in Assumption 3.5.2. Figure 3.5 depicts this situation.

Formally we define the payoff function £ : R — R as follows:
dist(z, G
F(z) = <1 _ ls(x’z)> v 0.
€

Replacing the goal sets G5 and payoff functions £; in (3.3a), we arrive at the value function

n
t,x; . Bi., .
Ve(t,z) = sup B| [ ] 65 (X,7) |, 0 =0, AT,  Bf =W;\G5.
u€EU; i—1 ¢
4dist(z, A) := infye ||z — y||, where || - || stands for the Euclidean norm.
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Figure 3.5: Construction of the sets G from G; as described in Subsection 3.5.3

It is straightforward to inspect that V* < V since G5 C G;. Moreover, with a similar technique
as in Theorem 2.5.1 (see the proof in Section 2.8.3), one may show that V (¢, z) = lim. o V°(t, x)
on the set (t,z) € [t, T[xR?, which indicates that the approximation scheme can be arbitrarily
precise. Note that the approximated payoff functions ¢ are, by construction, Lipschitz contin-
uous that in light of uniform continuity of the process, Lemma 3.8.4 in Appendix 3.8.3, leads
to the continuity of the value function V.5 Hence, the discontinuous PDE characterization of
Subsection 3.5.1 can be approximated arbitrarily closely in the continuous regime.

Let us recall that having reduced the motion planning problems to PDEs, numerical meth-
ods and computational algorithms exist to approximate its solution [Mit05]. In Section 3.6 we
demonstrate how to use such methods to address practically relevant problems. In practice,
such methods are effective for systems of relatively small dimension due to the curse of dimen-
sionally. To alleviate this difficulty and extend the method to large problems, we can leverage
on ADP [dFVRO03, DEFVR04, CRVRLO6] or other advances in numerical mathematics, such as
tensor trains [KO10, KS11]. The link between motion planning and the PDEs through DPP is
precisely what allows us to capitalize on any such developments in the numerics.

3.6 Application to a Biological Switch Example

When modeling uncertainty in biochemical reactions, one often resorts to countable Markov
chain models [Wil06] which describe the evolution of molecular numbers. Due to the Markov
property of chemical reactions, one can track the time evolution of the probability distribution
for molecular populations as a family of ordinary differential equations called the chemical
master equation (CME) [AGA09, ESKPGO05], also known as the forward Kolmogorov equation.

Though close to the physical reality, the CME is particularly difficult to work with analyti-
cally. One therefore typically employs different approximate solution methods, for example the
Finite State Projection method [Kha] or the moment closure method [SHO7]. Such approxima-
tion method resorts to approximating discrete molecule numbers by a continuum and capturing
the stochasticity in their evolution through a stochastic differential equation. This stochastic
continuous-time approximation is called the chemical Langevin equation or the diffusion ap-
prozimation, see for example [Kha] and the reference therein. The Langevin approximation can
be inaccurate for chemical species with low copy numbers; it may even assign a negative number

5This continuity result can, alternatively, be deduced via the comparison result of the viscosity characteriza-
tion of Theorem 3.5.6 together with boundary conditions (3.9b) [CIL92].
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to some molecular species. To circumvent this issue we assume here that the species of interest

come in sufficiently high copy numbers to make the Langevin approximation reasonable.

Multistable biological systems are often encountered in nature [BSSO1]. In this section we
consider the following chemical Langevin formulation of a bistable two gene network:

{dXt = (f(Yt,ux) — ,uxXt)dt + 3/ f (Y, ug ) AW 4 /i X d W2, Xo = 70 (3.10)

dY; = (9(Xp, uy) — pyYe)dt + /g(Xp, uy)AWP + \/p, VidWi, Yo = yo

where X; and Y; are the concentration of the two repressor proteins with the respective degrada-
tion rates p, and py; (W})i>o are independent standard Brownian motion processes. Functions
f and g are repression functions that describe the impact of each protein on the other’s rate
of synthesis controlled via some external inputs u, and wu,,.

In the absence of exogenous control signals, the authors of [Che(00] study sufficient conditions
on the drifts f and g under which the system dynamic (3.10) without the diffusion term has
two (or more) stable equilibria. In this case, system (3.10) can be viewed as a biological switch
network. The theoretical results of [Che00] are also experimentally investigated in [GCCO00] for
a genetic toggle switch in Fscherichia col.

Here we consider the biological switch dynamics where the production rates of proteins
are influenced by external control signals; experimental constructs that can be used to provide
such inputs have recently been reported in the literature [MSSO™T11]. The level of repression
is described by a Hill function, which models cooperativity of binding as follows:

07 k)

002k,
ynl + 0’{11 U/,

—=U
mn2+€32 )

fly,u) = g9(x, u) ==
where 6; are the threshold of the production rate with respective exponents n;, and k; are the
production scaling factors. The parameter u represents the role of external signals that affect
the production rates, for which the control sets are U, = [u,, U] and Uy = [u,,%Uy]. In this
example we consider system (3.10) with the following parameters: 6; = 40, pu; = 0.04, k; = 4
for both i € {1,2}, and exponents n; = 4, ny = 6. Figure 3.6(a) depicts the drift nullclines and
the equilibria of the system. The equilibria z, and z. are stable, while z; is the unstable one.
We should remark that the “stable equilibrium” of SDE (3.10) is understood in the absence of
the diffusion term as the noise may very well push the states from one stable equilibrium to
another.

We first aim to steer the number of proteins toward a target set around the unstable
equilibrium within a certain time horizon, say T3, by synthesizing appropriate input signals u,
and u, . During this task we opt to avoid the region of attraction of the stable equilibria as
well as low numbers for each protein; the latter justifies our Langevin model being well-posed
in the region of interest. These target and avoid sets are denoted, respectively, by the closed
sets B and A in Figure 3.6(b). In the second phase of the task, once the trajectory visits the
target set B, it is required to keep the molecular populations within a slightly larger margin
around the unstable equilibrium for some time, say T5; Figure 3.6(b) depicts this maintenance
margin by the open set C. In the context of reachability, the second phase is known as viability
[Aub9l, AP9S].
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Figure 3.6: State space of the biological switch (3.10) with desired motion planning sets.

In view of motion planning events introduced in Definition 3.2.1, the first phase of the
path can be expressed as (A ~» B)<r,, and the second phase as (C LN C); see (4.28) for
the detailed definitions of these symbols. By defining the joint process Z** = [X'#% yIvit],
with the initial condition z := [z,y]| and controller u = [u,,u,], the desired excursion is a
combination of the events studied in the preceding sections and, with a slight abuse of notation,
can be expressed by

{Z%’Z;u = (A~ B)<p, o (C KN )}

Though the desired path mixes the two events of Definition 3.2.1, one can still invoke the
framework of Section 3.3 and introduce the following value functions:

Vi(t,2) = sup B[1p(257") 10(255™) ], (3.11a)
wuEU; 1 2

Va(t, 2) == sup ]E[]lc(ztv;?“)], (3.11b)
ueU; T2

where 71 and 75 are defined in (3.6) with sets A; = (AU B)® and Ay := C. We define the
stopping time 73 = 042 A (7} + T3) to address the concatenation of heterogeneous events in
our specification..

The solution of the motion planning objective is the value function V; in (3.11a), which
in view of Theorem 3.5.6 is characterized by the Dynkin PDE operator in the interior of
[0, T1[x (AU B)¢. However, we first need to compute V5 in (3.11b) to provide boundary condi-
tions for Vj according to

Vi(t,2) =15(2)Va(t,2),  (,2) € [0,Th] x (AU B)| {T1} x R?, (3.12)
It is straightforward to observe that the boundary condition for the value function V3 is

Va(t,2) =1c(2),  (t,2) € [0, Ty + Ty x C°| J{Ty + To} x R?.
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(a) V2 in case of full controllability over both pro- (b) V2 in case only the production rate of protein
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Figure 3.7: The value function V5 as defined in (3.11b) corresponding to probability of staying
in C for 120 time units.

Therefore, we need to solve the PDE of V5 backward from the time 77 + 75 to T together with
the above boundary condition. Then, the value function V; can be computed via solving the
same PDE from T to 0 with boundary condition (3.12). The Dynkin operator £* reduces to

supL¢(t, z,y)

uel

= rz?gﬁ( {&f‘b + 6m¢(f(ya ua:) - Nrm) + 8y¢(g(x, uy) - Myy)
+ %85525(]0(3/’ Ug) + Nx$) + %0§¢(g(x, Uy) + ,Uyy)}
= 06— (0.6 — 5020) 2t — (940 — 5050 iy

+ max [f(y,ux)(axqb—i-%agd))]—f— max [g(:c,uy)(({)y(b-i-%@; )]

Uz €Uy, Uz Uy €[y, Uy

Thanks to the linearity of the drift term in u, an optimal policy can be expressed in terms of
derivatives of the value functions V; and V5 as

(tl‘y)_ Uﬁ(t7x?y) lf (7 ’ ) 162 (’ 7y)207
Qx<t7x7y) lf T ’L( I 7 ) 182 ( I 79) < 07
P G B N ACENRS AR
Qy(taxay) if ( y Uy Y ) 162 ( a%@/) < Oa

where ¢ € {1,2} corresponds to the phase of the motion.

For this system we investigate two scenarios: one where full control over both production
rates is possible and one where only the production rate of protein x can be controlled. Ac-
cordingly, in the first scenario we set u, = u, = 0 and u, = u, = 2 while in the second we set
uz =0, Uy =2 and uy = u, = 1. Figure 3.7 depicts the probability distribution of staying in set
C within the time horizon T; = 120 time units © in terms of the initial conditions (z,y) € R2.

SNotice that the half-life of each protein is assumed to be 17.32 time units
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Figure 3.8: The value function V; as defined in (3.11a) corresponding to probability of staying
in C for 120 time units, once it reaches B while avoiding A within 60 time units.

Vs is zero outside set C, as the process has obviously left C'if it starts outside it. Figures 3.7(a)
and 3.7(b) demonstrate the first and second scenarios, respectively. Note that in the second
case the probability of success dramatically decreases in comparison to the first. This result
indicates the importance of full controllability of the production rates for the achievement of
the desired control objective.

Figure 3.8 depicts the probability of successively reaching set B within the time horizon
T1 = 60 time units and staying in set C' for T = 120 time units thereafter. Since the objective is
to avoid A, the value function V; takes zero value on A. Figures 3.8(a) and 3.8(b) demonstrate
the first and second control scenarios, respectively. It is easy to observe the non-smooth
behavior of the value function V; on the boundary of set B in Figure 3.8(b). This is indeed a
consequence of the boundary condition (3.12). All simulations in this subsection were obtained
using the Level Set Method Toolbox [Mit05] (version 1.1), with a grid 121 x 121 in the region
of interest.

3.7 Summary and Outlook

We introduced different notions of stochastic motion planning problems. Based on a class of
stochastic optimal control problems, we characterized the set of initial conditions from which
there exists an admissible policy to execute the desired maneuver with probability no less than
some pre-specified value. We then established a weak DPP in terms of auxiliary value functions.
Subsequently, we focused on a case of diffusions as the solution of a controlled SDE, and
investigated the required conditions to apply the proposed DPP. It turned out that invoking
the DPP one can solve a series of PDEs in a recursive fashion to numerically approximate
the desired initial set as well as the admissible policy for the motion planning specifications.
Finally, the performance of the proposed stochastic motion planning notions was illustrated
for a biological switch network.
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For future work, as Theorem 3.4.3 holds for the broad class of stochastic processes whose
sample paths are right continuous with left limits, one may study the required conditions of
the proposed DPP (Assumptions 3.4.1) for a larger class of stochastic processes, e.g., controlled
Markov jump-diffusions. Furthermore, motivated by the fact that full state measurements may
not be available in practice, an interesting question is to address the motion planning objective
with imperfect information, i.e., an admissible control policy would be only allowed to utilize
the information of the process Yy := h(Xj) where h : R? — R% is a given measurable mapping.

3.8 Appendix

This Appendix collects the missing proofs throughout the chapter.

3.8.1 Proofs of Section 3.3
Proof of Lemma 3.3.2. Let T4 be the first exit-time from the set A;:
T4,(t,2) = inf{s >0 : XpU% ¢ A} (3.13)

We know that 74 is an Fy-stopping time [EK86, Thm. 1.6, Chapter 2]. Let w(-) > dg(w(-)) =
w(s+ -) be the time-shift operator. From the definition it follows that for all i > 0

@;4_&171 — @;/Al:n + TAZ o 79614171, .

Now the assertion follows directly in light of the measurability of the mapping ¥ and right
continuity of the filtration IFy; see [EK86, Prop. 1.4, Chapter 2] for more details in this regard.
O

Before proceeding with the proof of Theorem 3.3.3, we start with a fact which is an imme-
diate consequence of right continuity of the process X*:

Fact 3.8.1. Fiz a control policy w € Uy and an initial condition (t,x) € S. Let (A;)"_; C B(RY)
be a sequence of open sets. Then, for all i € {1,--- ,n}

Xhun o g A on {@;41:" < oo},

Alin
61'

where (@;41’”)?_

_, are the sequential exit-times in the sense of Definition 3.5.1.

Proof of Theorem 3.3.3. We first show (3.4). Observe that it suffices to prove that

n
{XW;“ = [(Wy ~ G1) o0 (Wy ~ Gn)}g} =N {X;f;u = Gi} (3.14)

i=1
for all initial conditions (¢, x) and policies u, where the stopping time 7; is as defined in (3.3a).
Let w belong to the left-hand side of (3.14). In view of the definition (3.1a), there exists a set
of instants (s;)?_, C [t, T] such that for all i, X5%*(w) € G; while X%(w) € W; \ G; = B;
for all » € [s;_1,s;[, where we set sy = t. It then follows by an induction argument that
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ni(w) = 9B1 " = s;, which immediately leads to X”(“;( w) € G; for all i < n. This proves the
relation “ C 7 between the left- and right-hand sides of (3.14). Now suppose that w belongs
to the right-hand side of (3.14). Then, we have X;;on;(w) € G; for all i < n. In view of
the definition of stopping times 7; in (3.3a), it follows that X, "*(w) € B; = W; \ G; for
all 7 € [mi—1(w),n;(w)[. Introducing the time sequence s; := n;(w) implies the relation “ O ”
between the left- and right-hand sides of (3.14). Together with preceding argument, this implies

(3.14).
To prove (3.5) we only need to show that

{X%@?“ =W @)oo (W, I Gn)} - é {X%’f;” €Gin m} (3.15)

for all initial conditions (¢, ) and policies u, where the stopping time 7); is introduced in (3.3b).
To this end, let us fix (t,2) € S and uw € Uy, and assume that w belongs to the left-hand side
of (3.15). By definition (3.1b), for all i« < n we have Xélf;u(w) € G; and X% (w) € W; for
all r € [T;—1,T;]. By a straightforward induction, we see that 7;(w) = T;, and consequently
X%:on; (w) € G;NW; for all i < n. This establishes the relation “ C ” between the left- and
right-hand sides of (3.15). Now suppose w belongs to the right-hand side of (3.15). Then, for

t,z;u

all ¢ < n we have X~( )( w) € G; N W;. By virtue of Fact 3.8.1 and an induction argument
once again, it is guaranteed that 7;(w) = T;, and consequently it follows that X t’x;u(w) € G;

and X;""(w) € W; for all r € [Tj_1,T;]. This establishes the relation “ > ” in (3.15), and the
assertion follows. O
3.8.2 Proofs of Section 3.4

Before proceeding with the proof of Theorem 3.4.3, we need a preparatory lemma.

Lemma 3.8.2. Under Assumptions 3.4.1.b.iii. and 3.4.1.c., the functionS 3 (t,z) — Jx(t,x;u) €

R is lower semicontinuous for all k € {1,--- ,n} and control policy u € Uy.
Proof. Fix k € {1,...,n}. It is obvious that the function Jj is uniformly bounded since ¢}, are.
Therefore,

n

. ERTR) CEN . S,Yu
it o) = it B[] EL;&&&). 140k

- im i ; S,y ta: u o .
2 E|: =k (Slé!r)n_:aafm) gl (XTZ'k(S’y i| Z |: g k(S y i| - Jk(t7 Z; ’U,),

where the inequality in the first line follows from the Fatou’s lemma, and the second inequality
in the second line is a direct consequence of Assumptions 3.4.1.b.iii. and 3.4.1.c. 0

Proof of Theorem 3.4.3. The proof extends the main result of Theorem 2.4.7 on the so-called
reach-avoid maneuver. Let u € Uz, 0 := 0% € T, 1), and uy be the random policy as introduced
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in Assumption 3.4.1.b.ii. Then we have

n n+1
E[Hei(x;gﬂ }fe] ] <W}E[He Xt ‘]’g]H( Xt
i=k
n+1
_Zn{Tk_1S(,<Tk}J (6, X" u HE Xhe) (3.16a)
n+1 j—1
< an (<oeriy Vi(0, Xg ™) T] 6 (X357) (3.16b)

7

i=k

where (3.16a) follows from Assumption 3.4.1.b.ii. and right continuity of the process, and
(3.16b) is due to the fact that uy € Upy(, for each realization w € . In light of the tower
property of conditional expectation [Kal97, Thm. 5.1], arbitrariness of u € U;, and obvious
inequality V; < V*, we arrive at (3.7a).

To prove (3.7b), consider uniformly bounded upper semicontinuous functions (gbj)?:k -
USC(S) such that ¢; < V;_ on S. Mimicking the ideas in the proof of Theorem 2.4.7 and
due to Lemma 3.8.2, one can construct an admissible control policy uj for any € > 0 and
j € {k,---,n} such that

¢;(t,z) — 3e < J;(t, z;u3) V(t,x) €S. (3.17)
Let us fix u € U; and ¢ > 0, and define
n
vt = ]l[tyg]u + ]]-]H,T] Zk ]].{le;71§0<7_])‘¢}11,§, (318)
]:

where u$ satisfies (3.17). Notice that Assumption 3.4.1.a. ensures v¢ € U;. By virtue of the
tower property, Assumptions 3.4.1.b.i. and 3.4.1.b.ii., and the assertions in (3.17) and (3.18),
it follows

- i=k ’
rn+1

=E Z% - <oerty i ( (6, X" u He X”“]
- =k

-n+1 )
=B X oy (000 X57) — 3¢) e (Xi?;“)} .
o i=k

Now, consider a sequence of increasing continuous functions (gﬁ?)meN that converges point-wise

to Vj,. The existence of such sequence is ensured by Lemma 3.8.2, see [Ren99, Lemma 3.5].
By boundedness of (¢;)7_; and the dominated convergence Theorem, we get

n+1
Vk(t, 1‘) > ]E|:Z]1{Tjk1<9<Tf}<‘/j*(0uXé7xu 38) HE txu :|
=k

Since u € U; and € > 0 are arbitrary, this leads to (3.7b). O
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3.8.3 Proofs of Section 3.5

Proof of Proposition 3.5.4. The key step in the proof relies on the two Assumptions 3.5.1.c.
and 3.5.2. There is a classical result on non-degenerate diffusion processes indicating that if
the process starts from the tip of a cone, then it enters the cone with probability one [RB9IS,
Corollary 3.2, p. 65]. This hints at the possibility that the aforementioned Assumptions together
with almost sure continuity of the strong solution of the SDE (3.8) result in the continuity of
sequential exit-times @;41’" and consequently 7;. In the following we shall formally work around
this idea.

Let us assume that t,, < t for notational simplicity, but one can effectively follow similar
arguments for t,, > t. By the definition of the SDE (3.8),

T T
XL mith — Xfm’zm;u +/ f(X;m’mm;",us)dst/ cr(Xé”“”””““,us)dI/VS P-a.s.
t t
By virtue of [Kry09, Thm. 2.5.9, p. 83], for all ¢ > 1 we have

B[ sup [[xpe — Xt w2 < Cy(g, T, KBl — Xfroomv ]
ret,T)

< 22710y (g, T, K)B [l = w1 + [ — X{m 7],
whence, in light of [Kry09, Corollary 2.5.12; p. 86], we get

B[ sup [[xton - Xpronw | < Coq, T K Jall) (e = w2+ [t = ta]%). (3.19)
re(t,T)

In the above inequalities, K is the Lipschitz constant of f and o mentioned in Assumption
3.5.1.b.; C and Cy are constant depending on the indicated parameters. Hence, in view of
Kolmogorov’s continuity criterion [Pro05, Corollary 1 Chap. IV, p. 220], one may consider a
version of the stochastic process X LT3 which is continuous in (t,z) in the topology of uniform
convergence on compacts. This leads to the fact that P-a.s, for any € > 0, for all sufficiently
large m,

Xfmotmit € B (XFOP0%) | Vr € [ty TY, (3.20)

where B.(y) denotes the ball centered at y and radius . For simplicity, let us define the
shorthand 7" = 7;(tm, T).” By the definition of 7; and Definition 3.3.1, since the set A; is
open, we conclude that

Je >0, U Bxlmo)nA;=0  P-as. (3.21)

s€lr)_ 1,77

By definition 7'8 = 10(to, o) = to. As an induction hypothesis, let us assume 7'Z»0_1 is P-a.s.

continuous, and we proceed with the induction step. One can deduce that (3.21) together with
(3.20) implies that P-a.s. for all sufficiently large m,

Xﬁm’mm;" € A, Vr € [tm,TO[.

"This notation is only employed in this proof.
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In conjunction with P-a.s. continuity of sample paths, this immediately leads to
liminf 7;" := lim inf 7 (¢, 1) > Ti(t0, Z0) P-a.s. (3.22)
m—0o0 m—0o0
On the other hand, as mentioned earlier, the Assumptions 3.5.1.c. and 3.5.2 imply that the
set of sample paths that hit the boundary of A; and do not enter the set is negligible [RB9S,
Corollary 3.2, p. 65]. Hence

V8 >0, 3se€ [0 (tg,x0), 0 (t, mo) + 6], X0 € A, P-as.

Hence, in light of (3.20), P-a.s. there exists € > 0, possibly depending on §, such that for all
sufficiently large m we have

X;m»xrn?u c Bg(X;O#UO;u) C Azc

Recalling the induction hypothesis, we note that in accordance with the definition of sequen-
tial stopping times GZ-AI:”, one can infer that @iAL" (tmyxm) < s < @Z-AL" (to, o) + 9. From
arbitrariness of § and the definition of 7;, this leads to

lim sup 7; (¢, ) == limsup <@;41=" (tims Tm) A TZ) < 7i(to, xo) P-a.s.,

m—0o0 m—0o0
where in conjunction with (3.22), P-a.s. continuity of the map (¢,x) — 7;(t,z) at (to,xo) for
any ¢ € {1,--- ,n} follows. The assertion follows by induction.
The continuity of the mapping (¢, x) — X;:ftZ«) follows immediately from the almost sure
continuity of the stopping time 7;(¢, ) in conjunction with the almost sure continuity of the ver-
sion of the stochastic process X"*" in (t,x); for the latter let us note again that Kolmogorov’s

continuity criterion guarantees the existence of such a version in light of (3.19). O

Proof of Theorem 3.5.6. Here we briefly sketch the proof in words, and refer the reader to the
proof of Theorem 2.4.10 for detailed arguments concerning the same technology to prove the
assertion of the Theorem. Note that any IFi-progressively measurable policy w € U; satisfies
Assumptions 3.4.1.a.. It is a classical result [Wks03, Chap. 7] that the strong solution X LU gat-
isfies Assumptions 3.4.1.b.i. and 3.4.1.b.ii. Furthermore, Proposition 3.5.4 together with almost
sure path-continuity of the strong solution guarantees Assumption 3.4.1.b.iii. Hence, having
met all the required assumptions of Theorem 3.4.3, one can employ the DPP (3.7). Namely,
to establish the assertion concerning the supersolution, for the sake of contradiction, one can
assume that there exists (tg, zo) € [0, Tx[x Ak, and a smooth function ¢ dominated by the value
function Vi, where (Vi —¢)(to, zo) = 0, such that for some § > 0, —sup,,cyy L*@(to, o) < —26.
Since ¢ is smooth, the map (¢, x) — L"¢(t, x) is continuous. Therefore, there exist u € U and
r > 0 such that B, (t9, z0) C [0, Tk[xAx and —L"¢(t,z) < —4 for all (¢,z) in B, (t9, zo). Let us
define the stopping time 6(t, x) as the first exit time of trajectory X5 from the ball B, (to, x0).
Note that by continuity of solutions to (3.8), t < 6(t,z) IP- a.s. for all (¢,z) € B, (to,zo). There-
fore, selecting r > 0 sufficiently small so that 8 < 7, and applying 1t6’s formula, we see that
for all (t,z) € B,(tg,xo), ¢(t,x) < IE[qb(H(t,x),X;’(sz))]. Now it suffices to take a sequence
(tms Ty Vi (tms Tm))men converging to (to, zo, Vi (to, 2o)). For sufficiently large m we have
V(tm, Tm) < E[Vk*(ﬁ(tm, Tm), Xg’(*;;:’;:))] which, in view of the fact that 0(t,,, zy,) < 7% A Tk,
contradicts the DPP in (3.7a). The subsolution property is proved effectively in a similar
fashion. O
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To provide boundary conditions, in particular in the viscosity sense (3.9b), we need some

preliminaries as follows:

Fact 3.8.3. Consider a control policy uw € Uy and initial condition (t,x) € S. Given a sequence
of (A", C B(RY) and stopping time 0 € Ty, for allk € {1,--- ,n} and j > i > k we have

Ok (t,x) = 05 (0, X" on {O(t,x) <0 < O (t,x)}

Lemma 3.8.4. Suppose that the conditions of Proposition 3.5.4 hold. Given a sequence of
control policies (Um)men C U and initial conditions (ty,, Ty) — (¢, ), we have
. t m tmy m;Um . A m
i Xy~ Xy =0 P, nte) = 08 (60 AT

Note that Lemma 3.8.4 is indeed a stronger statement than Proposition 3.5.4 as the desired
continuity is required uniformly with respective to the control policy. Let us highlight that the
stopping times 7;(¢, x) and 7;(ty,, ) are both effected by control policies u,,. But nonetheless,
the mapping (¢, z) — X5%"™ is almost surely continuous irrespective of the policies (U, )men.

For the proof we refer to an identical technique used in the proof of Lemma 2.4.11 in Section
2.8.2.

Proof of Proposition 3.5.7. The boundary condition in (3.9a) is an immediate consequence of
the definition of the sequential exit-times introduced in Definition 3.3.1. Namely, for any initial
state x € Aj we have @?’“" (t,z) =t, and in light of Fact 3.8.3 for all i € {k,--- ,n}

O (t,x) = 0" (tr),  V(t,z) €[0,Ti) x Ag| J{Ti} x RY

)

Since 7f =t for the above initial conditions, then X b — 2 which yields to (3.9a).
k

For the boundary conditions (3.9b), we show the first assertion; the second follows similarly.
Let (tm,mm) — (t,x) where t,, < T} and x,, € Ag. Invoking the DPP in Theorem 3.4.3 and
introducing 6 = 7 41 in (3.7a), we reach

Vie(tm, Tm) < sup E [Vkﬂ (7']]:, Xtm’xm’u)fk (Xi’,?’xm;u)].
uely Tk k
Note that one can replace a sequence of policies in the above inequalities to attain the supre-
mum running over all policies. This sequence, of course, depends on the initial condition
(tm,xm). Hence, let us denote it via two indices (wy, j)jen. One can deduce that there exists
a subsequence of (uy,,);jen such that

lim Vi(tm,Zm) < lim lim ]E[Vk+1 (T/];,Xtm’xm’umJ)ﬁk(XZ:’xm;um’j)]
k

=00 i Him
< )
= E{ fim Vk+1(TkaXt]7xJ7um ) e (X t:xyum])} (3.23)
= Vi (8, 2) () (3.24)
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where (3.23) and (3.24) follow, respectively, from Fatou’s lemma and the uniform continuity
assertion in Lemma 3.8.4. Let us recall that by Lemma 3.8.4 we know 7 (t;, ;) — 7F(t,z) =t
as j — oo uniformly with respect to the policies (um;)jen. Similar analysis would follow for
the second part of (3.9b) by using the other side of DPP in (3.7b). O
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CHAPTER 4 .

A Tractable Approach with Probabilistic
Performance Index

The second part of this thesis presents a novel perspective along with a scalable methodology
to design a fault detection and isolation (FDI) filter for high dimensional nonlinear systems.
Previous approaches on FDI problems are either confined to linear systems or they are only
applicable to low dimensional dynamics with specific structures. In contrast, shifting attention
from the system dynamics to the disturbance inputs, we propose a relaxed design perspective
to train a linear residual generator given some statistical information about the disturbance
patterns. That is, we propose an optimization-based approach to robustify the filter with
respect to finitely many signatures of the nonlinearity. We then invoke existing results in ran-
domized optimization to provide theoretical guarantees for the performance of the proposed
filer. Finally, motivated by a cyber-physical attack emanating from the vulnerabilities intro-
duced by the interaction between IT infrastructure and power system, we deploy the developed
theoretical results to detect such an intrusion before the functionality of the power system is
disrupted.

4.1 Introduction

The task of FDI in control systems involves generating a diagnostic signal sensitive to the
occurrence of specific faults. This task is typically accomplished by designing a filter with
all available information as inputs (e.g., control signals and given measurements) and a scalar
output that implements a non-zero mapping from the fault to the diagnostic signal, which is
known as the residual, while decoupling unknown disturbances. The concept of residual plays
a central role for the FDI problem which has been extensively studied in the last two decades.

In the context of linear systems, Beard and Jones [Bea7l, Jon73] pioneered an observer-
based approach whose intrinsic limitation was later improved by Massoumnia et al. [MVW89].
Following the same principles but from a game theoretic perspective, Speyer and coauthors
thoroughly investigated the approach in the presence of noisy measurements [CS98b]. Nyberg
and Frisk extended the class of systems to linear differential-algebraic equation (DAE) appar-
ently subsuming all the previous linear classes [NF06]. This extension greatly enhanced the
applicability of FDI methods since the DAE models appear in a wide range of applications,
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including electrical systems, robotic manipulators, and mechanical systems.

For nonlinear systems, a natural approach is to linearize the model at an operating point,
treat the nonlinear higher order terms as disturbances, and decouple their contributions from
the residual by employing robust techniques [SF91, HP96]. This strategy only works well
if either the system remains close to the chosen operating point, or the exact decoupling is
possible. The former approach is often limited, since in the presence of unknown inputs the
system may have a wide dynamic operating range, which in case linearization leads to a large
mismatch between linear model and nonlinear behavior. The latter approach was explored
in detail by De Persis and Isidori, who in [PI01] proposed a differential geometric approach
to extend the unobservibility subspaces of [Mas86, Section IV], and by Chen and Patton,
who in [CP82, Section 9.2] dealt with a particular class of bilinear systems. These methods
are, however, practically limited by the need to verify the required conditions on the system
dynamics and transfer them into a standard form, which essentially involve solving partial
differential equations, restricting the application of the method to relatively low dimensional
systems.

Motivated by this shortcoming, in this chapter we develop a novel approach to FDI which
strikes a balance between analytical and computational tractability, and is applicable to high
dimensional nonlinear dynamics. For this purpose, we propose a design perspective that ba-
sically shifts the emphasis from the system dynamics to the family of disturbances that the
system may encounter. We assume that some statistical information of the disturbance pat-
terns is available. Following [NF06] we restrict the FDI filters to a class of linear operators
that fully decouple the contribution of the linear part of the dynamics. Thanks to the linearity
of the resulting filter, we then trace the contribution of the nonlinear term to the residual,
and propose an optimization-based methodology to robustify the filter to the nonlinearity sig-
natures of the dynamics by exploiting the statistical properties on the disturbance signals.
The optimization formulation is effectively convex and hence tractable for high dimensional
dynamics. Some preliminary results in this direction were reported in [MEVAL12|, while an
application of our approach in the presence of measurement noise was successfully tested for
wind turbines in [SMEKIL13].

The performance of the proposed methodology is illustrated in an application to an emerg-
ing problem in cyber security of power networks. In modern power systems, the cyber-physical
interaction of IT infrastructure (SCADA systems) with physical power systems renders the
system vulnerable not only to operational errors but also to malicious external intrusions. As
an example of this type of cyber-physical interaction we consider here the Automatic Gener-
ation Control (AGC) system, which is one of the few control loops in power networks that
are closed over the SCADA system without human operator intervention. In earlier work
[MEVM*10, MEVM™11] we have shown that, having gained access to the AGC signal, an
attacker can provoke frequency deviations and power oscillations by applying sophisticated
attack signals. The resulting disruption can be serious enough to trigger generator out-of-step
protection relays, leading to load shedding and generator tripping. Our earlier work, however,
also indicated that an early detection of the intrusion may allow one to disconnect the AGC
and limit the damage by relying solely on the so-called primary frequency controllers. In this
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chapter we show how to mitigate this cyber-physical security concerns by using the proposed
FDI scheme to develop a protection layer which quickly detects the abnormal signals generated
by the attacker. This approach to enhancing the cyber-security of power transmission systems
led to an EU patent sponsored by ETH Zurich [MEVAL].

The chapter is organized as follows. In Section 4.2 a formal description of the FDI problem
as well as the outline of the proposed methodology is presented. A general class of nonlinear
models is described in Section 4.3. Then, reviewing residual generation for the linear models,
we develop an optimization-based framework for nonlinear systems in Section 4.4. Theoretical
guarantees are also provided in the context of randomized algorithms. We apply the developed
methodology to the AGC case study in Section 4.5, and finally conclude with some remarks
and directions for future work in Section 4.6. For better readability, the technical proofs of
Sections 4.4.2 and 4.4.3 are moved to the appendices.

Notation

Here is a partial notation list which will be also explained in more details later in the chapter:

e The symbols N and R, denote the set of natural and nonnegative real numbers, respectively.

e Let A € R™™™ be an n x m matrix with real values. Then, the transpose of the matrix A is
denoted by AT € R™*",

e Let v := [vy, -+ ,v,]T be a vector in R™. Then [jvs = /> ", v? is the Euclidean vector

norm. The infinity norm of v is also denoted by ||v||ec = max;<y, |v;].
e Given A € R™™ || All2 := 7 (A), where 7 is the maximum singular value of the matrix.
e W™ denotes the set of piece-wise continuous (p.w.c.) functions taking values in R™.

e WY is the restriction of W™ into the time interval [0, T, which is endowed with the Lo-inner
product, i.e., (e1,es) == fOT el (t)ea(t)dt with associated Lo-norm |le]|z, = \/(e,€).

e The linear operator p : W™ — W" is the distributional derivative operator. In particular, if
e: Ry — R” is a smooth mapping then ple(t)] == %e(t).

e Let G be a linear matrix transfer function. Then |G|y, = sup,er (G (jw)), where 7 is
the maximum singular value of the matrix G(jw).

e Given a probability space (2, IF, P), we denote by P™ the n-fold product probability measure
on (Q" F™).
4.2 Problem Statement and Outline of the Proposed Approach

In this section, we provide the formal description of the FDI problem as well as our new design
perspective. We will also outline our methodology to tackle the proposed perspective.
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4.2.1 Formal Description

The objective of the FDI design is to use all information to generate a diagnostic signal to
alert the operators to the occurrence of a specific fault. Consider a general dynamical system
as in Figure 4.1 with its inputs categorized into (i) unknown inputs d, (ii) fault signal f,
and (iii) known inputs u. The unknown input d represents unknown disturbances that the
dynamical system encounters during normal operation. The known input u contains all known
signals injected to the system which together with the measurements y are available for FDI
tasks. Finally, the input f is a fault (or an intrusion) which cannot be directly measured and
represents the signal to be detected.

d —>

f —>{ System Dynamics >| FDI Filter f—> 7

u >

Figure 4.1: General configuration of the FDI filter

The FDI task is to design a filter whose input are the known signals (u and y) and whose
output (known as the residual and denoted by r) differentiates whether the measurements are a
consequence of some normal disturbance input d, or due to the fault signal f. Formally speak-
ing, the residual can be viewed as a function r(d, f), and the FDI design is ideally translated
as the mapping requirements

dw—r(d,0)=0, (4.1a)
Fesr(d f)#0, Vd (4.1b)

where condition (4.1a) ensures that the residual of the filter, 7, is not excited when the system
is perturbed by normal disturbances d, while condition (4.1b) guarantees the filter sensitivity
to the fault f in the presence of any disturbance d.

The state of the art in FDI concentrates on the system dynamics, and imposes restrictions
to provide theoretical guarantees for the required mapping conditions (4.1). For example,
the authors in [NFO06] restrict the system to linear dynamics, whereas [HKEY99, PI01] treat
nonlinear systems but impose necessary conditions in terms of a certain distribution connected
to their dynamics. In an attempt to relax the perfect decoupling condition, one may consider
the worst case scenario of the mapping (4.1) in a robust formulation as follows:

min vy
v
RP: ¢ s.t. Hr(d, O)H <7, Yd € D (4.2)
fr(d, f)#0, VdeD,
where D is set of normal disturbances, « is the alarm threshold of the designed filter, and the
minimization is running over a given class of FDI filters. In view of formulation (4.2), an alarm

is only raised whenever the residual exceeds 7, i.e., the filter avoids any false alarm. This,
however, comes at the cost of missed detections of the faults whose residual is not bigger than
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the threshold ~. In the literature, the robust perspective RP has also been studied in order for a
trade-off between disturbance rejection and fault sensitivity for a certain class of dynamics, e.g.,
see [CP82, Section 9.2] for bilinear dynamics and [FF12] for multivariate polynomial systems.

4.2.2 New Design Perspective

Here we shift our attention from the system dynamics to the class of unknown inputs D. We
assume that the disturbance signal d comes from a prescribed probability space and relax
the robust formulation RP by introducing probabilistic constraints instead. In this view, the
performance of the FDI filter is characterized in a probabilistic fashion.

Assume that the signal d is modeled as a random variable on the prescribed probability
space (2, F,P), which takes values in a metric space endowed with the corresponding Borel
sigma-algebra. Assume further that the class of FDI filters ensures the measurability of the
mapping d — r where r also belongs to a metric space. In light of this probabilistic framework,
one may quantify the filter performance from different perspectives; in the following we propose
two of them:

min 7y min vy
2! 8!
AP: ¢ st. E[J(||r(d,0)])] <~ CP:q st P(|r(d,0) <v)>1-¢ (4.3)
fror(d, f) #£0, VdeD, fror(d, f) £0, VdeD,
where E[-] in AP is meant with respect to the probability measure P, and || - || is the corre-

sponding norm in the r space. The function J : Ry — Ry in AP and € € (0, 1) in CP are design
parameters. To control the filter residual generated by d, the payoff function J is required to be
in class Koo, i.€., J is strictly increasing and J(0) = 0 [Kha92, Def 4.2, p. 144]. Minimizations
in the above optimization problems are over a class of FDI filters which is chosen a priori, as
detailed in subsequent sections.

Two formulations provide different probabilistic interpretations of fault detection. The
program AP stands for “Average Performance” and takes all possible disturbances into account,
but in accordance with their occurrence probability in an averaging sense. The program CP
stands for “Chance Performance” and ignores an e-fraction of the disturbance patterns and
only aims to optimize the performance over the rest of the disturbance space. Note that in the
CP perspective, the parameter ¢ is an additional design parameter to be chosen a priori.

Let us highlight that the proposed perspectives rely on the probability distribution P,
which requires prior information about possible disturbance patterns. That is, unlike the
existing literature, the proposed design prioritizes between disturbance patterns in terms of
their occurrence likelihood. From a practical point of view this requirement may be natural;
in Section 4.5 we will describe an application of this nature.

4.2.3 Outline of the Proposed Methodology

We employ randomized algorithms to tackle the formulations in (4.3). We generate n indepen-
dent and identically distributed (i.i.d.) scenarios (d;)!; from the probability space (2, F,P),
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and consider the following optimization problems as random counterparts of those in (4.3):

min v mvin v
— v —
AP:q st L300 J(Ir(d,0)])) <y CP:q st maxr(di, 0) <+ (4.4)
frr(d f)#0, VdeD frsr(d f)#£0, VdeD,

Notice that the optimization problems AP and CP are naturally stochastic as they depend on

the generated scenarios (d;)!"_;, which is indeed a random variable defined on n-fold product
probability space (Q", F™,P™). Therefore, their solutions are also random variables. In this
work, we first restrict the FDI filters to a class of linear operators in which the random pro-
grams (4.4) are effectively convex, and hence tractable. In this step, the FDI filter is essentially
robustified to n signatures of the dynamic nonlinearity. Subsequently, invoking existing results
on randomized optimization (e.g., [CG08, Call0, Hanl12]) we will provide probabilistic guar-
antees on the relation of programs (4.3) and their probabilistic counterparts in (4.4), whose
precision is characterized in terms of the number of scenarios n. We should highlight that the
design parameter £ of CP in (4.3) does not explicitly appear in the random counterpart CP
in (4.4). However, as we will clarify in 4.4.3, the parameter € contributes to the probabilistic
guarantees of the design.

4.3 Model Description and Basic Definitions

In this section we introduce a class of nonlinear models along with some basic definitions, which
will be considered as the system dynamics in Figure 4.1 throughout the chapter. Consider the
nonlinear differential-algebraic equation (DAE) model

E(x)+ H(p)x+ L(p)z+ F(p)f =0, (4.5)

where the signals x,z, f are assumed to be piece-wise continuous (p.w.c.) functions from
R, into R™ R"= R™  respectively; we denote the spaces of such signals by W™= W™= W"f,
respectively. Let n, be the number of rows in (4.5), and E : R™ — R" be a Lipschitz contin-
uous mapping. The operator p is the distributional derivative operator [Ada75, Section I], and
H, L, F are polynomial matrices in the operator p with n, rows and n,,n.,n; columns, respec-
tively. In the setup of Figure 4.1, the signal x represents all unknowns signals, e.g., internal
states of the system dynamics and unknown disturbances d. The signal z contains all known
signals, i.e., it is an augmented signal including control input u and available measurements y.
The signal f stands for faults or intrusion which is the target of detection. We refer to [Shc07]
and the references therein for general theory of nonlinear DAE systems and the regularity of
their solutions.

One may extend the space of functions z, z, f to Sobolev spaces, but this is outside the
scope of our study. On the other hand, if these spaces are restricted to the (resp. right) smooth
functions, then the operator p can be understood as the classical (resp. right) differentiation
operator. Throughout this chapter we will focus on continuous-time models, but one can
obtain similar results for discrete-time models by changing the operator p to the time-shift
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operator. We will think of the matrices H(p), L(p) and F(p) above either as linear operators
on the function spaces (in which case p will be interpreted as a generalized derivative operator
as explained above) or as algebraic objects (in which case p will be interpreted as simply a
complex variable). The reader is asked to excuse this slight abuse of the notation, but the
interpretation should be clear from the context.

Let us first show the generality of the DAE framework of (4.5) by the following example.
Consider the classical nonlinear ordinary differential equation

{GX(t) = Ex(X(t),d(t)) + AX(t) + Byu(t) + Bad(t) + By f(t) (46)

Y(t) =Ey(X(t),d(t)) + CX(t) + Dyu(t) + Dad(t) + Dy f(2)

where wu(-) is the input signal, d(-) the unknown disturbance, Y (-) the measured output,
X () the internal variables, and f(-) a faults (or an attack) signal to be detected. Parameters
G, A, By, Bg, By, Dy, D4, Dy are constant matrices and functions Ex, Ey are Lipschitz contin-
uous mappings with appropriate dimensions. One can easily fit the model (4.6) into the DAE
framework of (4.5) by defining

X LY
= d y = u s
Ex(x) —-pG+A By 0 By Bf
E H = L = F = .

Following [NF06], with a slight extension to a nonlinear dynamics, let us formally characterize
all possible observations of the model (4.5) in the absence of the fault signal f:

M = {zGW”Z

Jz e W' . E(z)+ H(p)z + L(p)z =0}; (4.7)
This set is known as the behavior of the system [PW98].

Definition 4.3.1 (Residual Generator). A proper linear time invariant filter r := R(p)z is a
residual generator for (4.5) if for all z € M, it holds that tlim r(t) = 0.
— 00

Note that by Definition 4.3.1 the class of residual generators in this study is restricted to a
class of linear transfer functions where R(p) is a matrix of proper rational functions of p.

Definition 4.3.2 (Fault Sensitivity). The residual generator introduced in Definition 4.5.1 is
sensitive to fault f; if the transfer function from f; to r is nonzero, where f; is the ith elements
of the signal f.

One can inspect that Definition 4.3.1 and Definition 4.3.2 essentially encode the basic
mapping requirements (4.1a) and (4.1b), respectively.

4.4 Fault Detection and Isolation Filters

The main objective of this section is to establish a scalable framework geared towards the design
perspectives AP and CP as explained in Section 4.2. To this end, we first review a polynomial
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characterization of the residual generators and its linear program formulation counterpart for
linear systems (i.e., the case where E(x) = 0). We then extend the approach to the nonlinear
model (4.5) to account for the contribution of E(-) to the residual, and subsequently provide
probabilistic performance guarantees for the resulting filter.

4.4.1 Residual Generators for Linear Systems

In this subsection we assume E(z) = 0, i.e., we restrict our attention to the class of linear
DAEs. One can observe that the behavior set M can alternatively be defined as

M = {zeW"| Ng(p)L(p)z = 0},

where the collection of the rows of Ny(p) forms an irreducible polynomial basis for the left
null-space of the matrix H(p) [PW98, Section 2.5.2]. This representation allows one to describe
the residual generators in terms of polynomial matrix equations. That is, by picking a linear
combination of the rows of Ny (p) and considering an arbitrary polynomial a(p) of sufficiently
high order with roots with negative real parts, we arrive at a residual generator in the sense of
Definition 4.3.1 with transfer operator

R(p) = a” ' (p)y(p)Nu (p)L(p) == a” " (p)N(p)L(p). (4.8)

The above filter can easily be realized by an explicit state-space description with input z and
output . Multiplying the left hand-side of (4.5) by a~!(p)N(p) leads to

r=—a"'(p)N(p)F(p)f.

Thus, a sensitive residual generator, in the sense of Definition 4.3.1 and Definition 4.3.2, is
characterized by the polynomial matrix equations

N(p)H (p) =0, (4.9a)
N(p)F(p) # 0, (4.9b)

where (4.9a) implements condition (4.1a) above (cf. Definition 4.3.1) while (4.9b) implements
condition (4.1b) (cf. Definition 4.3.2). Both row polynomial vector N(p) and denominator
polynomial a(p) can be viewed as design parameters. Throughout this study we, however, fix
a(p) and aim to find an optimal N(p) with respect to a certain objective criterion related to
the filter performance.

In case there are more than one faults (ny > 1), it might be of interest to isolate the impact
of one fault in the residual from the others. The following remark implies that the isolation
problem is effectively a detection problem.

Remark 4.4.1 (Fault Isolation). Consider model (4.5) and suppose ny > 1. In order to detect
only one of the fault signals, say fi, and isolate it from the other faults, fi,i € {2,--- ,ns},
one may consider the detection problem for the same model but in new representation

4 Lp)z + Fi(p)f =0,

E(z) + [H(p) F(p)] j
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where F1(p) is the first column of F(p), and f(p) = [Fa(p), -+, Fn,(p)], and f=1[fo,- s fogl,
see [FKA09, Thm. 2] for more details on fault isolation.

Next, we show how to transform the possibly complex matrix polynomial equations (4.9)
into a linear programming framework.

Lemma 4.4.2 (Linear Programming Characterization). Let N(p) be a feasible polynomial
matrixz of degree dy for the inequalities (4.9), where

dg dr dn
H(p) =) Hp', F(p):=) Fp', N(p)=) Ny’
i=0 i=0 i=0

and H; € RV >"e ;€ R™*" agnd N; € RY™ are constant matrices. Then, the polynomial
matriz inequalities (4.9) are equivalent, up to a scalar, to

NH =0, (4.10a)
|INF||  >1, (4.10Db)
where || - ||oo s the infinity vector norm, and
N = [No Ny - Ny,
Hy H; Hy, O 0
g |0 HooH Hy, 0 |
' 0
0 0 Hy H Ha,
F, F Fy, 0 0
Ao |0 B R e Fy 0
: 0
0 0 R R Fy,

Proof. 1t is easy to observe that

N(p)H(p) = NH[I pI --- p'I|",  i=dy +dn,
N(p)F(p) = NF[I pI --- p’I|T, j=dn +dp.

Moreover, in light of the linear structure of equations (4.9), one can scale the inequality (4.9b)
and arrive at the assertion of the lemma. O

Remark 4.4.3. Strictly speaking, the formulation in Lemma 4.4.2 is not a linear program,
due to the non-conver constraint (4.10b). It is, however, easy to see that if N is a solution to
(4.10), then so is —N. Hence, the inequality (4.10b) can be understood as a family of m linear
programs where m = ny(dp + dn + 1) is the number of columns of F, and ny is the dimension
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of signal f in (4.5). Each of these linear programs focuses on a component of the vector NF,
replacing the inequality (4.10b) with

NFv>1, vi=1[0,---,1,---,0]T.
Fact 4.4.4. There exists a solution N(p) to (4.9) if and only if Rank [H(p) F(p)] > Rank H(p).

Fact 4.4.4 provides necessary and sufficient conditions for the feasibility of the linear pro-
gram formulation in Lemma 4.4.2; proof is omitted as it is an easy adaptation of the one in
[FKA09, Corollary 3].

4.4.2 Extension to Nonlinear Systems

In the presence of nonlinear terms E(x) # 0, it is straightforward to observe that the residual
of filter (4.8) consists of two terms:

r:=R(p)z=—a "(p)Np)F(p)f—a ' (p)N(p)E(x). (4.11)

Term (i) is the desired contribution of the fault f and is in common with the linear setup.
Term (ii) is due to the nonlinear term E(-) in (4.5). Our aim here will be to reduce the impact
of E(x) while increasing the sensitivity to the fault f. To achieve this objective, we develop
two approaches to control each of the two terms separately; in both cases we assume that the
degree of the filter (i.e., dy in Lemma 4.4.2) and the denominator (i.e., a(p) in (4.11)) are
fixed, and the aim is to design the numerator coefficients (i.e., N(p) in (4.11)).

Approach (I): Fault Sensitivity

We first focus on fault sensitivity and neglect the contribution of the nonlinear term. To this

end, we assume that the system operates close to an equilibrium point z. € R™*. Even though

in case of a fault the system may eventually deviate substantially from its nominal operating

point, if the FDI filter succeeds in identifying the fault early, this assumption may still be valid

over the time horizon relevant for fault detection. We assume, without loss of generality, that
o 1B,

woae ||z —zella
where || - ||2 stands for the Euclidean norm of a vector. If this is not the case, the linear part
of E(-) can be extracted and included in the linear part of the system.

To increase the sensitivity of the linear filter to the fault f, we revisit the linear programming
formulation (4.10) and seek a feasible numerator N (p) such that the coefficients of the transfer
function N (p)F(p) attain maximum values within the admissible range. This gives rise to the
following optimization problem:

max  [[NF

N [R—

st. NH =0 (4.12)
IVl =1
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where the objective function targets the contribution of the signal f to the residual r. Let
us recall that NF is the vector containing all numerator coefficients of the transfer function
f + r. The second constraint in (4.12) is added to ensure that the solutions remain bounded;
note that thanks to the linearity of the filter this constraint does not influence the performance.
Though strictly speaking (4.12) is not a linear program, in view of Remark 4.4.3 it is easy to
transform it to a family of m different linear programs, where m is the number of columns of

F.

The main problem with this approach is the lack of prior information when the linearization
technique is “precise enough”. That is, how well the filter designed by (4.12) will work depends
on the magnitude of the second term in (4.11), which is due to the nonlinearities E(x) and is
ignored in (4.12). If the term generated by E(z) is large enough for nominal excursions of x
from x., the filter may lead to false alarms, whereas if we set our thresholds high to tolerate the
disturbance generated by E(z) in nominal conditions, the filter may lead to missed detections.
A direct way toward controlling this trade-off involving the nonlinear term will be the focus of
the second approach.

Approach (II): Robustify to Nonlinearity Signatures

This approach is the main step toward the theoretical contribution of the chapter, and provides
the principle ingredients to tackle the proposed perspectives AP and CP introduced in (4.3).
The focus is on term (ii) of the residual (4.11), in relation to the mapping (4.1a). The idea is
to robustify the filter against certain signatures of the nonlinearity during nominal operation.
In the following we restrict the class of filters to the feasible solutions of polynomial matrix
equations (4.9), characterized in Lemma 4.4.2.

Let us denote the space of all p.w.c. functions from the interval [0,7] to R™ by Wi}. We
equip this space with the Lo-inner product and the corresponding norm

T
lelles = Ve ey, (e, g) = /0 T(Dg()dt, g€ WE.

Consider an unknown signal z € Wi*. In the context of the ODEs (4.6) that means we excite
the system with the disturbance d( - ) for the time horizon 7. We then stack d( -) together with
the internal state X (-) to introduce z := [X]. We define the signals e, € W} and r, € Wi,
as follows:

ex(t) == E(x(t)), re(t) = —a_l(p)N(p)[ex](t), vt € [0, T]. (4.13)

The signal e, is the “nonlinearity signature” in the presence of the unknown signal x, and the
signal r, is the contribution of the nonlinear term to the residual of the linear filter. Our goal
now is to minimize ||rz||z, in an optimization framework in which the coefficients of polynomial
N(p) are the decision variables and the denominator a(p) is a fixed stable polynomial with the
degree at least the same as N(p).

Lemma 4.4.5. Let N(p) be a polynomial row vector of dimension n, and degree dy, and
a(p) be a stable scalar polynomial with the degree at least dn. For any x € Wi* there exists
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(S W;T(dNH) such that

ro(t) = Nipa(t), vt € [0,T] (4.14a)
Y2z, < Clleallz., C = /n(dy + 1)lla” 310 (4.14b)

where N is the vector collecting all the coefficients of the numerator N(p) as introduced in
Lemma 4.4.2, and the signals e; and ry are defined as in (4.13).

Proof. See Appendix 4.7.1. O

Given & € WJ” and the corresponding function v, as defined in Lemma 4.4.5, we have

T
Irol%, = NQuNT,  Que= / La(D)PI(1)dt. (4.15)

We call @, the “signature matriz” of the nonlinearity signature ¢ — e;(t) resulting from the
unknown signal x. Given z and the corresponding signature matrix (), the Lo-norm of r, in
(4.13) can be minimized by considering an objective which is a quadratic function of the filter
coefficients N subject to the linear constraints in (4.10):

min NQ,NT

N

st. NH =0 (4.16)
INFll o =1

The program (4.16) is not a true quadratic program due to the second constraint. Following
Remark 4.4.3, however, one can show that the optimization program (4.16) can be viewed as
a family of m quadratic programs where m = ns(dr + dy + 1).

In the rest of the subsection, we establish an algorithmic approach to approximate the
matrix @, for a given x € Wy*, with an arbitrary high precision. We first introduce a finite
dimensional subspace of W% denoted by

B = span{bg, b1, - ,bx}, (4.17)

where the collection of b; : [0,7] — R is a basis for B. Let B" := Q);", B be the n, Cartesian
product of the set B, and T : W — B be the Lo-orthogonal projection operator onto B"",

ie.,

k k
Tg(ea) = Y Bibi, " =arg mﬂin ez — Zﬂibi|]£2 (4.18)
=0 1=0
Let us remark that if the basis of B is orthonormal (i.e., (bj,b;) = 0 for ¢ # j), then 5 =
T
[ bi(t)es(t)dt; we refer to [Lue69, Sec. 3.6] for more details on the projection operator.
0
Assumption 4.4.6. We stipulate that

(i) The basis functions b; of subspace B are smooth and B is closed under the differentiation
operator p, i.e., for any b € B we have p[b] = %b ekB.
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(i) The basis vectors in (4.17) are selected from an Lg-complete basis for Wi, i.e., for any
e € Wy, the projection error He — ']I‘B(e)Hl:2 can be made arbitrarily small by increasing
the dimension, k, of subspace B.

The requirements of Assumptions 4.4.6 can be fulfilled for subspaces generated by, for
example, the polynomial or Fourier basis. Thanks to Assumption 4.4.6(i), the linear operator
p can be viewed as a matrix operator. That is, there exists a square matrix D with dimension
k + 1 such that

d
pIB()] = 3, B(t) = DB(t),  B(t) = [bo(t), -, bx(®)]". (4.19)
In Section 4.5.2 we will provide an example of such matrix operator for the Fourier basis. By
virtue of matrix representations of (4.19) we have

B‘k
dN ) dN ) o B ﬂ*D
N(p)Ts(es) =» Nip'8*B=> Nif*D'B=NDB, D= , , (4.20)
=0 =0 :
B*DdN
where the vector f* := [3],-- -, 8] is introduced in (4.18). Let us define the positive semidefi-
nite matrix G := [G;;] of dimension k + 1 by
Gij = (a (p)[bi], ™ (p)[b5]) (4.21)
Therefore, with the aid of equations (4.20) and (4.21) we arrive at
o )N @) Ts(e)|[z, = NQsNT. Qg = DGDT, (4.22)

where D and G are defined in (4.20) and (4.21), respectively. Note that the matrices G and
D are built by the data of the subspace B and denominator a(p), whereas the nonlinearity
signature only influences the coefficient 5*. The above discussion is summarized in Algorithm
1 with an emphasis on models described by the ODE (4.6). The precision of the algorithm
output is quantified in Theorem 4.4.7.

Theorem 4.4.7. Consider an unknown signal x : [0,T] — R™ in Wi and the corresponding
nonlinearity signature e, and signature matriz Q, as defined in (4.13) and (4.15), respectively.
Let (b;)ien C Wi be a family of basis functions (b;)ien C Wi satisfying Assumptions 4.4.6,
and let B be the finite dimensional subspace in (4.17). If |lez — Tg(ez)|lz, < 9, where Tp is the
projection operator onto B™, then

HQI - QBH2 < (4, C=(1+ 2H6x||52)0||a_1||7.[00, (4.23)

where Qp is obtained by (4.22) (the output of Algorithm 1), and C' is the same constant as in
(4.14b).

Proof. See Appendix 4.7.1. O
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Algorithm 1 Computing the signature matrix @, in (4.15)

(1) Initialization of the Filter Paramters:
1. Set the filter denominator a(p), the numerator degree dy, and horizon T
2. Set the basis {bi}le C Wilp satisfying Assumptions 4.4.6
3. Compute the differentiation matrix D (see (4.19))
4. Compute the matrix G (see (4.21))
(77) Identification of the Nonlinearity Signature:
1. Input the disturbance pattern d(-) for time horizon T
2. Set f =01in (4.6) and run the system by d(-) to obtain the internal state X(-)
3. Set the unknown signal z(t) :== [XT(¢), d7(t)]T
4. Set the nonlinearity signature e,(t) .= [E% (2(t)), EY (2(t))]"

(7i1) Computation of the Signature Matrix

T
1. Compute 8* from (4.18) (in case of orthonormal basis 3} = [ b;(t)e,(t)dt)
0

2. Compute D from (4.20)
3. Ouput Qp = DGDT (see (4.22))

We close this subsection with a following remark, a natural extension to robustify the filter
to multiple nonlinearity signatures.

Remark 4.4.8 (Multi Signatures Training). In order to robustify the FDI filter to more than
one unknown signal, say {x;(-)}I~,, one may introduce an objective function as an average
cost N(% Yoy Qmi)NT or the worst case viewpoint max;<, NQu, NT, where Q,, is the signature
matriz corresponding to x; as defined in (4.15).

4.4.3 Proposed Methodology and Probabilistic Performance

The preceding subsection proposed two optimization-based approaches to enhance the FDI
filter design from linear to nonlinear system dynamics. Approach (I) targets the fault sensitivity
while neglecting the nonlinear term of the system dynamics, and Approach (II) offers a QP
framework to robustify the residual with respect to signatures of the dynamic nonlinearities.
Here our aim is to achieve a reconciliation between these two approaches. We subsequently
provide theoretical results from the proposed solutions to the original design perspectives (4.3).

Let (d;)I".y C D bei.i.d. disturbance patterns generated from the probability space (€2, F, P).
For each d;, let x; be the corresponding unknown signal with the associated signature matrix
@z, as defined in (4.15). In regard to the average perspective AP, we propose the two-stage
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(random) optimization program

min 7y
¥,N
N st. NH =0
AP1 : HNFH Z 1 (4.24&)
LS I(VRQNT) <o
\ i=1
max [|NFJ|,
N — —
. st. NH =0
APy : IV <1 (4.24Db)
82 I (IN7 oo/ NQuNT) <97

\

where J : Ry — R, is an increasing and convex payoff function, and in the second stage
(4.24b) N7 and 7 are the optimizers of the first stage (4.24a), i.e., the programs (4.24) need to
be solved sequentially. Let us recall that the filter coefficients can always be normalized with
no performance deterioration. Hence, it is straightforward to observe that the main goal of the
second stage is only to improve the coefficients of NF (concerning the fault sensitivity) while
the optimality of the first stage (concerning the robustification to nonlinearity signatures) is
guaranteed. Similarly, we also propose the following two-stage program for the perspective CP:

min vy
¥, N
N st. NH =0
00 =
I{léﬁ(NszNT <7
max [|NFJ|,
N —
_ st. NH =0
0o =
INFI1% (max NQu NT) - <7

On the computational side, in view of Remark 4.4.3, all the programs in (4.24) and (4.25) are
effectively convex, and hence tractable. In the rest of the subsection we establish a probabilistic
bridge between the solutions to the program (4.24) (resp. (4.25)) and the original perspective
AP (resp. CP) in (4.3) when the class of filters is confined to the linear residuals characterized
in Lemma 4.4.2. For this purpose, we need a technical measurability assumption which is
always expected to hold in practice.

Assumption 4.4.9 (Measurability). We assume that the mapping D > d — = € Wi is
measurable.! In particular, x can be viewed as a random variable on the same probability space
as d.

!The function spaces are endowed with the Lo-topology and the respective Borel sigma-algebra.
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Assumption 4.4.9 is referred to the behavior of the system dynamics as a mapping from the
disturbance d to the internal states. In the context of ODEs (4.6), it is well-known that under
mild assumptions (e.g., Lipschitz continuity of Ex) the mapping d — X is indeed continuous
[Kha92, Chap. 5], which readily ensures Assumption 4.4.9.

Probabilistic performance of AP:

Here we study the asymptotic behavior of the empirical average of E[J(||7|)] uniformly in
the filter coefficients IV, which allows us to link the solutions of programs (4.24) to AP. Let
N = {N € R (@84 || Nl < 1} and consider the payoff function of AP in (4.3) as the
mapping ¢ : N' x Wi — Ry

(N, @) = J(Irzllc,) = T(INYzllz,), (4.26)
where the second equality follows from Lemma 4.4.5.
Theorem 4.4.10 (Average Performance). Suppose Assumption 4.4.9 holds and the random
variable = is almost surely bounded?. Then, the mapping N + ¢(N,x) is a random function.

Moreover, if (x;)}_ C Wy® are i.i.d. random variables and e,, is the uniform empirical average
error

{*ZMN’%) —E[QS(N,:E)]}, (4.27)
then,

(i) the Strong Law of Large Numbers (SLLN) holds, i.e., li_)m en = 0 almost surely.
n oo

(ii) the Uniform Central Limit Theorem (UCLT) holds, i.e., \/ne, converges in law to a
Gaussian variable with distribution N(0,0) for some o > 0.

Proof. See Appendix 4.7.2 along with required preliminaries. O

The following Corollary is an immediate consequence of the UCLT in Theorem 4.4.10 (ii).

Corollary 4.4.11. Let assumptions of Theorem 4.4.10 hold, and e, be the empirical average
error (4.27). For alle >0 and k < %, we have

lim P (nken >e) =0,

n—o0

where P™ denotes the n-fold product probability measure on Q.

2This assumption may be relaxed in terms of the moments of x, tough this will not be pursued further here.
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Probabilistic performance of CP:

The formulation CP in (4.3) is known as chance constrained program which has received
increasing attention due to recent developments toward tractable approaches, in particular via
the scenario counterpart (cf. CP in (4.4)) [CCO5, CCO6, CGO8, Call0]. The crucial requirement
to invoke these results is the convexity of the optimization program to the decision variables.
Due to the non-convexity arising from the constraint || N F|s > 1, these studies are not directly
applicable to our problem. Here our aim is to exploit the specific structure of this non-convexity
and adapt the aforesaid results accordingly.

Let (N]{ ,7;;) be the optimizer obtained through the two-stage programs (4.25) where N}
is the filter coefficients and v}, represents the filter threshold; n is referred to the number of
disturbance patterns. Given the filter N, let us denote the corresponding filter residual due
to the signal = by r.[N;]; this is a slight modification of our notation 7, in (4.13) to specify
the filter coefficients. To quantify the filter performance, one may ask for the probability
that a new unknown signal x violates the threshold v when the FDI filter is set to N (i.e.,
|re [N;]Hiz > 7). In the FDI literature this violation is known as false alarm, and from the
CP standpoint its occurrence probability is allowed at most to the € level. In this view the
performance of the filter can be quantified by the event

E(NE L) = {IP(HTJC[N;:]HZ > 7;;) > g}. (4.28)

The event (4.28) accounts for the feasibility of the CP solution from the original perspective
CP. Note that the measure P in (4.28) is referred to = whereas the stochasticity of the event
stems from the random solutions (N,: , 7;).3 We proceed with the main result of this part in
regard to the likelihood of the event (4.28).

Theorem 4.4.12 (Chance Performance). Suppose Assumption 4.4.9 holds and (z;)}_, are
i.i.d. random variables on (Q, F,P). Let N} € R*(N+1) and v € Ry be the solutions of CP,
and measurable in F". Then, the set (4.28) is F"-measurable, and for every B € (0,1) and
any n such that

2 drp +d 1
n27<lnnf( F_; N+ 1)

- +nr(dN+1)+1),
where dy is the degree of the filter and ny,n,,dr are the system size parameters of (4.5), then

we have
P (E(Niv) ) < B.

Proof. See Appendix 4.7.2. O

4.5 Cyber-Physical Security of Power Systems: AGC Case Study

In this section, we illustrate the performance of our theoretical results to detect a cyber intrusion
in a two-area power system. Motivated by our earlier studies [MEVM*10, MEVM"11], we

3The measure PP is, with slight abuse of notation, the induced measure via the mapping addressed in As-
sumption 4.4.9
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consider the IEEE 118-bus power network equipped with primary and secondary frequency
control, whose essential objective is to regulate frequency and power exchange between the
controlled areas. While the primary frequency control is implemented locally, the secondary
loop, referred also as AGC (Automatic Generation Control), is closed over the SCADA system
without human operator intervention. As investigated in [MEVM™10], the aforesaid interaction
with IT infrastructure may give rise to cyber intrusion that causes unacceptable frequency
deviations with potential consequences toward load shedding or generation tripping. If the
intrusion is, however, detected on time, one may prevent further damage by disconnecting the
AGC. Thus, the FDI scheme may offer a protection layer to address this security concern.
To achieve this goal, invoking the proposed FDI methodology, we construct an FDI filter to
utilize the available measurements to diagnose the AGC intrusion sufficiently fast, despite the
presence of unknown load deviations.

4.5.1 Mathematical Model Description

In this section a multi-machine power system, based only on frequency dynamics, is described
[Andb]. The system is arbitrarily divided into two control areas. The generators are equipped
with primary frequency control and each area is under AGC which adjusts the generating
setpoints of specific generators so as to regulate frequency and maintain the power exchange
between the two areas to its scheduled value.

A. System description

We consider a system comprising of n buses and g number of generators. Let G = {i}{ denote

the set of generator indices and A1 = {i € G | iin Area 1}, Ay = {i € G | i in Area 2}

the sets of generators that belong to Area 1 and Area 2, respectively. Let also Lfie =
{(4,7)]7,j edges of a tie line from area k to the other areas} where a tie line is a line connect-
ing the two independently controlled areas and let also K = {1,2} be the set of the indices of

the control areas in the system.

Using the classical generator model every synchronous machine is modeled as constant
voltage source behind its transient reactance. The dynamic states of the system are the rotor
angle ¢; (rad), the rotor electrical frequency f; (Hz) and the mechanical power (output of the
turbine) P,; (MW) for each generator i € G. We also have one more state that represents the
output of the AGC AP, for each control area k € K.

We denote by Eg € CY a vector consisting of the generator internal node voltages Eg; =
]Egi\é@ for i € G. The phase angle of the generator voltage node is assumed to coincide with
the rotor angle §; and |E2;| is a constant. The voltages of the rest of the nodes are included in
Vn € C™, whose entries are Vy; = |Vy;|£6; fori = 1,...,n. To remove the algebraic constraints
that appear due to the Kirchhoff’s first law for each node, we retain the internal nodes (behind
the transient reactance) of the generators and eliminate the rest of the nodes. This could be
achieved only under the assumption of constant impedance loads since in that way they can be
included in the network admittance matrix. The node voltages can then be linearly connected
to the internal node voltages and hence to the dynamic state §;. Moreover, this results in a
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reduced admittance matrix that corresponds only to the internal nodes of the generators. The
power flows, which are a function of the node voltages, can be now expressed directly by the
dynamic states of the system. The resulting model of the two area power system is described
by the following set of equations.

d; = 2m(fi — fo),
fo 1

> 1 sa sa
Pm,ak = m(PT%’ak + ’UakAPp’atk -+ wakAPagé,k — Pm,ak)7
APagc,k: = Z ij(fj - fO) + Z bkj(ij - P@j (5) - A‘PlOadj)
JEAL JEAL
1 Kk: sat
- gk((S? f) - Cpkhk(57 f) - 7(APGQCJ€ - APagc,k)‘
TNk TNk

where i € G, aj, € Ay, for k € K. Supperscript sat on the AGC output signal AP, and on
the primary frequency control signal AP, ,, highlights the saturation to which the signals are
subjected. The primary frequency control is given by AP,; = —(f; — fo)/S;. Based on the
reduced admittance matrix, the generator electric power output is given by

g
Pei = Z EGiEGj (G:jed COS(di - 61) + B;]?d Sin((si N 51))
Jj=1

Moreover, g = Z(i’j)eL? (Pij — PT{)Q) and hy = dgi/dt, where the power flow P;;, based on
the initial admittance matrix of the system, is given by

Pij = [V, ||V, [(Gij cos(0; — 05) + Bijsin(0; — 05))

All undefined variables are constants, and details on the derivation of the models can be found
in [MEVAL12]. The AGC attack is modeled as an additive signal to the AGC signal. For
instance, if the attack signal is imposed in Area 1, the mechanical power dynamics of Area 1
will be modified as

1

P =
e Tch,al

(PO + ,UalAPsat + W, (Apsat + f(t)) o Pm,a1)7

m,ai p,a1 agcl

The described model above can be compactly written as

: (4.29)

where X = [{(5i}1:g, {fit1:9:{Pm.i}t1:g {APagci}lzg]T € R3912 denotes the internal states vector
comprising rotor angles d;, generators frequencies f;, generated mechanical powers P, ;, and the
AGC control signal APy, for each area. The external input d := [{ABoadi}lzg]T represents
the unknown load disturbances which will be discussed in the next subsection. The other
external input, f, represents the intrusion signal injected to the AGC of the first area, which
is the target to detect. We assume that the measurements of all the frequencies and generated
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mechanical power are available, i.e., Y = [{fi}1.9, {Pm,i}1:4]T- The nonlinear function h(-)
and the constant matrices By, By and C' can be easily obtained by the mapping between the
analytical model and (4.29). To transfer the ODE dynamic expression (4.29) into the DAE
(4.5) it suffices to introduce

x—{XdXe}, z2=Y -CX,
~[h(X) - AX - X,) _[-pI+A By ~]0 _ [By
where X, is the equilibrium of (4.29), i.e., h(X.) =0, and A := g)}é |X=X .
B. Load Deviations and Disturbances
400 |
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Figure 4.2: Stochastic load fluctuation and prediction error [Anda, p. 59]

In normal operation of power networks there are different sources with different time scales
that give rise to power imbalances, e.g., load fluctuation, load forecast errors, and trading on
electricity market. The high frequency fluctuation often refers to largely uncorrelated stochas-
tic noises on a second or minute time scale, whereas forecast errors usually stems from the
mismatch of predicted and actual consumption on a 15-minute time scale. Figure 4.2 demon-
strates two samples of stochastic load fluctuation and forecast error which may appear at two
different nodes of the network [Anda, p. 59]. The trading on the electricity market has also
impact on the AGC in an hourly framework due to schedule changes at the full hours.

Despite the inherent stochasticity of these disturbances, one may exploit these information
to model the behavior of the load deviations. For example, we can describe the disturbances
of the first two categories in Figure 4.2 via a family of sinusoidal functions concentrated on
different frequency regions, i.e., the high frequency modes correspond to the slower modes
concern the prediction mismatch. In regard to the electricity market, the hourly abrupt changes
in power imbalances can be captured by a step function with a random power. In this light,
the space of load deviations (i.e., the disturbance patterns D in our FDI setting) is described
by

n
APjpaq(t) = ap + Z a; sin(w;t + @), t€[0,T] (4.30)
i=1

88



4.5 Cyber-Physical Security of Power Systems: AGC Case Study

where the parameters (o;)]_,, (w;);_; (¢:);—,, and 7 are random variables whose distributions
induce the probability measure on D.

4.5.2 Diagnosis Filter Design

To design the FDI filter, we set the degree of the filter dy = 7, the denominator a(p) = (p+2)¥,
and the finite time horizon 7" = 10sec. Note that the degree of the filter is significantly less
than the dimension of the system (4.29), which is 59. This is a general advantage of the
residual generator approach in comparison to the observer-based approach where the filter
order is effectively the same as the system dynamics. To compute the signature matrix Q,, we
resort to the finite dimensional approximation () in Theorem 4.4.7. Inspired by the class of
disturbances in (4.30), we first choose the Fourier basis

Lot )
bi(t) = {COS(?W) peeven W= 2% ie{0,1, -k} (4.31)

sin(Zwt) i: odd

where the number of the basis is chosen & = 80. We should emphasize that there is no restriction
on the basis selection as long as Assumptions 4.4.6 are fulfilled; we refer to [MEVALI12, Sec.
V.B] for another example with a polynomial basis. Given the basis (4.31), it is easy to see that
the differentiation matrix D introduced in (4.19) is

0 0 0 0 0
0 0 w 0 0
0 —w 0 0 0
D = :
0 0 0 0 kw
0 0 0 - —kw O]

We can also compute offline (independent of ) the matrix G in (4.21) with the help of the basis
(4.31) and the denominator a(p). To proceed with @, of a sample APF},,q we need to run the
system dynamic (4.29) with the input d(-) := APy.q and compute x(t) := [X (t)T, APpaq(t)]T
where X is the internal states of the system. Given the signal z, we then project the nonlinearity
signature ¢ — e,(t) = E(z(t)) onto the subspace B (i.e., Tg(e;)), and finally obtain Q, from
(4.22). In the following simulations, we deploy the YALMIP toolbox [Lof04] to solve the
corresponding optimization problems.

4.5.3 Simulation Results
A. Test system

To illustrate the FDI methodology we employed the IEEE 118-bus system. The data of the
model are retrieved from a snapshot available at [ref]. It includes 19 generators, 177 lines, 99
load buses and 7 transmission level transformers. Since there were no dynamic data available,
typical values provided by [AF02] were used for the simulations. The network was arbitrarily
divided into two control areas whose nonlinear frequency model was developed in the preceding

89



Chapter 4. A Tractable Approach with Probabilistic Performance Index

Figure 4.3: IEEE 118-bus system divided into two control areas
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Figure 4.4: Performance of the FDI filters with step inputs

subsections. Figure 4.3 depicts a single-line diagram of the network and the boundaries of the
two controlled areas where the first and second area contain, respectively, 12 and 7 generators.

B. Numerical results

In the first simulation we consider the scenario that an attacker manipulates the AGC signal of
the first area at T, = 10sec. We model this intrusion as a step signal equal to 14 MW injected
into the AGC in Area 1. To challenge the filter, we also assume that a step load deviation
occurs at Tj,qq = 1sec at node 5. In the following we present the results of two filters: Figure
4.4(a) shows the filter based on formulation (4.12) in Approach (I), which basically neglects
the nonlinear term; Figure 4.4(b) shows the proposed filter in (4.24) based on AP perspective
where the payoff function is J(«a) == a?.
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Figure 4.5: The indicator p defined in (4.32)

We validate the filters performance with two sets of measurements: first the measurements
obtained from the linearized dynamic (i.e. E(z) = 0); second the measurements obtained from
the full nonlinear model (4.29). As shown in Fig. 4.4(a)(ii) and Fig. 4.4(b)(ii), both filters
work perfectly well with linear dynamics measurements. One can even inspect that the first
filter seems more sensitive. However, Fig. 4.4(a)(iii) and Fig. 4.4(b)(iii) demonstrate that in
the nonlinear setting the first filter fails whereas the robustified filter works effectively similar
to the linear setting.

In the second simulation, to evaluate the filter performance in more realistic setup, we
robustify the filter to random disturbance patterns, and then verify it with new generated
samples. To measure the performance in the presence of the attack, we introduce the following
indicator:

a7 (1)]|oo
pi=—2k (4.32)

t )
max (1)

where r is the residual (4.11), and Tpx is when the attack starts. Observe that p € [0, 1], and
the lower p the better performance for the filter, e.g., in Fig. 4.4(a)(iii) p = 1, and in Fig.
4.4(b)(iii) p ~ 0.

In the training phase, we randomly generate five sinusoidal load deviations as described in
(4.30), and excite the dynamics for 7' = 10 sec in the presence of each of the load deviations
individually. Hence, in total we have n = 19x5 = 95 disturbance signatures. Then, we compute
the filter coefficients by virtue of AP in (4.24) and these 95 samples. In the operation phase, we
generate two new disturbance patterns with the same distribution as in the training phase and
run the system in the presence of both load deviations simultaneously at two random nodes for
the horizon T' = 120 sec. Meanwhile, we inject an attack signal at T, = 110sec in the AGC,
and compute the indicator p in (4.32) for each of the scenarios. Figure 4.5 demonstrates the
result of this simulation for 1000 experiments.
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4.6 Summary and Outlook

In this chapter, we proposed a novel perspective toward the FDI filter design, which is tack-
led via an optimization-based methodology along with probabilistic performance guarantees.
Thanks to the convex formulation, the methodology is applicable to high dimensional non-
linear systems in which some statistical information of exogenous disturbances are available.
Motivated by our earlier works, we deployed the proposed technique to design a diagnosis filter
to detect the AGC malfunction in two-area power network. The simulation results validated
the filter performance, particularly when the disturbance patterns are different from training
to the operation phase.

The central focus of the work in this chapter is to robustify the filter to certain signatures of
dynamic nonlinearities in the presence of given disturbance patterns. As a next step, motivated
by applications that the disruptive attack may follow certain patterns, a natural question is
whether the filter can be trained to these attack patterns. From the technical standpoint, this
problem in principle may be different from the robustification process since the former may
involve maximization of the residual norm as opposed to the minimization for the robustification
discussed in this chapter. Therefore, this problem offers a challenge to reconcile the disturbance
rejection and the fault sensitivity objectives.

The methodology studied in this chapter is applicable to both discrete and continuous-
time dynamics and measurements. In reality, however, we often have different time-setting
in different parts, i.e., we only have discrete-time measurements while the system dynamics
follows a continuous-time behavior. We believe this setup introduces new challenges to the
field. We recently reported heuristic attempts toward this objective in [ETMEL13], though
there is still a need to address this problem in a rigorous and systematic framework.

4.7 Appendix

4.7.1 Proofs of Section 4.4.2

Let us start with a preliminary required for the main proof of this section.

Lemma 4.7.1. Let N(p) := 2?2’0 N;p* be an R™ row polynomial vector with degree dy, and
a(p) be a stable polynomial with the degree at least dy. Let N := [Ng Ny --- Ng] be the
collection of the coefficients of N(p). Then,

la™ Nl < ClINlloo, €= Vnoldy +1) o™ e

Proof. Let b(p) == ngo b;p’ be a polynomial scaler function. By H.o-norm definition we have

d 2, .21
< sup Zigo‘bi“*)l

; 4.33
w€[0,00) ‘a(]w)P ( )

la=[3,. = suwp |
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Let b := [bo by - bdN]. It is then straightforward to inspect that
dn 712 .
. d 1)]|b f €|0,1
$5 e v DI it wel s
i=0 (dn + 1)[[b] 2w if w e (1,00)

Therefore, (4.33) together with (4.34) yields to
R O e L e

Now, taking the dimension of the vector N(p) into consideration, we conclude the desired
assertion. Ul

Proof of Lemma 4.4.5. Let £ > dn be the degree of the scalar polynomial a(p). Then, taking
advantage of the state-space representation of the matrix transfer function a=!(p)N(p), in
particular the observable canonical form [ZD97, Sec. 3.5], we have

t
ry(t) = / C e 4077 Be, (1)dr 4 Dey(t),
0

where C' € R'? is a constant vector, A € R**¢ is the state matrix depending only on a(p),
and B € R and D € R are matrices that depend linearly on all the coefficients of the
numerator N € R (@~+1)  Therefore, it can be readily deduced that (4.14a) holds for some
function 1, € W;T(dNH). In regard to (4.14a) and the definition (4.13), we have

INGalleo = lIrelle, = la ' )N ®)ex| o, < [la™ N, _llexllz, < ClINllsollexllco,  (4.35)

where the first inequality follows from the classical result that the L£o-gain of a matrix transfer
function is the Hoo-norm of the matrix [ZD97, Thm. 4.3, p. 51|, and the second inequality
follows from Lemma 4.7.1. Since (4.35) holds for every N € R™(4~+1) " then

Iallc, < vVnr(dy +1) Cllellca,

which implies (4.14b). O

Proof of Theorem 4.4.7. Observe that by virtue of the triangle inequality and linearity of the
projection mapping we have

Irelle, = o™ )N (P)Ts(ea)| o, | < la™ )N (D) (ex — Tr(ea)) || o, < ClIN |06,

where the second inequality follows in the same spirit as (4.35) and |le; — Tg(esz)||z, < J. Note
that by definitions of @), and @p in (4.15) and (4.22), respectively, we have

N(@Qx = Qe)NT| = [llrallZ, — la )N ) Ta(en)|2, | < CIN s (CIN b + 2liral )
< CYINIZ5(5 + 2llealls) < Clla e INIBS(1 + 2lleallc,)

where the inequality of the first line stems from the simple inequality |a? — 5% < |a — 3| (2]a| +
la— f|), and C' is the constant as in (4.14b). O

93



Chapter 4. A Tractable Approach with Probabilistic Performance Index

4.7.2 Proofs of Section 4.4.3

To prove Theorem 4.4.10 we need a preparatory result addressing the continuity of the mapping
¢ in (4.26).

Lemma 4.7.2. Consider the function ¢ as defined in (4.26). Then, there exists a constant
L > 0 such that for any N1, No € N and x1,z2 € W} where ||z;i||z, < M, we have

| (N1, 21) — (Na, wa)| < L([|[ N1 — No|  + [l — z2]|z,)-

Proof. Let Lg be the Lipschitz continuity constant of the mapping F : R™ — R" in (4.13).
We modify the notation of r, in (4.13) with a new argument as 7,[N], in which N represents
the filter coefficients. Then, with the aid of (4.35), we have

sup sup [|ro[Nllz, < sup  sup CLg||N||cllzlle, <M, M :=CLpM,
lzllc, <M NeN lz]lco <M NeN

where the constant C is introduced in Lemma 4.7.1. As the payoff function J is convex, it is

then Lipschitz continuous over the compact set [0, M] [Ber09, Prop. 5.4.2, p. 185]; we denote
this Lipschitz constant by L. Then for any N; € N and ||z;]|z, < M, i € {1,2}, we have,

[¢(N1,21) = 6(Nos 22)] < Ly [[ra [N, = [[raa [N |
< Ly (lIras V2] = 7oy [Nl o, + [l [N2) = 7, (2] )
< Ly (Clleas leaIN1 = Nalloo + Clles, = eaallealNalloc) — (4:36)
< LyCLg(M|| Ny — Nalo + [Jz1 — 2] 2,)-

where (4.36) follows from (4.35) and the fact that the mapping (N, e;) — 5[N] is bilinear. [

Proof of Theorem 4.4.10. By virtue of Lemma 4.7.2, one can infer that for every N € A the
mapping z +—+ ¢(N, z) is continuous, and hence measurable. Therefore, ¢(N,x) can be viewed
as a random variable for each N € A/, which yields to the first assertion, see [Bil99, Chap. 2,
p. 84] for more details.

By uniform (almost sure) boundedness and again Lemma 4.7.2, the mapping N + ¢(N, 1)
is uniformly Lipschitz continuous (except on a negligible set), and consequently first moment
continuous in the sense of [Han12, Def. 2.5]. We then reach (i) by invoking [Han12, Thm. 2.1].

For assertion (ii), note that the compact set N is finite dimensional, and thus admits
a logarithmic e-capacity in the sense of [Dud99, Sec. 1.2, p. 11]. Therefore, the condition
[Dud99, (6.3.4), p. 209] is satisfied. Since the other requirements of [Dud99, Thm. 6.3.3, p.
208] are readily fulfilled by the uniform boundedness assumption and Lemma 4.7.2, we arrive
at the desired UCLT assertion in (ii). O

Proof of Theorem 4.4.12. The measurability of £ is a straightforward consequence of the mea-
surability of [N*,~%] and Fubini’s Theorem [Bil95, Thm. 18.3, p. 234]. For notational sim-
plicity, we introduce the following notation. Let ¢ := n,(dy + 1) + 1 and define the function
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fiREXWE 5 R
f(0,2) = NQ,NT —~, 0 :=[N,~]T e R,

where @), is the nonlinearity signature matrix of = as defined in (4.15), and 6 is the augmented
vector collecting all the decision variables. Consider the convex sets ©; C R¢

ijth
0, = {0=[NA" [ NH=0, NFy; =1}, wji= [0, .1, 0],

where the size of v; is m = n¢(dp + dy + 1). We then express the program CP in (4.3) and
its random counterpart CP; in (4.25a) as follows:

min cTo H%lin cTo
CP: Gejszl O; 6131 : HejL:Jl O;
st.  P(f(0,2)<0)>1-¢ st max f(0,z;) <0,

where ¢ is the constant vector with 0 elements except the last which is 1. It is straightforward
to observe that the optimal threshold 4 of the two-stage program CP in (4.25) is the same
as the optimal threshold obtained in the first stage CPy. Thus, it suffices to show the desired

assertion considering only the first stage. Let 67 = []\7 . =] denote the optimizer of CP;. Now,
consider m sub-programs denoted by CP (j) and CP( ) for j € {1,---,m}:
min 70 - min cT0
CP(j): 4 9€9; CP, :{ 7%
st. P(f(0,2)<0)>1-¢ st max f(0,z;) <0,

Let us denote the optimal solution of CP, (7) by 07, ;- Note that for all j, the set ©; is convex

and the corresponding random program CP, (j) is fea51ble if ©; # (). Therefore, we can readily
employ the existing results of the random convex problems. Namely, by [CG08, Thm. 1] we
have

{—1

Pn(g(‘g:z,j)) < Z <TZ> g1 —e)" ™, Vjie{l,---,m}

1=0

where £ is introduced in (4.28). Furthermore, it is not hard to inspect that 6} € (QZ,j)Tzl'
Thus, £(0;,) € Uj~; £(0;, ;) which yields

P (£(67)) < IP"( O 5(9;;0.)) < i]?n(g(e ) < mz ( > (1— &),
=1 =1

Now, considering 3 as an upper bound, the desired assertion can be obtained by similar calcu-
lation as in [Cal09] to make the above inequality explicit for n in terms of € and . O
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CHAPTER 5 .

Performance Bound for Random Programs

In Chapter 4, we proposed the chance constrained perspective to relax the robust formulation of
the original FDI problem. Employing randomized algorithms, we provided a (random) solution
to the relaxed problem whose performance is guaranteed with high probability. Along this way
an alarm threshold is introduced which may be violated with probability at most an ¢ € (0, 1)
(a design parameter). This violation probability is allowed from the relaxed perspective and
known in literature as the false alarm rate. In this chapter we aim to study the behavior of
the false alarm rate as the threshold level obtained via the random programs changes.

In more general setting, we consider the Scenario Convex Program (SCP) for two classes of
optimization problems that are not tractable in general: Robust Convex Programs (RCPs) and
Chance-Constrained Programs (CCPs). We establish a probabilistic bridge from the optimal
value of SCP to the optimal values of RCP and CCP in which the uncertainty takes values in
a general, possibly infinite dimensional, metric space. We then extend our results to a certain
class of non-convex problems that includes, for example, binary decision variables. In the
process, we also settle a measurability issue for a general class of scenario programs, which to
date has been addressed by an assumption. Finally, we demonstrate the applicability of our
results on a benchmark problem and a problem in fault detection and isolation.

5.1 Introduction

Optimization problems under uncertainty have considerable applications in disciplines ranging
from mathematical finance to control engineering. For example most control systems involve
some level of uncertainty; the aim of a robust control design is to provide a guaranteed level
of performance for all admissible values of the uncertain parameters. In the convex case, two
well-known approaches for dealing with such uncertain programs are robust convex programs
(RCPs) and chance-constrained programs (CCPs). RCPs consider constraint satisfaction for
all, possibly infinitely many, realizations of the uncertainty. While it is known that certain
classes of RCPs can be solved as effectively as their non-robust counterparts [BS06] in other
cases RCPs can be intractable [BtN98, BtN99, GOL98, BtNRO1]. For example, the class
of parametric linear matrix inequalities, which occur in many control problems, is NP-hard
[BGEFBY4, Gah96]. CCPs, on the other hand, allow constraint violation with a low probability.
The resulting optimization problem, however, is in general non-convex [Pré95, SDR09].
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Computationally tractable approximations to the aforesaid optimization problems can be
obtained through the scenario convex programs (SCPs) in which only finitely many uncertainty
samples are considered. A natural question in this case is how many samples would be “enough”
to provide a good solution. To answer this question, one may view the problem from two
perspectives: feasibility and objective performance. The literature mainly focuses on the first
perspective. In this direction, the authors in [CC05, CCO06] initialized a feasibility theory for
CCP refined subsequently in [CGO08, Call0]. They established an explicit probabilistic lower
bound for the sample size to guarantee the feasibility of the SCP solutions from a chance-
constrained perspective. By contrast, the issue of performance bounds for both RCP and CCP
via SCP has not been settled up to now. [CG11] provides a novel perspective in this direction
that leads to optimal performance bounds for CCPs. However, it involves the problem of
optimal constraint removal, which in general is computationally intractable.

The first contribution of this chapter is to address the SCP performance issue from the
objective viewpoint. The key element of our analysis relies on the concept of the worst-case
violation inspired by the recent work [KT'12]. The authors of [KT12] derived an upper bound of
the worst-case violation for the SCPs where the uncertainty takes values in a finite dimensional
Euclidean space. This result leads to a performance bound for a particular class of RCPs where
the uncertainly appears in the objective function, e.g., min-max optimization problems. Moti-
vated by different applications such as control problems with saturation constraints [CGP09],
fault detection and isolation in dynamical systems [MEL13], and approximate dynamic pro-
gramming [DPR13], in this chapter we first extend this result to infinite dimensional uncertainty
spaces. In the sequel, we establish a theoretical bridge from the optimal values of SCP to the
optimal values of both RCP and CCP. Along this direction, under mild assumptions on the
constraint function (measurability with respect to the uncertainty and lower semicontinuity
with respect to the decision variables), we shall also rigorously settle a measurability issue of
the SCP optimizer, which to date has been addressed in the literature by an assumption, e.g.
[CC06, CGO8]. Our second contribution is to extend these results to a class of non-convex pro-
grams that, in particular, allows for binary decision variables. In the context of mixed integer
programs, the recent work [CLE12] investigates the feasibility perspective of CCPs, which leads
to a bound of the required number of scenarios with exponential growth rate in the number of
integer variables, whereas our proposed bound scales linearly.

The layout of this chapter is as follows: In Section 5.2 we formally introduce the optimiza-
tion problems that will be addressed. Our results on probabilistic objective performance for
both RCPs and CCPs based on SCPs are reported in Section 5.3. In Section 5.4 we extend
our results to a class of non-convex programs, including mixed-integer programs with binary
variables. To illustrate the proposed methodology, in Section 5.5 the theoretical results are ap-
plied to two examples: a benchmark problem whose solution can be computed explicitly, and
a fault detection and isolation study with an application to the security of power networks.
We conclude in Section 5.6 with a summary of our work and comment on possible subjects of
further research. For better readability, some of the technical proofs and details are given in
the appendices.
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Notation

Let Ry denote the non-negative real numbers. Given a metric space D, its Borel g-algebra
is denoted by B(D). Throughout this chapter, measurability is always referred to Borel mea-
surability. Given a probability space (D, B(D), IP), we denote the N-Cartesian product set of
D by DV and the respective product measure by PY. An open ball in D with radius r and
center v is denoted by B, (v) := {d € D : ||d — v|| < r}. The symbol = refers to the feasibility
satisfaction, i.e., x = RCP implies that x is a feasible solution for the program RCP. Similarly,
x [~ RCP implies that x is not a feasible solution for the optimization problem RCP.

5.2 Problem Statement

Let X C R"™ be a compact convex set and ¢ € R" a constant vector. Let (D,B(D),P)
be a probability space where D is a metric space with the respective Borel o-algebra B(D).
Consider the measurable function f : X x D — R, which is convex in the first argument for each
d € D, and bounded in the second argument for each x € X. We then consider the following

optimization problems:

min cTx min cTx
RCP: 4 st.  f(x,d)<0, VvdeD .  CCPe:q st. Plf(r,d) <0]>1—¢ , (5.1)
reX reX

where € € [0,1] is the constraint violation level for the chance-constrained program. We denote
the optimal value of the program RCP (resp. CCP¢) by Jgcp (resp. JGgp, ). Suppose (di)}¥, are
N independent and identically distributed (i.i.d.) samples drawn according to the probability
measure P. The centerpiece of this study is the scenario program

min cTx
SCP: ¢ st.  f(z,d) <0, Vie{l,---,N} , (5.2)
reX

where the optimal solution and optimal value of SCP are denoted, respectively, by x}, and Jj.
Notice that SCP is naturally random as it depends on the random samples (d;)Y,.

We assume throughout our subsequent analysis that the following measurability assumption
holds, though we shall show in Subsection 5.3.3 how one may rigorously address this issue
without any assumption for a large class of optimization programs (not necessarily convex).

Assumption 5.2.1. The SCP optimizer generates a Borel measurable mapping from (DN, SB(DN))
to (X, B(X)) that associates each (d;)IX, with a unique x.

The optimization program SCP in (5.2) is convex and hence tractable even for cases where
the problems (5.1) are NP-hard. Motivated by this, a natural question is whether there exist
theoretical links from SCP to RCP and CCP.. As mentioned in the introduction, this question
can be addressed from two different perspectives: feasibility and objective performance. From
the feasibility perspective, we recall the explicit bound of [CGO08] which measures the finite
sample behavior of SCP:
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sup f(z, o)} oo~
veD

(a) p(z,d) =P[AU B] (b) Tail probability of the (¢) Uniform level set bound
worst-case violation

Figure 5.1: Pictorial representation of Definition 5.3.1

Theorem 5.2.2 (CCP, Feasibility). Let g € [0,1] and N > N(e, ) where

n—1
N\ . .
N(e,p) ::min{NeN‘ Z<i>sl(1—5)N_’§/B}. (5.3)
i=0
Then, the optimizer of SCP is a feasible solution of CCP. with probability at least 1 — .

With “E” notation, the assertion of Theorem 5.2.2 is alternatively stated by PV [acyv =
CCPe] > 1 — B, where PV stands for the N-fold product probability measure.!

To the best of our knowledge, there is no clear connection between the feasibility of RCP
and the solution of SCP. Furthermore, in Subsection 5.3.2 we provide an example to challenge
the possibility of such a connection. The focus of our study is on the second perspective to
seek a (probabilistic) bound for the optimal values Jicp and J&cp, in terms of J3.

5.3 Probabilistic Objective Performance

5.3.1 Confidence interval for the objective functions
The following definition inspired by the recent work [KT12] is the key object for our analysis.

Definition 5.3.1. The tail probability of the worst-case violation is the function p: X xRy —
[0,1] defined as

p(z,9) = IPLs)lelgf(x,v) -0 < f(w, d)}

We call h : [0,1] — R4 a uniform level-set bound (ULB) of p if for all € € [0, 1]

h(e) > sup {5 e Ry ‘ irelggp(x,é) < 5}.

'Note that PP is the probability measure on B(D); for simplicity we slightly abuse the notation, and will be
doing so hereinafter. Strictly speaking, one has to define a new probability measure, say Q, which is the induced
measure on B(X) via the mapping introduced in Assumption 5.2.1.
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A pictorial representation of Definition 5.3.1 is given in Figure 5.1. Note that from a
statistical perspective the ULB function may be alternatively viewed as an upper bound for the
quantile function of the R-valued random variable d — (sup,cp f(2,v) — f(z,d)) uniformly
in decision variable z € X (cf. [Sha03, Section 5.2]). Proposition 5.3.8 at the end of this
subsection provides sufficient conditions under which a candidate ULB can be constructed.
If the uncertainty set D is a specific compact subset of a Euclidean space, namely a norm-
constrained or more generally a star-shaped set, the authors in [KT12] provide a constructive
approach to obtain an admissible ULB.

Consider the relaxed version of the program RCP for v > 0:

min cTx
RCP,: ¢ st.  f(z,d)<~, VdeD . (5.4)
zeX

with the optimal value Jﬁcpw.

Lemma 5.3.2. Let h:[0,1] — Ry be a ULB. Then,
| CCP. = z|=RCPy

that is, the feasible set of the program CCP. with constraint violation level € is a subset of the
feasible set of the relaxed program RCP., with v = h(e).

Proof. See Appendix 5.7.1. O

Assumption 5.3.3 (Slater Point). There exists an x¢ € X such that sup f(xg,d) < 0.
deD

Under Assumption 5.3.3, we define the constant

mingecx c'x — cTxg
supgep f (o, d)

LSP = (55)
The following lemma is a classical result in perturbation theory of convex programs, which is
a significant ingredient for the first result of this chapter.

Lemma 5.3.4. Consider the relazed program RCP, and its optimal value Jl;*{cp7 as introduced
in (5.4). Under Assumption 5.3.3, the mapping Ry > v — Jﬁcp7 € R is Lipschitz continuous
with constant bounded by Lgp in (5.5), i.e., for all v2 > ~v1 > 0 we have

0 < Jaep,, — Jaep,, < Lsp(12 = m)-
Proof. See Appendix 5.7.1. O

Assumption 5.3.3 requires the existence of a strictly feasible solution xy which, in general,
may not exist. However, in applications where a “risk-free” decision is available such an
assumption is not really restrictive; the portfolio selection problem is an example of this kind
[PRC12]. In addition, for the class of min-max problems, as a particular case of the program
RCP, it is not difficult to see that Assumption 5.3.3 holds; see the following remark for more
details and Section 5.5.2 for an application to the problem of fault detection and isolation.
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Remark 5.3.5 (Lgp for Min-Max Problems). In min-mazx problems, one may inspect that
there always exists a Slater point (in the sense of Assumption 5.3.3) with the corresponding
constant Lgp arbitrarily close to 1. In fact, it is straightforward to observe that for min-mazx
problems Jﬁcp7 = Jicp — 7V, which readily implies that the Lipschitz constant of Lemma 5.5.4
15 1.

The following results are the main contributions of the first part of the chapter.

Theorem 5.3.6 (RCP Confidence Interval). Consider the programs RCP and SCP in (5.1) and
(5.2) with the associated optimal values Jiop and J3,, respectively. Suppose Assumption 5.3.8
holds and Lgp is the constant in (5.5). Given a ULB h and €, 3 in [0, 1], for all N > N (e, 3)
as defined in (5.3), we have

P [Jf{cp —Jieo, I(E)]] >1- 8, (5.6)
where
. T 1
I(g) == min {Lsph(€), max ¢Tz — minc x} (5.7)

Proof. Due to the definition of the optimization problems RCP and SCP, the second term of
the confidence interval (5.7) is a trivial bound. It then suffices to establish the bound for the
first term of (5.7). By Theorem 5.2.2, we know PV [2% | CCP.] > 1 — § that in view of
Lemma 5.3.2 implies

PV [z} ERCPy) | > 1-8 = PV [Jicp,., < In] =2 1-8,
where h is the ULB, and JP*{CPME) is the optimal value of the relaxed robust program (5.4) with

v = h(e). By virtue of Lemma 5.3.4, we have J5-p < Jicp . + Lgph(e), that in conjunction
h(e

with the above implication leads to
PN [Jﬁcp < J5+ Lsph(s)] >1- 8.

Since the program SCP is just a restricted version of RCP, it is trivial that J3, < Jcp pointwise
on QY which concludes (5.6). O

In accordance with the optimization problem CCP,, the following theorem provides similar
performance assessment but in both a priori and a posteriori fashions.

Theorem 5.3.7 (CCP. Confidence Interval). Consider the programs CCP. and SCP in (5.1)
and (5.2) with the associated optimal values J&op,. and Jy, respectively. Suppose Assumption
5.3.3 holds and Lgp is the constant in (5.5). Let h be a ULB and N} the dual optimizer of
SCP. Given 8 in [0,1], for all N > N(e, 3) defined in (5.3), we have

A Priori Assessment: PN [Jécps —Jne[-1I(e), OH >1-p, (5.8a)
A Posteriori Assessment: Py [JECPE —Jye[—1In(e), OH >1-p, (5.8b)
where the a priori interval I(e) is defined as in (5.7), and the a posteriori interval is
— mi * Tr — mincT
In(e): mm{H)\Nulh(e), max cTz — milc a;} (5.9)
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Proof. Similar to the proof of Theorem 5.3.6, we only need to show the first term of the
confidence interval (5.9). In light of Theorem 5.2.2 and Lemma 5.3.2, we know that

PY[Jfcp,,., < Jécp, < JIN] = 1- 6. (5.10)

In the same spirit as the previous proof, Lemma 5.3.4 ensures Jy < Jiop < Jf*{CPh(s) + Lsph(e)
everywhere on QY which together with (5.10) arrives at (5.8a).

To show (5.8b), let us consider the scenario counterpart of the relaxed program RCP,
in (5.4) with v := h(e). We denote the optimal value of this scenario program by ‘]th,h( o)
Thus, we have J&h( 5 < ‘]ﬁCPh(e) with probability 1. Notice that Assumption 5.3.3 also holds
for the scenario program SCP, and consequently Lemma 5.3.4 is applicable to SCP as well.
In fact, following the proof of Lemma 5.3.4 [BV04, p. 250], one can infer that the Lipschitz
constant of the perturbation function can be over approximated by the ¢i-norm of a dual
optimizer of the optimization program. Therefore, applying Lemma 5.3.4 to SCP yields to
E]j{, —)\z\?v\\lh(&f) < J¥ne < JﬁCPh(s) pointwise on Q. Substituting into (5.10) leads to
5.8b). O

The parameter € in Theorem 5.3.6 is a design choice which can be tuned to shrink the
confidence interval [0, I(¢)]. On the contrary, in Theorem 5.3.7 the parameter ¢ is part of the
problem data associated with the program CCP.. That is, in Theorem 5.3.7 I(¢) is indeed fixed
and the number of scenarios N in SCP only improves the confidence level 5. In a same spirit
but along a different approach, [Call0, Theorem 6.1] bounds J}; by the optimal solutions of two
chance-constrained programs associated with different constraint violation levels, say & < e.
This value gap between the chance-constrained program and its scenario counterpart (either as
explicitly derived in Theorem 5.3.7 or implicitly by two chance-constrained programs in [Call0,
Theorem 6.1]) represents an inherent difference. To arbitrarily reduce the gap for CCP,., one
may resort to optimally discarding a fraction of scenarios, which is in general computationally
intractable; see for example [CG11, Theorem 6.1] and [Call0, Theorem 6.2].

By virtue of Theorem 5.3.6, the gap between Ji-p and Jy is effectively quantified by a
ULB h(¢) as introduced in Definition 5.3.1. To control the behavior of h(e) as € — 0, one may
require more structure on the measure IP defined on (D, sB(D)). Proposition 5.3.8 addresses
this issue by introducing sufficient conditions concerning the measure of open balls in B(D)
and the continuity of the constraint mapping in the uncertainty argument.

Proposition 5.3.8. Assume that the mapping D > d — f(x,d) € R is Lipschitz continuous
with constant Lg uniformly in x € X. Suppose there exists a strictly increasing function g :
Ry — [0,1] such that

P[B,(d)] > g(r), VdeD,

where B,.(d) C D is an open ball centered at d with radius r. Then, h(g) :== Lq g~'(¢) is a ULB

1

in the sense of Definition 5.3.1, where g~ is the inverse function of g.

Proof. See Appendix 5.7.1. O

Proposition 5.3.8 generalizes the corresponding result of [KT12, Lemma 3.1] by allowing
the uncertainty space D to be possibly an infinite dimensional space. Note that the required
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assumptions in Proposition 5.3.8 implicitly require D to be bounded, though in practice this
may not be really restrictive.

Remark 5.3.9. Two remarks regarding the function g in Proposition 5.3.8 are in order:

(i) Explicit expression: Under the hypotheses of Proposition 5.3.8, Theorem 5.3.6 can be
expressed in more explicit form. Let € and 8 be in [0,1], Ly be the Lipschitz constant of
the constraint function f in d, Lgp be the constant (5.5), and N (-, -) be as defined in
(5.3). Then, for any N > N(g(@),ﬁ) we have

IPN[J;;CP Ty e [o,s]} >1- 8.

(ii) Curse of dimensionality: For an ng-dimensional uncertainty set D, the number of
disjoint balls in D with radius r grows proportional to r— "4 as r decreases. Thus, the
assumptions of Proposition 5.5.8 imply that g(r) is of the order of r™a. Therefore, for the
desired precision €, as detailed in the preceding remark, the required number of samples
N grows exponentially as e "¢. This appears to be an inherent feature when one seeks
to bound the optimal value via scenario programs; see [LVLMO0S, LVLM10] for similar
observations.

5.3.2 Feasibility of RCP via SCP

In this subsection we provide an example to show the inherent difficulty of the feasibility
connection from SCP to the original problem RCP. Consider the following RCP with its SCP
counterpart in which both decision and uncertainty space are compact subsets of R:

min —zx min —zx
st. z—-d<0, VdeD:=]0,1] st. z—-d; <0, Vie{l,---,N}
reX=[-1,1] reX=[-1,1]

It is not difficult to see that the feasible set of the robust program is [—1, 0] with the optimizer
x* = 0, whereas the optimizer of its scenario program is 3 = min;<y d;. If the probability
measure P does not have atoms (point measure), we have PV [minz-g Nd; > 0] = 1. Thus, one
can deduce that

PNz ERCP| =0, VPeP, VNEN,

where P is the family of all nonatomic measures on (D,%B(D)). More generally, if the set
argmaxgep f(x,d) has measure zero for any z = RCP (e.g., when f is convex in d and the
boundary of D has zero measure), then the program SCP will almost surely return infeasible
solutions to the program RCP, as the worst-case scenarios are almost surely neglected.

5.3.3 Measurability of the SCP optimizer

The objective of this subsection is to address the standing Assumption 5.2.1. The measurability
of the optimizer z7, for the scenario program SCP is a rather involved technical issue. In fact,
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to the best of our knowledge, in the literature this issue is always resolved by introducing an
assumption. Let us highlight that the measurability of optimal values and the set of optimizers
as well as the existence of a measurable selection are classical results in this context, see for
instance [RW10, Theorem 14.37, p. 664]. However, there is no a priori guarantee that the
obtained optimizer of the program SCP can be viewed as a measurable mapping from DV to
X. Toward this issue, we propose a “two-stage” optimization program, in the lexicographic sense
in the context of multi-objective optimization problems [MA04], in which the measurability of
this mapping is ensured for a large class of programs (not necessarily convex).

For the rest of this section we assume that X C R" is closed and the mapping = — f(z,d)
is lower semicontinuous. Consider the scenario program SCP as defined in (5.2) with the
corresponding optimal value Jy;; SCP is assumed to be feasible with probability one. Given
the same uncertainty samples (di)ijL as in SCP, we introduce the second program

min  ¢(x)

st.  f(z,d;) <0, Vie{l,---,N} (5.11)
e < Jy ’
reX

where ¢ : R” — R is a strictly convex function. Let us denote the optimizer of the above
program by 7. It is straightforward to observe that 7% is indeed an optimizer of the program
SCP.

Proposition 5.3.10 (Measurability of the Optimizer). Consider the sequential two-stage pro-
grams SCP and (5.11), with the optimizer x%; for the latter program. Then, the mapping
DN > (d)N, — 7% € X is a singleton and measurable.

Proof. See Appendix 5.7.1 along with some preparatory lemmas. O

The above two-stage program may be viewed as a tie-break rule [CCO05] or a regularization
procedure [Call0, Section 2.1], which was proposed to resolve the uniqueness property of the
SCP optimizer. Proposition 5.3.10 indeed asserts that the same trick ensures the measurability
of the optimizer as well.

Remark 5.3.11 (Measurability of the Feasible Set). The measurability of the feasibility event
Ty | CCP. (equivalently the measurability of the mapping x — P[f(x,d) < 0]) is a straight-
forward consequence of Proposition 5.3.10 and Fubini’s Theorem [Bil95, Thm. 18.3, p. 234).

5.4 Extension to a Class of Non-Convex Programs

This section extends the results developed in Section 5.3.1 to a class of non-convex problems.
Consider a family of programs introduced in (5.1) in which the program data are indexed by
k,ie., (Xg, fi.ex)pe,- We assume that each tuple (Xp, fi, ) satisfies the required conditions
in Section 5.2 (i.e., X} is a compact convex set and the mapping x — fi(z,d) is convex for
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every d € D), and the corresponding programs are denoted by RCP® and CCPS;I;) as defined
n (5.1). Consider the following (non-convex) optimization problems:
min cTx min cTx
xX xX

RP : (5.12)

st. xkE G RCpP®) cr: st. =k 6 CCP%) ’
k=1 k=1

where z = U}~ RCP® (resp. z = ", CCP,Q;)) indicates that there exists k € {1,---,m}
such that 2 = RCP®) (resp. z = CCPSE)). In other words, the programs (5.12) seek an
optimal solution which is feasible for at least one of the subprograms indexed by k, while the
uncertainty space D as well as the associated measure IP is shared between all the subprograms.
Similarly, given i.i.d. samples (di)i]\il C D with respect to the probability measure P, consider
the scenario (non-convex) program

min cTx

x

Sp (5.13)

st. x k= |J SCP®
k=1

Each subprogram SCP®) is defined according to the scenario convex program (5.2) associated
with the program data (Xj, fr) while the uncertainty samples (d;); are the same for all
k € {1,---,m}. Before proceeding with the main result of this section, let us point out
that the programs (5.12) contain, for example, a class of mixed integer programs. Let f :
R™ x {0,1}¢ x D — R be the constraint function in (5.1). It is straightforward to see that a
chance-constrained mixed integer program can be formulated as

min Tz min c'x
z,y z
.t. < > 1 —
st P[f(z,y,d) <0 >1—¢ < 5.6 keg{é};fﬂ}lf’[fk(w,d) <0=z1l-¢ |
reX, ye{o,1}¢ reX

where fi(x,d) == f(x,y,d) for each selection of the binary variables y;, € {0,1}*. Then, by
setting m = 2¢, X, :== X, &1, := ¢, the right-hand side of the above relation is readily in the
framework of (5.12). A similar argument also holds for the robust mixed integer problems
counterparts.

As a first step, we extend the feasibility result of Theorem 5.2.2 to the non-convex setting
in (5.12).
Theorem 5.4.1 (CP Feasibility). Let &= (e1, -+ ,&m), B € (0,1], and N > N(é’, B) where

m n—1

N(#, ) = min {N €N ‘ >3 (7)%(1 Vi< 5}. (5.14)

k=1 i=0
Then, the optimizer of SP is a feasible solution of CP with probability at least 1 — [3.

Proof. Let 7, be the optimizer of the subprogram SCP® . By virtue of Theorem 5.2.2, one
can infer that

n—1

* N % —1

=0
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On the other hand, it is straightforward to observe that the optimizer of the program SP,
denoted by x%, belongs to the set (az?\,k)zlzl Therefore,

PV [k i CP| < PN [3k e {1, m) | iy b CCPY | < ijlPN [ b CCPO |
k=1

m n—1 N
< i1 _ - \N—i
S Y (7)da -
k=1 1=0
leading to the desired assertion. O

Remark 5.4.2 (Growth rate). Notice that the number of subprograms, m, contributes to the
confidence level B in a linear fashion. As an illustration, suppose € = €. In this case, one
can easily verify that the confidence level of the non-convex program SP can be set equal to
%, where 8 is the confidence level of each of the subprograms SCP® . From a computational
perspective, one can follow the same calculation as in [Cal09], and deduce that the contribution
of m to the number of the required samples N appears in a logarithm. Thus, in our example of
mized integer programming above, the required number of samples grows linearly in the number
of binary variables, which for most of applications could be considered a reasonable growth rate.

The literature on computational schemes on non-convex problems is mainly based on statis-
tical learning methods. A recent example of this nature is [ATC09], which considers a class of
problems involving Boolean expressions of polynomial functions. Given the degree and number
of polynomial functions (« and k, respectively), the explicit sample bounds of [ATC09] scale
with e~ !log(ake™!) as opposed to our result in (5.14) which grows proportional to ¢~ log(m).
We now proceed to extend the main results of Subsection 5.3.1, i.e., Theorems 5.3.6 and 5.3.7,
to the non-convex settings (5.12) and (5.13) at once.

Theorem 5.4.3 (RP & CP Confidence Intervals). Consider the programs RP, CP, and SP
in (5.12) and (5.13) with the corresponding optimal values Jip, J&p, and Jy. Given k €
{1,---,m} and the program data (X, fi.), let Assumption 5.3.3 hold and I*) and I](\l;) be the a
priori and a posteriori confidence intervals of the k™ subprogram as defined in (5.7) and (5.9).
Then, given 8 € [0,1] and £:= (1, ,em) € [0,1]™, for all N > ]V(s_', B) as defined in (5.14)
we have

PN [Jﬁp — Jy € [0, maxs® (s)]} >1-8,

A Priori Assessment: =m

PN [J(*jp —-Jy € [_ﬂaﬁl(lﬁ)(e)’ 0]} >1-4,

A Posteriori Assessment: Py [J(*;p —Jye|- max I](\]f) (), OH >1-5.
<m

Sketch of the proof. The proof effectively follows the same lines as in the proofs of Theorems
5.3.6 and 5.3.7. To adapt the required preliminaries, let us recall again that the optimizer of
the programs (5.12) is one of the optimizers of the respective subprograms. The same assertion
holds for the random program (5.13) as well. Moreover, since each subprogram of (5.13) fulfills
the assumptions of Subsection 5.3.1, Lemmas 5.3.2 and 5.3.4 also hold for each subprogram
with the corresponding data (X, fx). Therefore, in light of Theorem 5.4.1, it only suffices to
consider the worst-case possibility among all the subprograms. O
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{reX | Tz = Jipt
{reX|cTo=Jgcp,}
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T1
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0 = 2me 1

Figure 5.3: Behavior of the confidence level

Figure 5.2: Analytical solutions of Example 1 B*(e) in terms of scenarios numbers N

5.5 Numerical Examples

This section presents two examples to illustrate the theoretical results developed in the pre-
ceding sections and their performance. We first apply the results to a simple example whose
analytical solution is available.

5.5.1 Example 1: Quadratic Constraints via Infinite Hyperplanes

Let z = [x1,22]T be the decision variables selected in the compact set X = [0,1]?> C R?,
the linear objective function defined by ¢ := [—1,—1]T, and the constraint function f(z,d) :=
x1 cos(d) + xe sin(d) — 1 where the uncertainty d comes from the set D = [0, 2x]. Consider the
optimization problems introduced in (5.1) where P is the uniform probability measure on D.
It is not difficult to infer that the infinitely many hyperplane constraints can be replaced by a
simple quadratic constraint. That is, for any v > 0

dn[lax | z1cos(d) + zosin(d) — 1 <+ = 3+ 25 < (y+1)%
€[0,27

In the light of the above observation, we have the analytical solutions

/3 _2}’

cos(me)’ (5.15)

Jicp, = max{ —V2(y+ 1), —2}, J&cp, = max{

where JF*{CP7 and J¢op, are the optimal values of the optimization problems RCP., and CCP.
as defined in (5.4) and (5.1), respectively. The pictorial representation of the solutions is in
Figure 5.2.

Let us fix the number of scenarios NV for SCP in (5.2) with the optimal value J},. Given N
and ¢ € [0, 1], the confidence level g € [0, 1] associated with our theoretical results is

50 =3 () = e Ne ey

1=0
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where n = 2 in this example. Figure 5.3 depicts the behavior of 5*(¢) for different values of N.
Note that 2o = [0,0]T is a Slater point in the sense of Assumption 5.3.3 with the corresponding
constant Lgp := =279 = 2 (cf. (5.5)). Moreover, it is easy to see that the mapping d — f(z,d)
has the Lipschitz constant Ly = /2 over the compact set X = [0, 1]. Thanks to Proposition
5.3.8 (and periodicity of the constraint function over the interval [0, 27]), it is straightforward
to introduce g(r) = £, and consequently obtain the ULB candidate h(e) = V2me. Then, the
confidence interval defined in (5.7) is I(¢) = max{2v/27e,2}. As shown in Theorem 5.3.6
(resp. Theorem 5.3.7) we know that Jicp — Jy € [0,1(¢)] (vesp. JEcp, — JA € [—1(¢),0])
with probability at least 1 — 5*(e) for any ¢ € [0,1]. To validate this result, we solve the
program SCP for M different experiments. For each experiment k € {1,---, M}, we draw N
scenarios (dz(k))fil C [0, 27] with respect to the uniform probability distribution P and solve
the program SCP. Let J% (k) be the optimal value of the k' experiment. Given 3 € [0, 1], the

empirical confidence interval of the program RCP can be represented by the minimal (/) so

that the interval [0, I(3)] contains J3 (m) — Jip for at least m experiments where §; > 1 — 3,
ie.,

I1(B) ::min{f€R+‘3AC{1,---,M} :
1A > (1—B)M and Jiep — J5(k) € [0,1] VkeA}.

Regarding the program CCP,, notice that the empirical confidence interval depends on both
parameters € and [ since the analytical optimal values J¢qp_ depends on ¢ as well. Hence, we
define

(8 ::min{feR+ |3AC{1,---, M} :

Al > (1= B)M and Jiep, — Ji (k) € [~1,0] Vk € A}.

The sets I (8) and 1:;(5) are in close relation with sample quantiles in the sense of [Sha03,
Section 5.3.1]. In the following simulations the number of experiments is set to M = 2000.
Figures 5.4(a) and 5.4(b) depict our theoretical performance bound I(g) for N = 6 and N = 60
in comparison with the empirical bounds I (B*()) and fs(ﬂ*(s)) where §*(¢) is the confidence
level in Figure 5.3. As our theoretical results suggest, the confidence interval [0, I(¢)] (resp.
[—I(g),0]) contains the empirical interval [O,T(ﬁ*(e))] (resp. [ — E(ﬁ*(e)),O]). Moreover,
to demonstrate the a posteriori confidence interval in Theorem 5.3.7, we choose one of the
experiments and depict the corresponding confidence interval Iy (e) versus 8*(e) as well. Note
that in both cases of Figure 5.4 the a posteriori confidence interval proposes a tighter bound
than the a priori confidence interval. With this observation, we conjecture that in general
the dual optimizer of SCP may happen to be a better approximation in comparison with the
constant Lgp introduced in (5.5).

5.5.2 Example 2: Fault Detection and Isolation

In the second example we illustrate the theoretical results developed in this chapter to the
problem of fault detection and isolation (FDI) discussed in Chapter 4. Let us recall that the
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Figure 5.4: Numerical results for Example 1

FDI problem is essentially designing a filter fed by available signals as inputs (e.g., control
signals and given measurements) whose output implements a non-zero mapping from the fault
to the residual while decoupling unknown disturbances (cf. the mapping requirements (4.1)
and the robust version RP in (4.2)).

As a particular subclass of DAEs, consider the nonlinear differential equation

{X(t) = E(X(1) + AX(t) + Bad(t) + By f(t) (5.16)

Y(t) = CX(t)

where the matrices A, Bq, By, C and the function E( - ) describe the linear and nonlinear dynam-
ics of the model, respectively (see (4.6) and the following discussion). Restricting the class of
FDI filters to linear operator, we obtain a residual consisting of two terms: r = G[z](f)+r[z](d)
where G|z] is a linear time invariant transfer function expressing the mapping from the fault
f(+) to the residual, and r[z](d) is the contribution of the unknown disturbance d(-), and
x € R" denotes the coefficients of the FDI filter to be designed (cf. (4.11)?). In this light, to
minimize the impact of nonlinearities and disturbances on the residual, an optimal FDI filter
can be obtained by the min-max program

min 7y

T,y

st. 2TQqr <7, VdeD (5.17)
Hz =0 ’
[Fzf =1

where the quadratic term x7Qgz represents the Lo-norm of r[x](d) over a given receding hori-
zon, D is the space of possible disturbance patterns, and the last (non-convex) constraint is

*Note that the decision variable 2 here corresponds to the filter coefficients N in (4.11).
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concerned with the norm of G[x] as an operator (cf. (4.16)). The matrices H and F' are deter-
mined by the linear terms of the system dynamics (5.16), and the positive semidefinite matrix
Qg reflects the nonlinearity signature of the system dynamics in the presence of a disturbance
pattern d; it depends on d and the nonlinear term E(-) of (5.16) (cf. the signature matrix
(4.15)). We refer to Approach (II) in Section 4.4.2 for details of the derivation of the above
program.

For numerical case study, we consider an application of the above FDI design to detect a
cyber intrusion in a two-area power network discussed in Section 4.5. The setup in this example
is a simplified version of the test system in Section 4.5.3 where each power area contains one
generator (g == 2). Thus, the state in (5.16) is described by

X = [A¢, {Afi} 12, {APm, }1:2, {APage, J1:2] T

where A¢ is the voltage angle difference between the ends of the tie line, Af; the generator
frequency, AP, the generated mechanical power, and APy, the automatic generation control
(AGC) signal in each area.® The system dynamics is modeled in the framework of (5.16); the
details are provided in Appendix 5.7.2. The disturbance signal d( - ) represents a load deviation
that may occur in the first area. The signal f models the intrusion signal in the AGC of the
first area, and the measurement signals are the frequencies and output power of the turbines,
Le., Y = [{Afitio, {APy h2] "

For a given horizon T' > 0, we consider the class of disturbance patterns
P 27
D= {d: [0,7] - R ’ Ja € 10,1], d(t) == kzoak(a) cos(Tk:t)},

where ai () are the constant coefficients parametrized by « (cf. (4.30)). The choice of D allows
one to exploit available spectrum information of the disturbance signals. In this example,
motivated by the emphasis on both low and high frequency regions, we assume ai(«) =
5(a0.5k + (1 - a)0.5|10_"‘|), p = 30, and T" = 4 sec. For scenario generation, we consider
a uniform probability distribution for the parameter a € [0,1], which in fact induces the
probability measure IP on D. Let dy € D be a disturbance signature with the corresponding
parameter ag. It is straightforward to observe that

Pll|d - dollz, < 7] = IP[Z Z |ak(ar) — ak(ao)‘Z < 7’2}
k=0
V2 r
)2

5\/T S (0.58 — 0.510-]
= P[|la — ap| < 0.142r] > 0.142r =: g(r),

=Plla—a <

where the function g, denoted in view of Proposition 5.3.8, is an invertible lower bound for the
measure of open balls in D. For the particular set of parameters in this example and specific
operating region of interest, one can show that the mapping d — Q4 is Lipschitz continuous

3The symbol A stands for the deviation from the nominal value.
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Figure 5.5: Numerical results for Example 2

with the constant Ly = 0.02; see Appendix 5.7.2 for more details. By virtue of Proposition
5.3.8 and normalizing* the optimizer of the SCP counterpart of the program (5.17), we can
introduce the ULB candidate

h(e) == Lg g (e) = 0.14e.

Notice that the Infinite norm constraint in (5.17) is in fact a non-convex constraint. However,
one may view it as the union of a finite number of constraint sets, see Remark 4.4.3. Therefore,
the optimization problem (5.17) is already in the framework of RP as introduced in (5.12)
where m is the number of rows in matrix F. It is remarkable that m — 1 equals the degree of
the FDI filter chosen a priori. Thanks to the min-max structure of the robust program (5.17),
the Lipschitz constant of Lemma 5.3.4 for each subprogram of (5.17) is Lgp = 1, see Remark
5.3.5.

In this example, the dimension of the decision variable x is n = 55, the number of rows in
F'is m = 5, and the confidence level is set to § = 0.01. Therefore, to achieve the confidence
interval I(g) = h(e) = 5 x 1074, we need to set € = 3.57 x 1072 which, due to Theorem 5.4.1,
requires to generate N disturbance signatures d € D so that

n—1 N ) . 6
N > min{N eN ’ > <i>51(1 —e)V-i < } = 22618.
=0

m

Figures 5.5 demonstrate the numerical results of Example 2 over the course of 15 seconds.
In Figure 5.5(a), 30 different realizations of disturbance inputs as well as an intrusion signal
starting from ¢ = 10 are shown in solid and dash curves, respectively. Figure 5.5(b) depicts
the energy of the filter residual for the last 7' = 4 seconds (solid), and the threshold level
associated with confidence 8 = 0.01 (dash). Notice that the proposed threshold is v* 4+ 0.0005,
where v* is the optimal solution of the random counterpart of the program (5.17) with N =
22618 scenarios. Figure 5.5(c) presents the filter response which is the same figure as 5.5(b)
but zoomed in on the period prior to the intrusion.

“Due to the linearity of the filter operator, one can always normalize the filter coefficients with no performance
deterioration; see Section 4.4.3.

112



5.6  Summary and Outlook

5.6 Summary and Outlook

In this chapter we presented probabilistic performance bounds for both RCP and CCP; via
SCP. The proposed bounds are based on considering the tail probability of the worst-case
constraint violation of the SCP solution as introduced in [KT12] together with some classical
results from perturbation theory of convex optimization. In contrast to earlier approaches, this
methodology is, to the best of our knowledge, the first confidence bounds for the objective
performance of RCPs and CCPs based on scenario programs. Subsequently, we extended our
results to a certain class of non-convex programs allowing for binary decision variables.

For future work, in light of Theorems 5.3.6 and 5.3.7, we aim to study the derivation of
ULBs as introduced in Definition 5.3.1. Meaningful ULBs may depend highly on the individual
structure of the optimization problems, in particular the uncertainty set and the constraint
functions. For certain classes of problems, [KT12] provides a constructive approach to obtain
ULBs. Another potential direction is the estimation of constant Lgp in Theorems 5.3.6 and
5.3.7, see Remark 5.3.5. This problem may be closely related to the estimation of the dual
optimizers of RCPs.

5.7 Appendix

5.7.1 Proofs

This section collects the technical proofs skipped throughout the chapter.

Proof of Lemma 5.3.2. Let h is a ULB as introduced in Definition 5.3.1, g = CCP,, and
f*(z0) == sup,ep f(z0,v). By definition of CCP, and p, the tail probability of the worst-case
violation, we have

p(wo, f*(x0)) <& = ilelgp(%f*(ﬂfo)) <e = ["(x0) <h(e) = x0 =RCPp) O

Proof of Proposition 5.3.8. Given z € X let (v;);en be a sequence in D so that

limsup f(z,v;) = sup f(z,v).
€N veD

Thus, in light of Definition 5.3.1 we have

p(z,0) = ]P[supf(:n,v) — f(z,d) < 5} = ]P{limsupf(:r,v,;) — f(z,d) < (5}

veED 1eN
> P[limsup Lg||v; — d|| < 5] > limsup P [Hvl —d|| < 5] (5.18)
ieN ieN Lq

' 0
= III?E%HPIP[B%(UZ)] > g(fd)v

where the first inequality in (5.18) follows from the Lipschitz continuity of f with respect to d,
and the second inequality in (5.18) is due to Fatou’s lemma [Rud87, p. 23]. Hence, in view of
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the ULB definition and the above analysis, we arrive at
4]
sup {6 e Ry ‘ inf p(z,0) < 5} < sup {5 e Ry ‘ g(—) < 8} = Lqg~ (o). O
reX Ld

Proof of Lemma 5.5.4. Tt is well-known that under the strong duality condition the mapping
v +— RCP,, the so-called perturbation function, is Lipschitz continuous with the constant ||A*||;
where A\* is a dual optimizer of the program RCP; see [BV04, p. 250] for the proof and [Roc97,
Section 28| for more details in this direction. Now Lemma 5.3.4 follows from [NOO8, Lemma
1], which essentially implies ||[A\*||1 < Lgp where Lgp is the constant (5.5) corresponding to
any Slater point in the sense of Assumption 5.3.3. O

To prove Proposition 5.3.10, we need some preliminaries.

Lemma 5.7.1. Let C be the set of all lower semicontinuous functions from X C R™ to R.
Consider the mapping J : C — R defined by the optimization program

J(g):= min Tz
st. g(z) <0 - (5.19)
reX

Then, the function J is measurable where the space of C is endowed with the infinite norm and
the respective Borel o-algebra.’

Proof. The proof is an application of [RW10, Theorem 14.37, p. 664]. Let us define the set-
valued mapping S : C = X x R as follows:

S(g) = {(z,a) e Xx R | {g(z) <0} & {c"z < a}}.

We first show that S is a normal integrand in the sense of [RW10, Definition 14.27, p. 661].
Since g is lower semicontinuous, then S is clearly closed-valued. We then only need to show
that S is measurable according to [RW10, Definition 14.1, p. 643]. Let O C X x R be an
open set, (zg,ag9) € O and gg € S~ !(zg,ap). Observe that for sufficiently small ¢ > 0 we
have B-(go) C S™1(O) where B.(g0) = {g € C | sup,ex l9(z) — go(z)|| < ¢}, that implies
that S~1(0) is open, and in particular measurable. Thereby, S is measurable and hence a
normal integral. Now the desired measurability readily follows from [RW10, Theorem 14.37,
p. 664]. 0

Lemma 5.7.2. Let ¢ : R” — R be a strictly convez function, and J:C—>R defined as follows:

T(g)= min o(z)
st. g(x) <0
cle < J(g)

reX

(5.20)

SUnder assumptions of Section 5.2, one can show a stronger assertion that the mapping g — J(g) is indeed
lower semicontinuous; see for instance [BGK ™83, Theorem 4.3.2, p. 67]. Thanks to a personal communication
with Diethard Klatte, it turns out that the statement can be even extended to continuity if Assumption 5.3.3
also holds.
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where J(g) is the function introduced in (5.19). Let 7*(g) denote the set of optimizers of the
program (5.20). Then, the mapping C 3 g — T* € R? is a measurable singleton.

Proof. Let us define the set-valued mapping S : C = X x R
S(g) = {(z,0) € X x R | {g(x) <0} & {cTa — J(g) <0} & {6(z) < a}}.

By virtue of the measurability of the mapping g — J(g) in Lemma 5.7.1 and along the same line
of its proof, we know that S is a normal integral. Now, by [RW10, Theorem 14.37, p. 664] the
existence of a measurable selection for the optimizer *(g) as a function of g € C is guaranteed.
On the other hand, since ¢ : R™ — R is strictly convex, the minimizer of the program (5.20)
is unique. Therefore, *(g) is a singleton and the desired measurability property follows at
once. 0

We now have all the required results to prove Proposition 5.3.10:

Proof of Proposition 5.3.10. Let g : DV — C defined as

g(di,--+ ,dn) = ie{rlr}%)?N} f(z,d;). (5.21)

The measurability of the mapping (5.21) is ensured by the measurability assumption of the
mapping d — f(x,d) for each x. It is straightforward to observe that the optimizer of the
program (5.11) can be viewed as the composition Z3 = 2* o g(dy,--- ,dn) where Z* is the
optimizer of the program (5.20) and g is defined as in (5.21). Hence, the desired implication
follows directly from the measurability of the mapping (5.21) and Lemma 5.7.2. O

5.7.2 Details of Example 2

This appendix provides details of Example 2 in Subsection 5.5.2.

A. Mathematical model description
The two-area power network is described by the set of nonlinear ordinary differential equations

Ad =2m(Afi — Afa),

Af; Jo ( — LAfz‘ — PrsinA¢ + AP, — Aljloadi>a

T 2H;S5 \ D
APy, = T:hi ( — ;Afi — AP, + APW),
M= (s~ 57)
- %(APW — APioad;) — %iclj[ig&AP“gci
B (Tj\h N %)PT sin Ap — 2wC; Pr(Afi — Afz) cos Ag,
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where i € {1, 2} is the index of each area, X := [A¢, {Afi}1.2, {APm, }1:2, {APage, }1:2] T € R7is the
state vector, and the constant parameters in this example are chosen the same for both areas
as T, = bsec, Sp, = 1.8 GW, fo = 50 Hz, H; = 6.5scc, D; = 428.6 Hz/GW, S; = 1.389 Hz/GW,
C; = 0.1, Ty, = 30, Pr = 0.15 GW. We refer to [l\'IEVl\I+10] for physical interpretation of
these parameters and more details on the model equations. In the example, we assume that
APyqq, = d where d € D is the disturbance signal and APjy.q, = 0.

B. Lipschitz constant of the mapping d — @y

This mapping can be viewed in two steps: d — E(X) and F(X) — @4 where X is the solution
process in the presence of the disturbance input d, and E the nonlinear term of the ODE
(5.16). The key step is to approximate the Lipschitz constant of the first mapping d — E(X).
The classical result of the continuity of the ODEs solution, obtained by Lipschitz continuity
of the vector field and Gronwall’s inequality, turns out to be too conservative in this case. We
then invoke a Lyapunov-like approach to address this issue more efficiently. Let us define the
shorthand h(X,d) := E(X) + AX + Bgd. Suppose there exist a function V : R” x R” — R
and positive constants k, p so that for every X, X € R7 and d, deR

IE(X) - BE(X)|* < V(X,X) (5.22a)
IxV (X, X)h(X,d) + 0V (X, X)h(X,d) < —kV(X,X) + p|d —d. (5.22b)

Using standard Gronwall’s inequality, one can show that under conditions (5.22) we have

T

T
|BCO - B, < [1E(x®) - EE@) e < [ V(X Zo)d
0 0

T t
~ ) ~
- p/e_m/ |d(s) — d(s)|dsdt < EpT\/Tde dllz,.
0 0

In [ZMEM"13b, Theorem 3.3|, a similar technique is discussed in more detail to establish a
connection between the Lyapunov function and continuity of the solution trajectories. In order
to find a Lyapunov function in the above sense, we limit our search domain to the quadratic
functions, i.e., V(X, X) = (X — X)TQ(X — X) for some positive semidefinite matrix Q. It is not
difficult to deduce that the nonlinear term FE effectively depends only on the state A¢. Hence,
to fulfill the requirement (5.22a) it suffices to guarantee @ = vvT where v = [0,0,1,0,0,0,0]T.
Setting x = 0.01, we then solve the set of linear matrix inequalities (LMIs)

min o

0—7Q

st QAT+ AQ =X —k(Q >
wT X Q Rol

which provides a local Lyapunov function in the sense of (5.22). Note that one can always
extract the linear part of E and add it to the matrix A. Now, by numerical inspection, it turns
out that for the specific system parameters of this example, V' obtained from the above LMIs is
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a Lyapunov function in the domain of Af; € [-0.1,0.1] Hz, A¢ € [—10°,10°], Ap,,, € [—10,10] MW,
Apage; € [—15,15] MW. Therefore, the parameter p in (5.22b) can be numerically approximated
via the optimal ¢ in the LMIs together with matrix By and the region of interest described
above. Besides, since the FDI filter is a stable linear time invariant transfer function with
normalized coefficients, the Lipschitz constant of the second mapping E(X) — Qg can be
explicitly computed based on the filter denominator which is fixed prior to the design procedure;
see [MEL13, Lemma 4.5].
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CHAPTER 6 .

Conclusions and Future Directions

In this thesis we studied two problems: first, the motion planning of controlled diffusions, and
second the problem of fault detection for large scale nonlinear systems. The motion planning
problem is an extension to the reachability problem which is well known in the context of safety
problems in the dynamics and control literature, and the fault detection problem is a crucial
concept in the design of reliable control systems. These problems were addressed separately in
Part I and II, respectively.

6.1 Part I: Stochastic Motion Planning for Diffusions

6.1.1 Chapter 2: Stochastic Reach-Avoid Problem

As a first step toward the main objective of this part, in Chapter 2 we studied a class of
stochastic reach-avoid problems with state constraints in the context of SDEs. We proposed a
framework to characterize the set of initial conditions based on discontinuous viscosity solutions
of a second order PDE. In contrast to earlier approaches, this methodology is not restricted
to almost-sure notions and one can compute the desired set with any non-zero probability by
means of off-the-shelf PDE solvers.

6.1.2 Chapter 3: Stochastic Motion Planning

In Chapter 3, continuing our studies of Chapter 2, we extended the class of reachability maneu-
vers as well as the stochastic process dynamics to different notions of stochastic motion planning
problems which involve a controlled process, with possibly discontinuous sample paths, visiting
certain subsets of the state-space while avoiding others in a sequential fashion. We established
a weak DPP comprising auxiliary value functions defined in terms of discontinuous payoff func-
tions. Subsequently, we focused on a case of diffusions as the solution of a controlled SDE,
and investigated the required conditions to apply the proposed DPP. It turned out that the
proposed DPP leads to a sequence of PDEs, for which the first one has a known boundary con-
dition, while the boundary conditions of the subsequent ones are determined by the solutions
to the preceding steps. Finally, the performance of the proposed stochastic motion planning
notions was illustrated for a biological switch network.
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For potential directions to pursue research toward the motion planning problem, one may
consider the following questions:

(i) Note that full-state measurement is one of the standing assumptions in the problems
discussed in Part I. Motivated by the fact that in some applications only partial and
possibly imperfect measurements may be available, a natural question is to address the
motion planning objective under measurement constraints, i.e., an admissible control
policy would be only allowed to utilize the information of the process Ys := h(X) where
h: R — R% is a given measurable mapping.

(ii) In light of Proposition 2.3.5 (resp. Proposition 2.3.7), we know that all the classes of
stochastic optimal control problems in (2.4) (resp. (2.5)) have a close connection to the
reach-avoid problem. Chapter 2 only studied the exit-time formulation which was also
exploited in Chapter 3 to address the motion planning objectives. As an alternative
step, however, it would be interesting to study the other formulations that possible may
shed light on other features of the problem. In particular that the other value functions
basically reflect a dynamic game between two players with different authorities, e.g., a
stopper versus a controller in (2.5¢).

(iii) Theorem 3.4.3 holds for the broad class of stochastic processes whose sample paths are
right continuous with left limits. Therefore, as a step toward the generalization of the
process dynamics, a potential research would be to investigate the required conditions
of the proposed DPP (Assumptions 3.4.1) for a larger class of stochastic processes, e.g.,
controlled Markov jump-diffusions.

6.2 Part II: Fault Detection for Large Scale Nonlinear Systems

6.2.1 Chapter 4: A Tractable Approach with Probabilistic Performance In-
dex

In Chapter 4 we proposed a novel perspective toward the FDI filter design along with a tractable
optimization-based methodology. Previous approaches on FDI problems are either confined to
linear systems or they are only applicable to low dimensional dynamics with specific structures.
In contrast, thanks to the convex formulation, the methodology is applicable to large scale
nonlinear systems in which some statistical information of exogenous disturbances are available.
From a technical viewpoint, the crucial step in the proposed approach is based on robustification
of the FDI filter to finitely many signatures of the dynamics nonlinearity. Motivated by our
earlier works, we deployed the proposed technique to design a diagnosis filter to detect the AGC
malfunction in two-area power network. The simulation results validated the filter performance,
particularly that the filter was encountered the disturbance patterns different than the training
ones. That is, the test disturbances only shared the same statistical properties with the training
disturbances.

For further research on the FDI problem discussed in Chapter 4, one may look into the
following directions:
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(i) The central focus of the work in Chapter 4 is to robustify the filter to certain signatures
of dynamic nonlinearities in the presence of given disturbance patterns. As a next step,
motivated by applications that disruptive attacks may follow certain patterns, a natural
question is whether the filter can be trained for these attack patterns. From the technical
standpoint, this problem in principle may be different from the robustification phase since
the former may involve maximization of the residual norm as opposed to the minimization
for the robustification discussed in this chapter. Therefore, this problem may require a
reconciliation between the disturbance rejection and the fault sensitivity objectives.

(ii) The methodology studied in this chapter is applicable to both discrete and continuous-
time dynamics and measurements. In reality, however, we often have different time-
setting in different parts, i.e., we only have discrete-time measurements while the system
dynamics follows a continuous-time behavior. We believe this setup introduces new chal-
lenges to the problem. We recently reported heuristic attempts toward this objective
in [ETMEL13], though there is still a need to address the problem in a rigorous and
systematic framework.

(iii) Another standing assumption throughout Chapter 4 is the accessibility of perfect mea-
surements, i.e., the system dynamics in Figure 4.1 is deterministic and the output signal
y is noiseless. Another question to answer is how the model stochasticity as well as mea-
surements noise can be incorporated into the FDI design. We reported some preliminaries
in [SMEKL13] to address noisy measurements but effectively for linear systems where the
dynamic nonlinearities can be treated as auxiliary disturbances.

6.2.2 Chapter 5: Performance Bound for Random Programs

One of the motivation of the study in Chapter 5 is to quantify the behavior of the false alarm
rate of the proposed FDI in Chapter 4 with respect to the threshold level obtained via the
corresponding random programs. Chapter 5 presented probabilistic performance bounds for
both robust and chance constrained programs via the so-called scenario program (SCP). This
result is, to the best of our knowledge, the first confidence bounds for the objective performance
of RCPs and CCPs based on scenario programs. Subsequently, we extended our results to a
certain class of non-convex programs which, in particular, allows for binary decision variables
with linear growth rate for the required number of samples.

For potential research directions on the content of this chapter, one may think of the
following possibilities:

(i) In light of Theorem 5.3.6, one may look more closely into the derivation of ULBs as
introduced in Definition 5.3.1. Meaningful ULBs may depend highly on the individual
structure of the optimization problems, in particular the uncertainty set and the con-
straint functions. In fact, the probability measure IP can also be viewed as a decision
variable to propose the most “informative” scenario program to tackle the robust formu-
lation RCP.
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(i)

(iii)

Another potential direction is the estimation of the constant Lgp in Theorems 5.3.6 and
5.3.7. This problem may be closely related to the estimation of the dual optimizers of
RCPs, and enables better theoretical bounds particularly for a posteriori assessments (cf.
Theorem 5.3.7).

The theoretical results developed in Chapter 5 essentially establishes a theoretical bridge
between a semi-infinite program (RCP) and a finite counterpart (SCP). Motivating
by different applications involving an infinite optimization programs (e.g., approximate
dynamic programming) a potential extension would be to complete this bridge up to a
class of full-infinite programs. This link, however, may need to resort to an asymptotic
as well as probabilistic performance index.
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